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1. AGENDA ITEMS

2. POLICIES FOR FIRST READING - None

3. POLICIES FOR SECOND READING
A. Policy 208 - Development, Adoption, and Implementation of Policies
B. Policy 209 - Code of Ethics

4. POLICIES FOR IMMEDIATE ADOPTION
A. Policy 210 - Conflict of Interest - School Board Members (Replacing
Policy 8045)
B. Policy 416 - Drug and Alcohol Testing (Replacing policies 4035 & 4050)
C. Policy 418 - Drug-Free Workplace/Drug-Free School (Replacing Policy
4036)
D. Policy 524 - Internet Acceptable Use and Safety Policy (Replacing
Policy 3187)

5. POLICIES FOR REVIEW
A. Policy 404 - Employment Background Checks

6. REGULATIONS - Informational
A. 524R Internet Regulations (Replacing 3187R - renumbering only)

7. OTHER
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208

DEVELOPMENT, ADOPTION, AND IMPLEMENTATION OF POLICIES

PURPOSE

The purpose of this policy is to emphasize the importance of the policy-making role of the school
board and provide the means for it to be an ongoing effort.

GENERAL STATEMENT OF POLICY

Formal guidelines are necessary to ensure the school community that the school system
responds to its mission and operates in an effective, efficient, and consistent manner. A set of
written policies shall be maintained and modified as needed. Policies should define the desire
and intent of the school board and should be in a form that is sufficiently explicit to guide
administrative action.

DEVELOPMENT OF POLICY

The school board has jurisdiction to legislate policy with the force and effect of law for
the school district. School district policy provides the school board’s general direction
for the school district while delegating policy implementation to the administration.

The school district’s policies provide guidelines and goals to the school community. The
policies are the basis for guidelines and directives created by the administration. The
school board shall determine the effectiveness of policies by evaluating periodic reports
from the administration.

Policies may be proposed by a school board member, employee, student, or resident of
the school district. Proposed policies or ideas shall be submitted to the superintendent
for review prior to possible placement on the school board agenda.

ADOPTION AND REVIEW OF POLICY

1.

II1.

I1I.
A.
B.
C.

IV.
A.
B.
C.
D.
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The school board shall give notice of proposed policy changes or adoption of new policies
by placing the item on the agenda of two school board meetings. The proposals shall
be distributed and public comment will be allowed at both meetings.

The final action taken to adopt the proposed policy shall be approved by a simple
majority vote of the school board at a meeting after the two meetings at which public
input was received. The policy will be effective on the latter of the date of passage or
the date stated in the motion.

In an emergency, a new or modified policy may be adopted by a majority vote of a
quorum of the school board in a single meeting. A statement regarding the emergency
and the need for immediate adoption of the policy shall be included in the minutes. The
policy adopted in an emergency shall expire within one year following the emergency
action unless the policy adoption procedure stated above is followed and the policy is
reaffirmed. The school board shall have discretion to determine what constitutes an
emergency.

If a policy is modified with minor changes that do not affect the substance of the policy

or because of a legal change over which the school board has no control, the modified
policy may be approved at one meeting at the discretion of the school board.
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V. IMPLEMENTATION OF AND ACCESS TO POLICY

A.

The superintendent shall be responsible for implementing school board policies, other
than the policies that cover how the school board will operate. The superintendent shall
develop administrative guidelines and directives to provide greater specificity and
consistency in the process of implementation. These guidelines and directives, including
employee and student handbooks, shall be subject to annual review and approval by
the school board.

Each school board member shall have access to school district policies. A copy of the
school district policies shall be placed in the office of each school attendance center and
in the central school district office and shall be available for reference purposes to other
interested persons.

The superintendent, employees designated by the superintendent, and individual school
board members shall be responsible for keeping the policy current.

The school board shall review policies at least once every three years. The
superintendent shall be responsible for developing a system of periodic review,
addressing approximately one third of the policies annually. In addition, the school
board shall review the following policies annually: 506 Student Discipline; 722 Public
Data Requests; and 806 Crisis Management Policy.

When no school board policy exists to provide guidance on a matter, the superintendent
is authorized to act appropriately under the circumstances keeping in mind the mission,
educational philosophy, and financial condition of the school district. Under such
circumstances, the superintendent shall advise the school board of the need for a policy
and present a recommended policy to the school board for approval.

Legal References: Minn. Stat. § 123B.02, Subd. 1 (School District Powers)

Minn. Stat. § 123B.09, Subd. 1 (School Board Powers)

Cross References: MSBA/MASA Model Policy 305 (Policy Implementation)

Replacing:
First Reading:
Adopted:
Updated:
First Reading:

Policies 8065, 9065
01-19-2016
02-23-2106 ISD709
02-27-2018
06-07-2022

Second Reading: 08-04-2022
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209 CODE OF ETHICS

1. PURPOSE

The purpose of this policy is to assist the individual school board member in understanding his
or her role as part of a school board and in recognizing the contribution that each member must
make to develop an effective and responsible school board.

II1. GENERAL STATEMENT OF POLICY

Each school board member shall follow the code of ethics stated in this policy.

A. AS A MEMBER OF THE SCHOOL BOARD, I WILL:

1. Attend school board meetings.

2. Come to the meetings prepared for discussion of the agenda items.

3. Listen to the opinions and views of others (including, but not limited to, other
school board members, administration, staff, students, and community
members).

4, Vote my conscience after informed discussion, unless I abstain because a
conflict of interest exists.

5. Support the decision of the school board, even if my position concerning the
issue was different.

6. Recognize the integrity of my predecessors and associates and appreciate their
work.

7. Be primarily motivated by a desire to provide the best possible education for the
students of my school district.

8. Inform myself about the proper duties and functions of a school board member.

B. IN PERFORMING THE PROPER FUNCTIONS OF A SCHOOL BOARD MEMBER, I WILL:

1. Focus on education policy as much as possible.

2. Remember my responsibility is to set policy — not to implement policy.

3. Consider myself a trustee of public education and do my best to protect,
conserve, and advance its progress.

4. Recognize that my responsibility, exercised through the actions of the school
board as a whole, is to see that the schools are properly run - not to run them
myself.

5. Work through the superintendent - not over or around the superintendent.

6. Delegate the implementation of school board decisions to the superintendent.

209-10f3
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TO MAINTAIN RELATIONS WITH OTHER MEMBERS OF THE SCHOOL BOARD, I WILL:
1. Respect the rights of others to have and express opinions.

2. Recognize that authority rests with the school board in legal session — not with
the individual members of the school board except as authorized by law.

3. Make no disparaging remarks, in or out of school board meetings, about other
members of the school board or their opinions.

4. Keep an open mind about how I will vote on any proposition until the board has
met and fully discussed the issue.

5. Make decisions by voting in school board meetings after all sides of debatable
questions have been presented.

6. Insist that committees be appointed to serve only in an advisory capacity to the
school board.

IN MEETING MY RESPONSIBILITIES TO MY COMMUNITY, I WILL:

1. Attempt to appraise and plan for both the present and future educational needs
of the school district and community.

2. Attempt to obtain adequate financial support for the school district’s programs.
3. Insist that business transactions of the school district be ethical and open.
4. Strive to uphold my responsibilities and accountability to the taxpayers in my

school district.

IN WORKING WITH THE SUPERINTENDENT OF SCHOOLS AND STAFF, T WILL:

1. Hold the superintendent responsible for the administration of the school district.
2. Give the superintendent authority commensurate with his or her responsibilities.
3. Assure that the school district will be administered by the best professional

personnel available.
4. Consider the recommendation of the superintendent in hiring all employees.
5. Participate in school board action after considering the recommendation of the

superintendent and only after the superintendent has furnished adequate
information supporting the recommendation.

6. Insist the superintendent keep the school board adequately informed at all
times.

7. Offer the superintendent counsel and advice.

8. Recognize the status of the superintendent as the chief executive officer and a

non-voting, ex officio member of the school board.
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9. Refer all complaints to the proper administrative officer or insist that they be
presented in writing to the whole school board for proper referral according to
the chain of command.

10. Present any personal criticisms of employees to the superintendent.

11. Provide support for the superintendent and employees of the school district so
they may perform their proper functions on a professional level.

F. IN FULFILLING MY LEGAL OBLIGATIONS AS A SCHOOL BOARD MEMBER, I WILL:

1. Comply with all federal, state, and local laws relating to my work as a school
board member.

2. Comply with all school district policies as adopted by the school board.

3. Abide by all rules and regulations as promulgated by the Minnesota Department
of Education and other state and federal agencies with jurisdiction over school
districts.

4. Recognize that school district business may be legally transacted only in an open

meeting of the school board.

5. Avoid conflicts of interest and refrain from using my school board position for
personal gain.

6. Take no private action that will compromise the school board or administration.
7. Guard the confidentiality of information that is protected under applicable law.
Legal References: Minn. Stat. § 123B.02, Subd. 1 (General Powers of Independent School Districts)

Minn. Stat. § 123B.09 (Boards of Independent School Districts)
Minn. Stat. § 123B.143, Subd. 1 (Superintendent)

Cross References: None

Replacing: Policy 8050
First Reading: 06-16-2015
Adopted: 07-21-2015
04-19-2016 ISD 709 (Renumbered only)
Updated: 02-27-2018
First Reading: 06-07-2022

Second Reading: 08-04-2022
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210 CONFLICT OF INTEREST - SCHOOL BOARD MEMBERS

1. PURPOSE

The purpose of this policy is to observe state statutes regarding conflicts of interest and to
engage in school district business activities in a fashion designed to avoid any conflict of interest
or the appearance of impropriety.

II1. GENERAL STATEMENT OF POLICY

It is the policy of the school board to contract for goods and services in conformance with
statutory conflict of interest laws and in a manner that will avoid any conflict of interest or the
appearance thereof. Accordingly, the school board will contract under the statutory exception
provisions only when it is clearly in the best interest of the school district because of limitations
that may exist on goods or services otherwise available to the school district.

I1I. GENERAL PROHIBITIONS AND RECOGNIZED STATUTORY EXCEPTIONS

A.

210-10f 3

A school board member who is authorized to take part in any manner in making any
sale, lease, or contract in his or her official capacity shall not voluntarily have a personal
financial interest in that sale, lease, or contract or personally benefit financially
therefrom.

In the following circumstances, however, the school board may as an exception, by
unanimous vote, contract for goods or services with a school board member of the school

In the designation of a bank or savings association, in which a school board
member is interested, as an authorized depository for school district funds and
as a source of borrowing, provided such deposited funds are protected in
accordance with Minnesota Statutes chapter 118A. Any school board member
having said interest shall disclose that interest and the interest shall be entered
upon the school board minutes. Disclosure shall be made when such bank or
savings association is first designated as a depository or source of borrowing,
or when such school board member is elected, whichever is later. Disclosure
serves as notice of the interest and need only be made once;

The designation of an official newspaper, or publication of official matters
therein, in which the school board member is interested when it is the only
newspaper complying with statutory requirements relating to the designation or
publication;

A contract with a cooperative association of which the school board member is
a shareholder or stockholder but not an officer or manager;

A contract for which competitive bids are not required by law. A contract made
under this exception will be void unless the following procedures are observed:

a. The school board shall authorize the contract in advance of its
performance by adopting a resolution setting out the essential facts and
determining that the contract price is as low as or lower than the price
at which the goods or services could be obtained elsewhere.

b. In the case of an emergency when the contract cannot be authorized in
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advance, payment of the claims must be authorized by a like resolution
wherein the facts of the emergency are also stated.

C. Before a claim is paid, the interested school board member shall file with
the clerk of the school board an affidavit stating:

(1) The name of the school board member and the office held;

(2) An itemization of the goods or services furnished;

(3) The contract price;

4) The reasonable value;

(5) The interest of the school board member in the contract; and
(6) That to the best of the school board member’s knowledge and

belief, the contract price is as low as, or lower than, the price at
which the goods or services could be obtained from other
sources.

5. A school board member may contract with the school district to provide
construction materials or services, or both, when the sealed bid process is used.
When the contract comes before the school board for consideration, the
interested school board member may not vote on the contract. (Note: This
section applies only when the school district has a population of 1,000 or less
according to the last federal census.)

6. A school board member may rent space in a public facility at a rate
commensurate with that paid by other members of the public.

In the following circumstances, the school board may as an exception, by majority vote
at a meeting at which all school board members are present, contract for services with
a school board member of the school district: A school board member may be newly
employed or may continue to be employed by the school district as an employee only if
there is a reasonable expectation on July 1, or at the time the contract is entered into
or extended, that the amount to be earned by that school board member under that
contract or employment relationship, will not exceed $20,000 in that fiscal year. If the
school board member does not receive majority approval to be initially employed or to
continue in employment at a meeting at which all school board members are present,
that employment is immediately terminated and that school board member has no
further rights to employment while serving as a school board member in the school
district.

The school board may contract with a class of school district employees, such as
teachers or custodians, when the spouse of a school board member is a member of the
class of employees contracting with the school board and the employee spouse receives
no special monetary or other benefit that is substantially different from the benefits that
other members of the class receive under the employment contract. For the school
board to invoke this exception, it must have a majority of disinterested school board
members vote to approve the contract, direct the school board member spouse to
abstain from voting to approve the contract, and publicly set out the essential facts of
the contract at the meeting in which the contract is approved.
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IV.

VI.

LIMITATIONS ON RELATED EMPLOYEES

A. The school board must hire or dismiss teachers only at duly called meetings. When a
husband and wife, brother and sister, or two brothers or sisters, constitute a quorum,
no contract employing a teacher may be made or authorized except upon the unanimous
vote of the full school board.

B. The school board may not employ any teacher related by blood or marriage to a school
board member, within the fourth degree as computed by the civil law, except by a
unanimous vote of the full school board.

CONFLICTS PRIOR TO TAKING OFFICE

A school board member with personal financial interest in a sale, lease, or contract with the
school district which was entered before the school board member took office and presents an
actual or potential conflict of interest, shall immediately notify the school board of such interest.
It shall thereafter be the responsibility of the school board member to refrain from participating
in any action relating to the sale, lease, or contract. At the time of renewal of any such sale,
lease, or contract, the school board may enter into or renew such sale, lease, or contract only
if it falls within one of the enumerated exceptions for contracts relating to goods or services
provided above and if the procedures provided in this policy are followed.

DETERMINATION AS TO WHETHER A CONFLICT OF INTEREST EXISTS

The determination as to whether a conflict of interest exists is to be made by the school board.
Any school board member who has an actual or potential conflict shall notify the school board
of such conflict immediately. The school board member shall thereafter cooperate with the
school board as necessary for the school board to make its determination.

Legal References: Minn. Stat. § 122A.40, Subd. 3 (Employment; Contracts; Termination)

Minn. Stat. § 123B.195 (Board Member’s Right to Employment)
Minn. Stat. § 471.87 (Public Officers, Interest in Contract; Penalty)
Minn. Stat. § 471.88, Subds. 2, 3, 4, 5, 12, 13, and 21 (Exceptions)
Minn. Stat. § 471.89 (Contract, When Void)

Op. Atty. Gen. 437-A-4, March 15, 1935

Op. Atty. Gen. 90-C-5, July 30, 1940

Op. Atty. Gen. 90-A, August 14, 1957

Cross References: MSBA/MASA Model Policy 101 (Legal Status of the School Board)

MSBA/MASA Model Policy 209 (Code of Ethics)

Replacing: Policy 8045
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Adopted:

MSBA/MASA Model Policy 210

Revised:

210

II.

I1I.

Orig. 1995
Rev. 2022

CONFLICT OF INTEREST - SCHOOL BOARD MEMBERS

[Note: The provisions of this policy substantially reflect legal requirements.]

PURPOSE

The purpose of this policy is to observe state statutes regarding conflicts of interest and to
engage in school district business activities in a fashion designed to avoid any conflict of interest
or the appearance of impropriety.

GENERAL STATEMENT OF POLICY

It is the policy of the school board to contract for goods and services in conformance with
statutory conflict of interest laws and in a manner that will avoid any conflict of interest or the
appearance thereof. Accordingly, the school board will contract under the statutory exception
provisions only when it is clearly in the best interest of the school district because of limitations
that may exist on goods or services otherwise available to the school district.

GENERAL PROHIBITIONS AND RECOGNIZED STATUTORY EXCEPTIONS

A.

A school board member who is authorized to take part in any manner in making any
sale, lease, or contract in his or her official capacity shall not voluntarily have a personal
financial interest in that sale, lease, or contract or personally benefit financially
therefrom.

In the following circumstances, however, the school board may as an exception, by
unanimous vote, contract for goods or services with a school board member of the school

In the designation of a bank or savings association, in which a school board
member is interested, as an authorized depository for school district funds and
as a source of borrowing, provided such deposited funds are protected in
accordance with Minnesota Statutes chapter 118A. Any school board member
having said interest shall disclose that interest and the interest shall be entered
upon the school board minutes. Disclosure shall be made when such bank or
savings association is first designated as a depository or source of borrowing,
or when such school board member is elected, whichever is later. Disclosure
serves as notice of the interest and need only be made once;

The designation of an official newspaper, or publication of official matters
therein, in which the school board member is interested when it is the only
newspaper complying with statutory requirements relating to the designation or
publication;

A contract with a cooperative association of which the school board member is
a shareholder or stockholder but not an officer or manager;

A contract for which competitive bids are not required by law. A contract made
under this exception will be void unless the following procedures are observed:

210-1
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a. The school board shall authorize the contract in advance of its
performance by adopting a resolution setting out the essential facts and
determining that the contract price is as low as or lower than the price
at which the goods or services could be obtained elsewhere.

b. In the case of an emergency when the contract cannot be authorized in
advance, payment of the claims must be authorized by a like resolution
wherein the facts of the emergency are also stated.

C. Before a claim is paid, the interested school board member shall file with
the clerk of the school board an affidavit stating:

(1) The name of the school board member and the office held;

(2) An itemization of the goods or services furnished;

(3) The contract price;

4) The reasonable value;

(5) The interest of the school board member in the contract; and
(6) That to the best of the school board member’s knowledge and

belief, the contract price is as low as, or lower than, the price at
which the goods or services could be obtained from other
sources.

5. A school board member may contract with the school district to provide
construction materials or services, or both, when the sealed bid process is used.
When the contract comes before the school board for consideration, the
interested school board member may not vote on the contract. (Note: This
section applies only when the school district has a population of 1,000 or less
according to the last federal census.)

6. A school board member may rent space in a public facility at a rate
commensurate with that paid by other members of the public.

In the following circumstances, the school board may as an exception, by majority vote
at a meeting at which all school board members are present, contract for services with
a school board member of the school district: A school board member may be newly
employed or may continue to be employed by the school district as an employee only if
there is a reasonable expectation on July 1, or at the time the contract is entered into
or extended, that the amount to be earned by that school board member under that
contract or employment relationship, will not exceed $20,000 in that fiscal year. If the
school board member does not receive majority approval to be initially employed or to
continue in employment at a meeting at which all school board members are present,
that employment is immediately terminated and that school board member has no
further rights to employment while serving as a school board member in the school
district.

[Note: The $8,000 figure increased to $20,000 effective July 1, 2022]
The school board may contract with a class of school district employees, such as
teachers or custodians, when the spouse of a school board member is a member of the

class of employees contracting with the school board and the employee spouse receives

210-2
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IV.

VI.

no special monetary or other benefit that is substantially different from the benefits that
other members of the class receive under the employment contract. For the school
board to invoke this exception, it must have a majority of disinterested school board
members vote to approve the contract, direct the school board member spouse to
abstain from voting to approve the contract, and publicly set out the essential facts of
the contract at the meeting in which the contract is approved.

LIMITATIONS ON RELATED EMPLOYEES

A. The school board must hire or dismiss teachers only at duly called meetings. When a
husband and wife, brother and sister, or two brothers or sisters, constitute a quorum,
no contract employing a teacher may be made or authorized except upon the unanimous
vote of the full school board.

B. The school board may not employ any teacher related by blood or marriage to a school
board member, within the fourth degree as computed by the civil law, except by a
unanimous vote of the full school board.

CONFLICTS PRIOR TO TAKING OFFICE

A school board member with personal financial interest in a sale, lease, or contract with the
school district which was entered before the school board member took office and presents an
actual or potential conflict of interest, shall immediately notify the school board of such interest.
It shall thereafter be the responsibility of the school board member to refrain from participating
in any action relating to the sale, lease, or contract. At the time of renewal of any such sale,
lease, or contract, the school board may enter into or renew such sale, lease, or contract only
if it falls within one of the enumerated exceptions for contracts relating to goods or services
provided above and if the procedures provided in this policy are followed.

DETERMINATION AS TO WHETHER A CONFLICT OF INTEREST EXISTS

The determination as to whether a conflict of interest exists is to be made by the school board.
Any school board member who has an actual or potential conflict shall notify the school board
of such conflict immediately. The school board member shall thereafter cooperate with the
school board as necessary for the school board to make its determination.

Legal References: Minn. Stat. § 122A.40, Subd. 3 (Employment; Contracts; Termination)

Minn. Stat. § 123B.195 (Board Member’s Right to Employment)
Minn. Stat. § 471.87 (Public Officers, Interest in Contract; Penalty)
Minn. Stat. § 471.88, Subds. 2, 3, 4, 5, 12, 13, and 21 (Exceptions)
Minn. Stat. § 471.89 (Contract, When Void)

Op. Atty. Gen. 437-A-4, March 15, 1935

Op. Atty. Gen. 90-C-5, July 30, 1940

Op. Atty. Gen. 90-A, August 14, 1957

Cross References: MSBA/MASA Model Policy 101 (Legal Status of the School Board)

MSBA/MASA Model Policy 209 (Code of Ethics)

210-3
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416 DRUG AND ALCOHOL TESTING

1. PURPOSE

A.

The school board recognizes the significant problems created by drug and alcohol use
in society in general, and the public schools in particular. The school board further
recognizes the important contribution that the public schools have in shaping the youth
of today into the adults of tomorrow.

The school board believes that a work environment free of drug and alcohol use will be
not only safer, healthier, and more productive but also more conducive to effective
learning. To provide such an environment, the purpose of this policy is to provide
authority so that the school board may require all employees and/or job applicants to
submit to drug and alcohol testing in accordance with the provisions of this policy and
as provided in federal law and Minnesota Statutes, sections 181.950-181.957.

II. GENERAL STATEMENT OF POLICY

A.

All school district employees and job applicants whose positions require a commercial
driver’s license will be required to undergo drug and alcohol testing in accordance with
federal law and the applicable provisions of this policy. The school district also may
request or require that drivers submit to drug and alcohol testing in accordance with the
provisions of this policy and as provided in Minnesota Statutes, sections 181.950-
181.957.

The school district may request or require that any school district employee or job
applicant, other than an employee or applicant whose position requires a commercial
driver’s license, submit to drug and alcohol testing in accordance with the provisions of
this policy and as provided in Minnesota Statutes, sections 181.950-181.957.

The use, possession, sale, purchase, transfer, or dispensing of any drugs not medically
prescribed, including medical cannabis, whether or not it has been prescribed for the
employee, is prohibited on school district property (which includes school district
vehicles), while operating school district vehicles or equipment, and at any school-
sponsored program or event. Use of drugs that are not medically prescribed, including
medical cannabis, whether or not it has been prescribed for the employee, is also
prohibited throughout the school or work day, including lunch or other breaks, whether
or not the employee is on or off school district property. Employees under the influence
of drugs that are not medically prescribed are prohibited from entering or remaining on
school district property.

The use, possession, sale, purchase, transfer, or dispensing of alcohol is prohibited on
school district property (which includes school district vehicles), while operating school
district vehicles or equipment, and at any school-sponsored program or event. Use of
alcohol is also prohibited throughout the school or work day, including lunch or other
breaks, whether or not the employee is on or off school district property. Employees
under the influence of alcohol are prohibited from entering or remaining on school
district property.

Any employee who violates this section shall be subject to discipline that includes, but
is not limited to, immediate suspension without pay and immediate discharge.

III. FEDERALLY MANDATED DRUG AND ALCOHOL TESTING FOR SCHOOL BUS DRIVERS

416 -1 0f 22
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General Statement of Policy

All persons subject to commercial driver's license requirements shall be tested for
alcohol, marijuana (including medical cannabis), cocaine, amphetamines, opiates
(including heroin), and phencyclidine (PCP), pursuant to federal law. Drivers who test
positive for alcohol or drugs shall be subject to disciplinary action, which may include
termination of employment.

Definitions

1. “Actual Knowledge” means actual knowledge by the school district that a driver
has used alcohol or controlled substances based on: (a) direct observation of
the employee’s use (not observation of behavior sufficient to warrant reasonable
suspicion testing); (b) information provided by a previous employer; (c) a traffic
citation; or (d) an employee’s admission, except when made in connection with
a qualified employee self-admission program.

2. “Alcohol Screening Device” (ASD) means a breath or saliva device, other than
an Evidential Breath Testing Device (EBT), that is approved by the National
Highway Traffic Safety Administration and placed on its Conforming Products
List for such devices.

3. “Breath Alcohol Technician” (BAT) means an individual who instructs and assists
individuals in the alcohol testing process and who operates the EBT.

4. “Commercial Motor Vehicle” (CMV) includes a vehicle that is designed to
transport 16 or more passengers, including the driver.

5. “Designated Employer Representative” (DER) means an employee authorized by
the school district to take immediate action to remove employees from safety-
sensitive duties, or cause employees to be removed from these covered duties,
and to make required decisions in the testing and evaluation process. The DER
receives test results and other communications for the school district.

6. “"Department of Transportation” (DOT) means United States Department of
Transportation.

7. “Direct Observation” means observation of alcohol or controlled substances use
and does not include observation of employee behavior or physical
characteristics sufficient to warrant reasonable suspicion testing.

8. “Driver” is any person who operates a CMV, including full-time, regularly
employed drivers, casual, intermittent, or occasional drivers, leased drivers,
and independent owner-operator contractors.

9. “Evidential Breath Testing Device” (EBT) means a device approved by the
National Highway Traffic Safety Administration for the evidentiary testing of
breath for alcohol concentration and placed on its Conforming Products List for
such devices.

10. “Licensed Medical Practitioner” means a person who is licensed, certified, and/or
registered, in accordance with applicable Federal, State, local, or foreign laws
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11.

12.

13.

14.

15.

16.

and regulations, to prescribe controlled substances and other drugs.

“Medical Review Officer” (MRO) means a licensed physician responsible for
receiving and reviewing laboratory results generated by the school district’s drug
testing program and for evaluating medical explanations for certain drug tests.

“Refusal to Submit” (to an alcohol or controlled substances test) means that a
driver: (a) fails to appear for any test within a reasonable time, as determined
by the school district, consistent with applicable DOT regulations, after being
directed to do so; (b) fails to remain at the testing site until the testing process
is complete; (c) fails to provide a urine specimen or an adequate amount of
saliva or breath for any DOT drug or alcohol test; (d) fails to permit the
observation or monitoring of the driver’s provision of a specimen in the case of
a directly observed or monitored collection in a drug test; (e) fails to provide a
sufficient breath specimen or sufficient amount of urine when directed and a
determination has been made that no adequate medical explanation for the
failure exists; (f) fails or declines to take an additional test as directed by the
school district or the collector; (g) fails to undergo a medical examination or
evaluation, as directed by the MRO or the DER; (h) fails to cooperate with any
part of the testing process (e.g., refuses to empty pockets when so directed by
the collector, behaves in a confrontational way that disrupts the collection
process, fails to wash hands after being directed to do so by the collector, fails
to sign the certification on the forms); (i) fails to follow the observer’s
instructions, in an observed collection, to raise the driver’s clothing above the
waist, lower clothing and underpants, and to turn around to permit the observer
to determine if the driver has any type of prosthetic or other device that could
be used to interfere with the collection process; (j) possesses or wears a
prosthetic or other device that could be used to interfere with the collection
process; (k) admits to the collector or MRO that the driver adulterated or
substituted the specimen; or (l) is reported by the MRO as having a verified
adulterated or substituted test result. An applicant who fails to appear for a
pre-employment test, who leaves the testing site before the pre-employment
testing process commences, or who does not provide a urine specimen because
he or she has left before it commences is not deemed to have refused to submit
to testing.

“Safety-Sensitive Functions” are on-duty functions from the time the driver
begins work or is required to be in readiness to work until relieved from work
and all responsibility for performing work, and include such functions as driving,
loading and unloading vehicles, or supervising or assisting in the loading or
unloading of vehicles, servicing, repairing, obtaining assistance to repair, or
remaining in attendance during the repair of a disabled vehicle.

“Screening Test Technician” (STT) means anyone who instructs and assists
individuals in the alcohol testing process and operates an ASD.

“Stand Down” means the practice of temporarily removing an employee from
performing safety-sensitive functions based only upon a laboratory report to the
MRO of a confirmed positive test for a drug or drug metabolite, an adulterated
test, or a substituted test before the MRO completes the verification process.

“Substance Abuse Professional” (SAP) means a qualified person who evaluates
employees who have violated a DOT drug and alcohol regulation and makes
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recommendations concerning education, treatment, follow-up testing, and
aftercare.

Policy and Educational Materials

Alcohol

The school district shall provide a copy of this policy and procedures to each
driver prior to the start of its alcohol and drug testing program and to each
driver subsequently hired or transferred into a position requiring driving of a
CMV.

The school district shall provide to each driver information required under Title
49 of the Code of Federal Regulations, including information concerning the
effects of alcohol and controlled substances use on an individual’s health, work,
and personal life; signs and symptoms of an alcohol or controlled substance
problem (the driver’s or a coworker’s); and available methods of intervening
when an alcohol or controlled substance problem is suspected, including
confrontation, referral to an employee assistance program, and/or referral to
management.

The school district shall provide written notice to representatives of employee
organizations that the information described above is available.

The school district shall require each driver to sign a statement certifying that
the driver received a copy of the policy and materials. This statement should
be in the form of Attachment A to this policy. The school district will maintain
the original signed certificate and will provide a copy to the driver if the driver
S0 requests.

and Controlled Substances Testing Program Manager

The program manager will coordinate the implementation, direction, and
administration of the alcohol and controlled substances testing policy for bus
drivers. The program manager is the principal contact for the collection site,
the testing laboratory, the MRO, the BAT, the SAP, and the person submitting
to the test. Employee questions concerning this policy shall be directed to the
program manager.

The school district shall designate a program manager and provide written notice
of the designation to each driver along with this policy.

Specific Prohibitions for Drivers

Alcohol Concentration. No driver shall report for duty or remain on duty
requiring the performance of safety-sensitive functions while having an alcohol
concentration of 0.04 or greater. Drivers who test greater than 0.04 will be
taken out of service and will be subject to evaluation by a professional and
retesting at the driver’s expense.

Alcohol Possession. No driver shall be on duty or operate a CMV while the driver
possesses alcohol.

On-Duty Use. No driver shall use alcohol while performing safety-sensitive
functions.
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4. Pre-Duty Use. No driver shall perform safety-sensitive functions within four (4)
hours after using alcohol.

5. Use Following an Accident. No driver required to take a post-accident test shall
use alcohol for eight (8) hours following the accident, or until the driver
undergoes a post-accident alcohol test, whichever occurs first.

6. Refusal to Submit to a Required Test. No driver shall refuse to submit to an
alcohol or controlled substances test required by post-accident, random,
reasonable suspicion, return-to-duty, or follow-up testing requirements. A
verified adulterated or substituted drug test shall be considered a refusal to test.

7. Use of Controlled Substances. No driver shall report for duty or remain on duty
requiring the performance of safety-sensitive functions when the driver uses any
controlled substance, except when the use is pursuant to instructions (which
have been presented to the school district) from a licensed medical practitioner
who is familiar with the driver’s medical history and has advised the driver that
the substance does not adversely affect the driver’s ability to safely operate a
CMV. Controlled substance includes medical cannabis, regardless of whether
the driver is enrolled in the state registry program.

8. Positive, Adulterated, or Substituted Test for Controlled Substance. No driver
shall report for duty, remain on duty, or perform a safety-sensitive function if
the driver tests positive for controlled substances, including medical cannabis,
or has adulterated or substituted a test specimen for controlled substances.

9. General Prohibition. Drivers are also subject to the general policies and
procedures of the school district that prohibit possession, transfer, sale,
exchange, reporting to work under the influence of drugs or alcohol, and
consumption of drugs or alcohol while at work or while on school district
premises or operating any school district vehicle, machinery, or equipment.

Other Alcohol-Related Conduct

No driver found to have an alcohol concentration of 0.02 or greater but less than 0.04
shall perform safety-sensitive functions for at least twenty-four (24) hours following
administration of the test. The school district will not take any action under this policy
other than removal from safety-sensitive functions based solely on test results showing
an alcohol concentration of less than 0.04 but may take action otherwise consistent with
law and the policies of the school district.

Prescription Drugs/Cannabinoid Products

A driver shall inform the driver’s supervisor if at any time the driver is using a controlled
substance pursuant to a physician’s prescription. The physician’s instructions shall be
presented to the school district upon request. Use of a prescription drug shall be allowed
if the physician has advised the driver that the prescribed drug will not adversely affect
the driver’s ability to safely operate a CMV. Use of medical cannabis is prohibited
notwithstanding the driver’s enrollment in the patient registry. Use of nonintoxicating
cannabinoids or edible cannabinoid products is not a legitimate medical explanation for
a confirmed positive test result for marijuana. MROs will verify a drug test confirmed
as positive, even if a driver claims to have only used nonintoxicating cannabinoids or
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edible cannabinoid product.

Testing Requirements

Pre-Employment Testing

A driver applicant shall undergo testing for [alcohol and] controlled
substances, including medical cannabis, before the first time the driver
performs safety-sensitive functions for the school district.

Tests shall be conducted only after the applicant has received a
conditional offer of employment.

To be hired, the applicant must test negative and must sign an
agreement in the form of Attachment B to this policy, authorizing former
employers to release to the school district all information on the
applicant’s alcohol tests with results of blood alcohol concentration of
0.04 or higher, or verified positive results for controlled substances,
including medical cannabis, or refusals to be tested (including verified
adulterated or substituted drug test results), or any other violations of
DOT agency drug and alcohol testing regulations, or, if the applicant
violated the testing regulations, documentation of the applicant’s
successful completion of DOT return-to-duty requirements (including
follow-up tests), within the preceding two (2) years.

The applicant also must be asked whether he or she has tested positive,
or refused to test, on any pre-employment drug or alcohol test
administered by an employer to which the employee, during the last two
(2) years, applied for, but did not obtain, safety-sensitive transportation
work covered by DOT testing rules.

Before employing a driver subject to controlled substances and alcohol
testing, the school district must conduct a full pre-employment query of
the federal Commercial Driver’s License (CDL) Drug and Alcohol
Clearinghouse (“Clearinghouse”) to obtain information about whether
the driver (1) has a verified positive, adulterated, or substituted
controlled substances test result; (2) has an alcohol confirmation test
with a concentration of 0.04 or higher; (3) has refused to submit to a
test in violation of federal law; or (4) that an employer has reported
actual knowledge that the driver used alcohol on duty, before duty, or
following an accident in violation of federal law or used a controlled
substance in violation of federal law. The applicant must give specific
written or electronic consent for the school district to conduct the
Clearinghouse full query. The school district shall retain the consent for
three (3) years from the date of the query.

Post-Accident Testing

As soon as practicable following an accident involving a CMV, the school
district shall test the driver for alcohol and controlled substances,
including medical cannabis, if the accident involved the loss of human
life or if the driver receives a citation for a moving traffic violation arising
from an accident which results in bodily injury or disabling damage to a
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motor vehicle.

b. Drivers should be tested for alcohol use within two (2) hours and no
later than eight (8) hours after the accident.

C. Drivers should be tested for controlled substances, including medical
cannabis, no later than thirty-two (32) hours after the accident.

d. A driver subject to post-accident testing must remain available for
testing, or shall be considered to have refused to submit to the test.

e. If a post-accident alcohol test is not administered within two (2) hours
following the accident, the school district shall prepare and maintain on
file a record stating the reasons the test was not promptly administered
and continue to attempt to administer the alcohol test within eight (8)
hours.

f. If a post-accident alcohol test is not administered within eight (8) hours
following the accident or a post-accident controlled substances test is
not administered within thirty-two (32) hours following the accident, the
school district shall cease attempts to administer the test, and prepare
and maintain on file a record stating the reasons for not administering
the test.

g. The school district shall report drug and alcohol program violations to
the Clearinghouse as required under federal law.

Random Testing

a. The school district shall conduct tests on a random basis at unannounced
times throughout the year, as required by the federal regulations.

b. The school district shall test for alcohol at a minimum annual percentage
rate of 10% of the average number of driver positions, and for controlled
substances, including medical cannabis, at a minimum annual
percentage of 50%.

C. The school district shall adopt a scientifically valid method for selecting
drivers for testing, such as random number table or a computer-based
random number generator that is matched with identifying numbers of
the drivers. Each driver shall have an equal chance of being tested each
time selections are made. Each driver selected for testing shall be
tested during the selection period.

d. Random tests shall be unannounced. Dates for administering random
tests shall be spread reasonably throughout the calendar year.

e. Drivers shall proceed immediately to the collection site upon notification
of selection; provided, however, that if the driver is performing a safety-
sensitive function, other than driving, at the time of notification, the
driver shall cease to perform the function and proceed to the collection
site as soon as possible.
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Reasonable Suspicion Testing

a. The school district shall require a driver to submit to an alcohol test
and/or controlled substances, including medical cannabis, test when a
supervisor or school district official, who has been trained in accordance
with the regulations, has reasonable suspicion to believe that the driver
has used alcohol and/or controlled substances, including medical
cannabis, on duty, within four (4) hours before coming on duty, or just
after the period of the work day. The test shall be done as soon as
practicable following the observation of the behavior indicative of the
use of controlled substances or alcohol.

b. The reasonable suspicion determination must be based on specific,
contemporaneous, articulable observations concerning the driver’'s
appearance, behavior, speech, or body odors. The required
observations for reasonable suspicion of a controlled substances
violation may include indications of the chronic and withdrawal effects
of controlled substances.

C. Alcohol testing shall be administered within two (2) hours following a
determination of reasonable suspicion. If it is not done within two (2)
hours, the school district shall prepare and maintain a record explaining
why it was not promptly administered and continue to attempt to
administer the alcohol test within eight (8) hours. If an alcohol test is
not administered within eight (8) hours following the determination of
reasonable suspicion, the school district shall cease attempts to
administer the test and state in the record the reasons for not
administering the test.

d. The supervisor or school district official who makes observations leading
to a controlled substances reasonable suspicion test shall make and sign
a written record of the observations within twenty-four (24) hours of the
observed behavior or before the results of the drug test are released,
whichever is earlier.

Return-To-Duty Testing. A driver found to have violated this policy shall not
return to work until an SAP has determined the employee has successfully
complied with prescribed education and/or treatment and until undergoing
return-to-duty tests indicating an alcohol concentration of less than 0.02 and a
confirmed negative result for the use of controlled substances. The school
district is not required to return a driver to safety-sensitive duties because the
driver has met these conditions; this is a personnel decision subject to collective
bargaining agreements or other legal requirements.

Follow-Up Testing. When an SAP has determined that a driver is in need of
assistance in resolving problems with alcohol and/or controlled substances, the
driver shall be subject to unannounced follow-up testing as directed by the SAP
for up to sixty (60) months after completing a treatment program.

Refusal to Submit and Attendant Consequences

a. A driver or driver applicant may refuse to submit to drug and alcohol
testing.
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Refusal to submit to a required drug or alcohol test subjects the driver
or driver applicant to the consequences specified in federal regulations
as well as the civil and/or criminal penalty provisions of 49 United States
Code section 521(b). In addition, a refusal to submit to testing
establishes a presumption that the driver or driver applicant would test
positive if a test were conducted and makes the driver or driver applicant
subject to discipline or disqualification under this policy.

A driver applicant who refuses to submit to testing shall be disqualified
from further consideration for the conditionally offered position.

An employee who refuses to submit to testing shall not be permitted to
perform safety-sensitive functions and will be considered insubordinate
and subject to disciplinary action, up to and including dismissal. If an
employee is offered an opportunity to return to a DOT safety-sensitive
duty, the employee will be evaluated by an SAP and must submit to a
return-to-duty test prior to being considered for reassignment to safety-
sensitive functions.

Drivers or driver applicants who refuse to submit to required testing will
be required to sign Attachment C to this policy.

Testing Procedures

Drug Testing

Drug testing is conducted by analyzing a donor’s urine specimen. Split
urine samples will be collected in accordance with federal regulations.
The donor will provide a urine sample at a designated collection site.
The collection site personnel will then pour the sample into two sample
bottles, labeled “primary” and “split,” seal the specimen bottles,
complete the chain of custody form, and prepare the specimen bottles
for shipment to the testing laboratory for analysis. The specimen
preparation shall be conducted in sight of the donor.

If the donor is unable to provide the appropriate quantity of urine, the
collection site person shall instruct the individual to drink up to forty
(40) ounces of fluid distributed reasonably through a period of up to
three (3) hours to attempt to provide a sample. If the individual is still
unable to provide a complete sample, the test shall be discontinued and
the school district notified. The DER shall refer the donor for a medical
evaluation to determine if the donor’s inability to provide a specimen is
genuine or constitutes a refusal to test. For pre-employment testing,
the school district may elect to not have a referral made, and revoke
the employment offer.

Drug test results are reported directly to the MRO by the testing
laboratory. The MRO reports the results to the DER. If the results are
negative, the school district is informed and no further action is
necessary. If the test result is confirmed positive, adulterated,

Duluth Public Schools ISD 709 | Duluth, MN | (218) 336-8752

22



416 - 10 of 22

substituted, or invalid, the MRO shall give the donor an opportunity to
discuss the test result. The MRO will contact the donor directly, on a
confidential basis, to determine whether the donor wishes to discuss the
test result. The MRO shall notify each donor that the donor has seventy-
two (72) hours from the time of notification in which to request a test
of the split specimen at the donor’s expense. No split specimen testing
is done for an invalid result.

If the donor requests an analysis of the split specimen within seventy-
two (72) hours of having been informed of a confirmed positive test, the
MRO shall direct, in writing, the laboratory to provide the split specimen
to another Department of Health and Human Services - SAMHSA
certified laboratory for analysis. If the donor has not contacted the MRO
within seventy-two (72) hours, the donor may present the MRO
information documenting that serious illness, injury, inability to contact
the MRO, lack of actual notice of the confirmed positive test, or other
circumstances unavoidably prevented the donor from timely making
contact. If the MRO concludes that a legitimate explanation for the
donor’s failure to contact him/her within seventy-two (72) hours exists,
the MRO shall direct the analysis of the split specimen. The MRO will
review the confirmed positive test result to determine whether an
acceptable medical reason for the positive result exists. The MRO shall
confirm and report a positive test result to the DER and the employee
when no legitimate medical reason for a positive test result as received
from the testing laboratory exists.

If, after making reasonable efforts and documenting those efforts, the
MRO is unable to reach the donor directly, the MRO must contact the
DER who will direct the donor to contact the MRO. If the DER is unable
to contact the donor, the donor will be suspended from performing
safety-sensitive functions.

The MRO may confirm the test as a positive without having
communicated directly with the donor about the test results under the
following circumstances:

(1) The donor expressly declines the opportunity to discuss the test
results;

(2) The donor has not contacted the MRO within seventy-two (72)
hours of being instructed to do so by the DER; or

(3) The MRO and the DER, after making and documenting all
reasonable efforts, have not been able to contact the donor
within ten (10) days of the date the confirmed test result was
received from the laboratory.

Alcohol Testing

The federal alcohol testing regulations require testing to be administered
by a BAT using an EBT or an STT using an ASD. EBTs and ASDs can be
used for screening tests but only EBTs can be used for confirmation
tests.
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b. Any test result less than 0.02 alcohol concentration is considered a
“negative” test.

C. If the donor is unable to provide sufficient saliva for an ASD, the DER
will immediately arrange to use an EBT. If the donor attempts and fails
to provide an adequate amount of breath, the school district will direct
the donor to obtain a written evaluation from a licensed physician to
determine if the donor’s inability to provide a breath sample is genuine
or constitutes a refusal to test.

d. If the screening test results show alcohol concentration of 0.02 or
higher, a confirmatory test conducted on an EBT will be required to be
performed between fifteen (15) and thirty (30) minutes after the
completion of the screening test.

e. Alcohol tests are reported directly to the DER.
J. Driver/Driver Applicant Rights
1. All drivers and driver applicants subject to the controlled substances testing

provisions of this policy who receive a confirmed positive test result for the use
of controlled substances have the right to request, at the driver’s or driver
applicant’s expense, a confirming retest of the split urine sample. If the
confirming retest is negative, no adverse action will be taken against the driver,
and a driver applicant will be considered for employment.

2. The school district will not discharge a driver who, for the first time, receives a
confirmed positive drug or alcohol test UNLESS:

a. The school district has first given the employee an opportunity to
participate in, at the employee’s own expense or pursuant to coverage
under an employee benefit plan, either a drug or alcohol counseling or
rehabilitation program, whichever is more appropriate, as determined
by the school district after consultation with the SAP; and

b. The employee refuses to participate in the recommended program, or
fails to successfully complete the program as evidenced by withdrawal
before its completion or by a positive test result on a confirmatory test
after completion of the program.

C. This limitation on employee discharge does not bar discharge of an
employee for reasons independent of the first confirmed positive test
result.

K. Testing Laboratory

The testing laboratory for controlled substances will be [name, address, telephone
number], which is a laboratory certified by the Department of Health and Human
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Services - SAMHSA to perform controlled substances testing pursuant to federal
regulations.

Confidentiality of Test Results

All alcohol and controlled substances test results and required records of the drug and
alcohol testing program are considered confidential information under federal law and
private data on individuals as that phrase is defined in Minnesota Statutes, Chapter 13.
Any information concerning the individual’s test results and records shall not be released
without written permission of the individual, except as provided for by regulation or law.

Recordkeeping Requirements and Retention of Records

1. The school district shall keep and maintain records in accordance with the
federal regulations in a secure location with controlled access.

2. The required records shall be retained for the following minimum periods:
Basic records 5 years

“Basic records” includes records of: (a) alcohol test results with
concentration of 0.02 or greater; (b) verified positive drug test results;
(c) refusals to submit to required tests (including substituted or
adulterated drug test results); (d) SAP reports; (e) all follow-up tests
and schedules for follow-up tests; (f) calibration documentation; (g)
administration of the testing programs; and (h) each annual calendar
year summary.

Information obtained from previous employers 3 years
Alcohol and controlled substance collection

procedures 2 years
Negative and cancelled controlled substance tests 1 year
Alcohol tests with less than 0.02 concentration 1 year
Education and training records indefinite

“Education and training records” must be maintained while the
individuals perform the functions which require training and for the two
(2) years after ceasing to perform those functions.

3. Personal Information
Personal information about all individuals who undergo any required testing

under this policy will be shared with the U.S. DOT Drug & Alcohol Clearinghouse
(“Clearinghouse) as required under federal law, including:

a. The name of the person tested;

b. Any verified positive, adulterated, or substituted drug test result;

C. Any alcohol confirmation test with a BAC concentration of 0.04 or
higher;

d. Any refusal to submit to any test required hereunder;
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e. Any report by a supervisor of actual knowledge of use as follows

i Any on-duty alcohol use;

ii. Any pre-duty alcohol use;
iii. Any alcohol use following an accident; and
iv. Any controlled substance use.

f. Any report from a substance abuse professional certifying successful
completion of the return-to-work process;

g. Any negative return-to-duty test; and

h. Any employer’s report of completion of follow-up testing.
Training
The school district shall ensure all persons designated to supervise drivers receive
training. The designated employees shall receive at least sixty (60) minutes of training
on alcohol misuse and at least sixty (60) minutes of training on controlled substances
use. The training shall include physical, behavioral, speech, and performance indicators
of probable misuse of alcohol and use of controlled substances. The training will be

used by the supervisors to make determinations of reasonable suspicion.

Consequences of Prohibited Conduct and Enforcement

1. Removal. The school district shall remove a driver who has engaged in
prohibited conduct from safety-sensitive functions. A driver shall not be
permitted to return to safety-sensitive functions until and unless the return-to-
duty requirements of federal DOT regulations have been completed.

2. Referral, Evaluation, and Treatment

a. A driver or driver applicant who has engaged in prohibited conduct shall
be provided a listing of SAPs readily available to the driver or applicant
and acceptable to the school district.

b. If the school district offers a driver an opportunity to return to a DOT
safety-sensitive duty following a violation, the driver must be evaluated
by an SAP and the driver is required to successfully comply with the
SAP’s evaluation recommendations (education, treatment, follow-up
evaluation(s), and/or ongoing services). The school district is not
required to provide an SAP evaluation or any subsequent recommended
education or treatment.

[Note: School districts are not required to comply with state law
governing drug and alcohol testing when the individuals are
subject to the federal laws and regulations (i.e., bus drivers). If
a school district, after consultation with legal counsel, chooses
to comply voluntarily with these requirements, Subparagraph b.,
above, can be modified as follows:

b. The school district will offer a driver an opportunity to
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return to a DOT safety-sensitive duty following an
employee’s first positive test result on a confirmatory
test if no reasons independent of the first test result for
discharge exist. Otherwise, the school district may
choose, but is not required, to provide an SAP evaluation
or any subsequent recommended education or
treatment.]

c. Drivers are responsible for payment for SAP evaluations and services
unless a collective bargaining agreement or employee benefit plan

provides otherwise.

d. Drivers who engage in prohibited conduct also are required to comply
with follow-up testing requirements.

3. Disciplinary Action

a. Any driver who refuses to submit to post-accident, random, reasonable
suspicion, or follow-up testing not only shall not perform or continue to
perform safety-sensitive functions, but also may be subject to
disciplinary action, which may include immediate suspension without
pay and/or immediate discharge.

b. Drivers who test positive with verification of a confirmatory test or are
otherwise found to be in violation of this policy or the federal regulations
shall be subject to disciplinary action, which may include immediate
suspension without pay and/or immediate discharge.

C. Nothing in this policy limits or restricts the right of the school district to
discipline or discharge a driver for conduct which not only constitutes
prohibited conduct under this policy but also violates the school district’s
other rules or policies.

Other Testing

The school district may request or require that drivers submit to drug and alcohol testing
other than that required by federal law. For example, drivers may be requested or
required to undergo drug and alcohol testing on an annual basis as part of a routine
physical examination. Such additional testing of drivers will be conducted only in
accordance with the provisions of this policy and as provided in Minnesota Statutes,
sections 181.950-181.957. For purposes of such additional, non-mandatory testing,
drivers fall within the definition of “other employees” covered by Section IV. of this
policy.

Report to Clearinghouse

The school district shall promptly submit to the Clearinghouse any record generated of
an individual who refuses to take an alcohol or controlled substance test required under
Title 49, Code of Federal Regulations, tests positive for alcohol or a controlled substance
in violation of federal regulations, or violates subpart B of Part 382 of Title 49, Code of
Federal Regulations (or any subsequent corresponding regulations).

Annual Clearinghouse Query
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The school district must conduct a query of the Clearinghouse record at least
once per year for information for all employees subject to controlled substance
and alcohol testing related to CMV operation to determine whether information
exists in the Clearinghouse about those employees. In lieu of a full query, the
school district may obtain the individual driver’s consent to conduct a limited
query to satisfy the annual query requirement. The limited query will tell the
employer whether there is information about the driver in the Clearinghouse but
will not release that information to the employer. If the limited query shows
that information exists in the Clearinghouse about the driver, the school district
must conduct a full query within twenty-four (24) hours or must not allow the
driver to continue to perform any safety-sensitive function until the employee
conducts the full query and the results confirm the driver’s Clearinghouse record
contains no prohibitions showing the driver has a verified positive, adulterated
or substitute controlled substance test, no alcohol confirmation test with a
concentration of 0.04 or higher, refuses to submit to a test, or was reported to
have used alcohol on duty, before duty, following an accident or otherwise used
a controlled substance in violation of the regulations except where the driver
completed the SAP evaluation, referral and education/treatment process as
required by the regulations. The school district shall comply with the query
requirements set forth in 49 Code of Federal Regulations 382.701.

The school district may not access an individual’s Clearinghouse record unless
the school district (1) obtains the individual’s prior written or electronic consent
for access to the record; and (2) submits proof of the individual’s consent to the
Clearinghouse. The school district must retain the consent for three (3) years
from the date of the last query. The school district shall retain for three (3) years
a record of each request for records from the Clearinghouse and the information
received pursuant to the request.

The school district shall protect the individual’s privacy and confidentiality of
each Clearinghouse record it receives. The school district shall ensure that
information contained in a Clearinghouse record is not divulged to a person or
entity not directly involved in assessing and evaluating whether a prohibition
applies with respect to the individual to operate a CMV for the school district.

The school district may use an individual’s Clearinghouse record only to assess
and evaluate whether a prohibition applies with respect to the individual to
operate a CMV for the school district.

IV. DRUG AND ALCOHOL TESTING FOR OTHER EMPLOYEES

The school district may request or require drug and alcohol testing for other school district
personnel, i.e., employees who are not school bus drivers, or job applicants for such positions.
The school district does not have a legal duty to request or require any employee or job applicant
to undergo drug and alcohol testing as authorized in this policy, except for school bus drivers
and other drivers of CMVs who are subject to federally mandated testing. (See Section III. of
this policy.) If a school bus driver is requested or required to submit to drug or alcohol testing
beyond that mandated by federal law, the provisions of Section IV. of this policy will be
applicable to such testing.

A.
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Circumstances Under Which Drug or Alcohol Testing May Be Requested or Required:
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General Limitations

a. The school district will not request or require an employee or job
applicant whose position does not require a commercial driver’s license
to undergo drug or alcohol testing, unless the testing is done pursuant
to this drug and alcohol testing policy; and is conducted by a testing
laboratory that meets one of the criteria listed in Minnesota Statutes,
section 181.953, subdivision 1.

b. The school district will not request or require an employee or job
applicant whose position does not require a commercial driver’s license

to undergo drug and alcohol testing on an arbitrary and capricious basis.

Job Applicant Testing

The school district may request or require any job applicant whose position does
not require a commercial driver’s license to undergo drug and alcohol testing,
provided a job offer has been made to the applicant and the same test is
requested or required of all job applicants conditionally offered employment for
that position. If a job applicant has received a job offer that is contingent on
the applicant’s passing drug and alcohol testing, the school district may not
withdraw the offer based on a positive test result from an initial screening test
that has not been verified by a confirmatory test. In the event the job offer is
subsequently withdrawn, the school district shall notify the job applicant of the
reason for its action.

Random Testing

The school district may request or require employees to undergo drug and
alcohol testing on a random selection basis only if they are employed in safety-
sensitive positions.

Reasonable Suspicion Testing

The school district may request or require any employee to undergo drug and
alcohol testing if the school district has a reasonable suspicion that the
employee:

a. is under the influence of drugs or alcohol;

b. has violated the school district’s written work rules prohibiting the use,
possession, sale, or transfer of drugs or alcohol while the employee is
working or while the employee is on the school district’s premises or
operating the school district’s vehicles, machinery, or equipment;

C. has sustained a personal injury, as that term is defined in Minnesota
Statutes, section 176.011, subdivision 16, or has caused another
employee to sustain a personal injury; or

d. has caused a work-related accident or was operating or helping to
operate machinery, equipment, or vehicles involved in a work-related
accident.
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Treatment Program Testing

The school district may request or require any employee to undergo drug and
alcohol testing if the employee has been referred by the school district for
chemical dependency treatment or evaluation or is participating in a chemical
dependency treatment program under an employee benefit plan, in which case
the employee may be requested or required to undergo drug and alcohol testing
without prior notice during the evaluation or treatment period and for a period
of up to two (2) years following completion of any prescribed chemical
dependency treatment program.

Routine Physical Examination Testing

The school district may request or require any employee to undergo drug and
alcohol testing as part of a routine physical examination provided the drug or
alcohol test is requested or required no more than once annually and the
employee has been given at least two weeks’ written notice that a drug or
alcohol test may be requested or required as part of the physical examination.

B. No Legal Duty to Test

The school district does not have a legal duty to request or require any employee or job
applicant whose position does not require a commercial driver’s license to undergo drug
and alcohol testing.

C. Definitions
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“Drug” means a controlled substance as defined in Minnesota Statutes, including
medical cannabis, regardless of enrollment in the state registry program.

“Drug and Alcohol Testing,” “Drug or Alcohol Testing,” and “Drug or Alcohol
Test” mean analysis of a body component sample by a testing laboratory that
meets one of the criteria listed in Minnesota Statutes, section181.953,
subdivision 1, for the purpose of measuring the presence or absence of drugs,
alcohol, or their metabolites in the sample tested.

“Other Employees” means any persons, independent contractors, or persons
working for an independent contractor who perform services for the school
district for compensation, either full time or part time, in whatever form, except
for persons whose positions require a commercial driver’s license, and includes
both professional and nonprofessional personnel. Persons whose positions
require a commercial driver’s license are primarily governed by the provisions
of the school district’s drug and alcohol testing policy relating to school bus
drivers (Section III.). To the extent that the drug and alcohol testing of persons
whose positions require a commercial driver’s license is not mandated by federal
law and regulations, such testing shall be governed by Section IV. of this policy
and the drivers shall fall within this definition of “other employees.”

“Job Applicant” means a person, independent contractor, or person working for
an independent contractor who applies to become an employee of the school
district in a position that does not require a commercial driver’s license, and
includes a person who has received a job offer made contingent on the person’s
passing drug or alcohol testing. Job applicants for positions requiring a
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commercial driver's license are governed by the provisions of the school
district’s drug and alcohol testing policy relating to school bus drivers (Section
IIL.).

“Positive Test Result” means a finding of the presence of drugs, alcohol, or their
metabolites in the sample tested in levels at or above the threshold detection
levels contained in the standards of one of the programs listed in Minnesota
Statutes, section 181.953, subdivision 1.

“Random Selection Basis” means a mechanism for selection of employees that:

a. results in an equal probability that any employee from a group of
employees subject to the selection mechanism will be selected; and

b. does not give the school district discretion to waive the selection of any
employee selected under the mechanism.

“Reasonable Suspicion” means a basis for forming a belief based on specific
facts and rational inferences drawn from those facts.

“Safety-Sensitive Position” means a job, including any supervisory or
management position, in which an impairment caused by drug or alcohol usage
would threaten the health or safety of any person.

Right of Other Employee or Job Applicant to Refuse Drug and Alcohol Testing and

Consequences of Such Refusal

1.

Right of Other Employee or Job Applicant to Refuse Drug and Alcohol Testing

Any employee or job applicant whose position does not require a commercial
driver’s license has the right to refuse drug and alcohol testing subject to the
provisions contained in Paragraphs 2. and 3. of Section IV.D.

Consequences of an Employee’s Refusal to Undergo Drug and Alcohol Testing

Any employee in a position that does not require a commercial driver’s license
who refuses to undergo drug and alcohol testing in the circumstances set out in
the Random Testing, Reasonable Suspicion Testing, and Treatment Program
Testing provisions of this policy may be subject to disciplinary action, up to and
including immediate discharge.

Consequences of a Job Applicant’s Refusal to Undergo Drug and Alcohol Testing

Any job applicant for a position which does not require a commercial driver’s
license who refuses to undergo drug and alcohol testing pursuant to the Job
Applicant Testing provision of this policy shall not be employed.

Reliability and Fairness Safeguards

1.

Pretest Notice

Before requesting an employee or job applicant whose position does not require
a commercial driver’s license to undergo drug or alcohol testing, the school
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district shall provide the employee or job applicant with a Pretest Notice in the
form of Attachment D to this policy on which to acknowledge that the employee
or job applicant has received the school district’s drug and alcohol testing policy.

Notice of Test Results

Within three (3) working days after receipt of a test result report from the testing
laboratory, the school district shall inform in writing an employee or job
applicant who has undergone drug or alcohol testing of a negative test result on
an initial screening test or of a negative or positive test result on a confirmatory
test.

Notice of and Right to Test Result Report

Within three (3) working days after receipt of a test result report from the testing
laboratory, the school district shall inform in writing, an employee or job
applicant who has undergone drug or alcohol testing of the employee or job
applicant’s right to request and receive from the school district a copy of the
test result report on any drug or alcohol test.

Notice of and Right to Explain Positive Test Result

a. If an employee or job applicant has a positive test result on a
confirmatory test, the school district shall provide the individual with
notice of the test results and, at the same time, written notice of the
right to explain the results and to submit additional information.

b. The school district may request that the employee or job applicant
indicate any over-the-counter or prescription medication that the
individual is currently taking or has recently taken and any other
information relevant to the reliability of, or explanation for, a positive
test result.

C. The employee may present verification of enrollment in the medical
cannabis patient registry as part of the employee’s explanation.

d. Use of nonintoxicating cannabinoids or edible cannabinoid products is
not a legitimate medical explanation for a confirmed positive test result
for marijuana. MROs will verify a drug test confirmed as positive, even
if an employee claims to have only used nonintoxicating cannabinoids
or edible cannabinoid product.

e. Within three (3) working days after notice of a positive test result on a
confirmatory test, an employee or job applicant may submit information
(in addition to any information already submitted) to the school district
to explain that result.

Notice of and Right to Request Confirmatory Retests

a. If an employee or job applicant has a positive test result on a
confirmatory test, the school district shall provide the individual with
notice of the test results and, at the same time, written notice of the
right to request a confirmatory retest of the original sample at his or her
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expense.

b. An employee or job applicant may request a confirmatory retest of the
original sample at his or her own expense after notice of a positive test
result on a confirmatory test. Within five (5) working days after notice
of the confirmatory test result, the employee or job applicant shall notify
the school district in writing of his or her intention to obtain a
confirmatory retest. Within three (3) working days after receipt of the
notice, the school district shall notify the original testing laboratory that
the employee or job applicant has requested the laboratory to conduct
the confirmatory retest or to transfer the sample to another laboratory
licensed under Minnesota Statutes, section 181.953, subdivision 1 to
conduct the confirmatory retest. The original testing laboratory shall
ensure that appropriate chain-of-custody procedures are followed
during transfer of the sample to the other laboratory. The confirmatory
retest must use the same drug or alcohol threshold detection levels as
used in the original confirmatory test. If the confirmatory retest does
not confirm the original positive test result, no adverse personnel action
based on the original confirmatory test may be taken against the
employee or job applicant.

If an employee or job applicant has a positive test result on a confirmatory test,
the school district, at the time of providing notice of the test results, shall also
provide written notice to inform the individual of other rights provided under
Sections F. or G., below, whichever is applicable.

Attachments E and F to this policy provide the Notices described in Paragraphs
2. through 6. of this Section E.

Discharge and Discipline of Employees Whose Positions Do Not Require a Commercial

Driver’s License

The school district may not discharge, discipline, discriminate against, request,
or require rehabilitation of an employee on the basis of a positive test result
from an initial screening test that has not been verified by a confirmatory test.

In the case of a positive test result on a confirmatory test, the employee shall
be subject to discipline which includes, but is not limited to, immediate
suspension without pay and immediate discharge, pursuant to the provisions of
this policy.

The school district may not discharge an employee for whom a positive test
result on a confirmatory test was the first such result for the employee on a
drug or alcohol test requested by the school district, unless the following
conditions have been met:

a. The school district has first given the employee an opportunity to
participate in, at the employee’s own expense or pursuant to coverage
under an employee benefit plan, either a drug or alcohol counseling or
rehabilitation program, whichever is more appropriate, as determined
by the school district after consultation with a certified chemical abuse
counselor or a physician trained in the diagnosis and treatment of
chemical dependency; and
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b. The employee has either refused to participate in the counseling or
rehabilitation program or has failed to successfully complete the
program, as evidenced by withdrawal from the program before its
completion or by a positive test result on a confirmatory test after
completion of the program.

4. Notwithstanding Paragraph 1., the school district may temporarily suspend the
tested employee or transfer that employee to another position at the same rate
of pay pending the outcome of the confirmatory test and, if requested, the
confirmatory retest, provided the school district believes that it is reasonably
necessary to protect the health or safety of the employee, co-employees or the
public. An employee who has been suspended without pay must be reinstated
with back pay if the outcome of the confirmatory test or requested confirmatory
retest is negative.

5. The school district may not discharge, discipline, discriminate against, request,
or require rehabilitation of an employee on the basis of medical history
information or the employee’s status as a patient enrolled in the medical
cannabis registry program revealed to the school district, unless the employee
was under an affirmative duty to provide the information before, upon, or after
hire, or failing to do so would violate federal law or regulations or cause the
school district to lose money or licensing-related benefit under federal law or
regulations.

6. The school district may not discriminate against any employee in termination,
discharge, or any term of condition of employment or otherwise penalize an
employee based upon an employee registered patient’s positive drug test for
cannabis components or metabolites, unless the employee used, possessed, or
was impaired by medical cannabis on school district property during the hours
of employment.

7. An employee must be given access to information in the individual’s personnel
file relating to positive test result reports and other information acquired in the
drug and alcohol testing process and conclusions drawn from and actions taken
based on the reports or other acquired information.

Withdrawal of Job Offer for an Applicant for a Position That Does Not Require a
Commercial Driver’s License

If a job applicant has received a job offer made contingent on the applicant’s passing
drug and alcohol testing, the school district may not withdraw the offer based on a
positive test result from an initial screening test that has not been verified by a
confirmatory test. In the case of a positive test result on a confirmatory test, the school
district may withdraw the job offer.

Chain-of-Custody Procedures

The school district has established its own reliable chain-of-custody procedures to
ensure proper record keeping, handling, labeling, and identification of the samples to
be tested. The procedures require the following:

1. Possession of a sample must be traceable to the employee from whom the
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sample is collected, from the time the sample is collected through the time the
sample is delivered to the laboratory;

2. The sample must always be in the possession of, must always be in view of, or
must be placed in a secure area by a person authorized to handle the sample;

3. A sample must be accompanied by a written chain-of-custody record; and
4. Individuals relinquishing or accepting possession of the sample must record the
time the possession of the sample was transferred and must sign and date the

chain-of-custody record at the time of transfer.

Privacy, Confidentiality and Privilege Safeguards

1. Privacy Limitations

A laboratory may only disclose to the school district test result data regarding
the presence or absence of drugs, alcohol or their metabolites in a sample
tested.

2. Confidentiality Limitations

With respect to employees and job applicants, test result reports and other
information acquired in the drug or alcohol testing process are private data on
individuals as that phrase is defined in Minnesota Statutes Chapter 13, and may
not be disclosed by the school district or laboratory to another employer or to a
third-party individual, governmental agency, or private organization without the
written consent of the employee or job applicant tested.

3. Exceptions to Privacy and Confidentiality Disclosure Limitations

Notwithstanding Paragraphs 1. and 2., evidence of a positive test result on a
confirmatory test may be: (1) used in an arbitration proceeding pursuant to a
collective bargaining agreement, an administrative hearing under Minnesota
Statutes, Chapter 43A or other applicable state or local law, or a judicial
proceeding, provided that information is relevant to the hearing or proceeding;
(2) disclosed to any federal agency or other unit of the United States
government as required under federal law, regulation or order, or in accordance
with compliance requirements of a federal government contract; and (3)
disclosed to a substance abuse treatment facility for the purpose of evaluation
or treatment of the employee.

4. Privilege
Positive test results from the school district drug or alcohol testing program may
not be used as evidence in a criminal action against the employee or job
applicant tested.

Notice of Testing Policy to Affected Employees

The school district shall provide written notice of this drug and alcohol testing policy to
all affected employees upon adoption of the policy, to a previously non-affected
employee upon transfer to an affected position under the policy, and to a job applicant
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upon hire and before any testing of the applicant if the job offer is made contingent on
the applicant’s passing drug and alcohol testing. Affected employees and applicants will
acknowledge receipt of this written notice in the form of Attachment G to this policy.

V. POSTING

The school district shall post notice in an appropriate and conspicuous location on its premises
that it has adopted a drug and alcohol testing policy and that copies of the policy are available
for inspection during regular business hours by its employees or job applicants in its personnel
office or other suitable locations.

Legal References:

Cross-References:

Minn. Stat. Ch. 13 (Minnesota Government Data Practices Act)

Minn. Stat. Ch. 43A (State Personnel Management)

Minn. Stat. § 151.72 (Sale of Certain Cannabinoid Products)

Minn. Stat. § 152.01 (Definitions)

Minn. Stat. § 152.22 (Definitions; Medical Cannabis)

Minn. Stat. § 152.23 (Limitations; Medical Cannabis)

Minn. Stat. § 152.32 (Protections for Registry Program Participation)

Minn. Stat. § 176.011, subd. 16 (Definitions; Personal Injury)

Minn. Stat. §§ 181.950-181.957 (Drug and Alcohol Testing in the Workplace)
Minn. Stat. § 221.031 (Motor Carrier Rules)

49 U.S.C. § 31306 (Omnibus Transportation Employee Testing Act of 1991)

49 U.S.C. 31306a (National Clearinghouse for Controlled Substance and Alcohol
Test Results of Commercial Motor Vehicle Operators)

49 U.S.C. § 521(b) (Civil and Criminal Penalties for Violations)

49 C.F.R. Parts 40 and 382 (Department of Transportation Rules Implementing
Omnibus Transportation Employee Testing Act of 1991)

MSBA/MASA Model Policy 403 (Discipline, Suspension, and Dismissal of School
District Employees)

MSBA/MASA Model Policy 406 (Public and Private Personnel Data)
MSBA/MASA Model Policy 417 (Chemical Use and Abuse)

MSBA/MASA Model Policy 418 (Drug-Free Workplace/Drug-Free School)

Replacing: Policies 4035 & 4050
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Orig. 1995
Revised: Rev. 2022
416 DRUG AND ALCOHOL TESTING

II.

[Note: Drug and alcohol testing of school bus drivers and applicants is mandatory
under federal law. The mandatory testing is described under Part III. of the policy.
Testing of other employees or testing of school bus drivers beyond that mandated by
federal law is optional and can be done under state law only if a policy containing
provisions. such as the provisions of Part IV. of this policy, are adopted. To preserve
the right to request or require school district employees who are not bus drivers and
applicants to undergo drug and/or alcohol testing or to require bus drivers to submit
to testing that is not federally mandated, a school district should adopt Part IV. as
part of its drug and alcohol testing policy.]

PURPOSE

A. The school board recognizes the significant problems created by drug and alcohol use
in society in general, and the public schools in particular. The school board further
recognizes the important contribution that the public schools have in shaping the youth
of today into the adults of tomorrow.

B. The school board believes that a work environment free of drug and alcohol use will be
not only safer, healthier, and more productive but also more conducive to effective
learning. To provide such an environment, the purpose of this policy is to provide
authority so that the school board may require all employees and/or job applicants to
submit to drug and alcohol testing in accordance with the provisions of this policy and
as provided in federal law and Minnesota Statutes, sections 181.950-181.957.

GENERAL STATEMENT OF POLICY

A. All school district employees and job applicants whose positions require a commercial
driver’s license will be required to undergo drug and alcohol testing in accordance with
federal law and the applicable provisions of this policy. The school district also may
request or require that drivers submit to drug and alcohol testing in accordance with the
provisions of this policy and as provided in Minnesota Statutes, sections 181.950-
181.957.

B. The school district may request or require that any school district employee or job
applicant, other than an employee or applicant whose position requires a commercial
driver’s license, submit to drug and alcohol testing in accordance with the provisions of
this policy and as provided in Minnesota Statutes, sections 181.950-181.957.

C. The use, possession, sale, purchase, transfer, or dispensing of any drugs not medically
prescribed, including medical cannabis, whether or not it has been prescribed for the
employee, is prohibited on school district property (which includes school district
vehicles), while operating school district vehicles or equipment, and at any school-
sponsored program or event. Use of drugs that are not medically prescribed, including
medical cannabis, whether or not it has been prescribed for the employee, is also
prohibited throughout the school or work day, including lunch or other breaks, whether
or not the employee is on or off school district property. Employees under the influence
of drugs that are not medically prescribed are prohibited from entering or remaining on
school district property.
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The use, possession, sale, purchase, transfer, or dispensing of alcohol is prohibited on
school district property (which includes school district vehicles), while operating school
district vehicles or equipment, and at any school-sponsored program or event. Use of
alcohol is also prohibited throughout the school or work day, including lunch or other
breaks, whether or not the employee is on or off school district property. Employees
under the influence of alcohol are prohibited from entering or remaining on school
district property.

Any employee who violates this section shall be subject to discipline that includes, but
is not limited to, immediate suspension without pay and immediate discharge.

III. FEDERALLY MANDATED DRUG AND ALCOHOL TESTING FOR SCHOOL BUS DRIVERS

A.

General Statement of Policy

All persons subject to commercial driver’s license requirements shall be tested for
alcohol, marijuana (including medical cannabis), cocaine, amphetamines, opiates
(including heroin), and phencyclidine (PCP), pursuant to federal law. Drivers who test
positive for alcohol or drugs shall be subject to disciplinary action, which may include
termination of employment.

Definitions

1. “Actual Knowledge” means actual knowledge by the school district that a driver
has used alcohol or controlled substances based on: (a) direct observation of
the employee’s use (not observation of behavior sufficient to warrant reasonable
suspicion testing); (b) information provided by a previous employer; (c) a traffic
citation; or (d) an employee’s admission, except when made in connection with
a qualified employee self-admission program.

2. “Alcohol Screening Device” (ASD) means a breath or saliva device, other than
an Evidential Breath Testing Device (EBT), that is approved by the National
Highway Traffic Safety Administration and placed on its Conforming Products
List for such devices.

3. “Breath Alcohol Technician” (BAT) means an individual who instructs and assists
individuals in the alcohol testing process and who operates the EBT.

4. “Commercial Motor Vehicle” (CMV) includes a vehicle that is designed to
transport 16 or more passengers, including the driver.

5. “Designated Employer Representative” (DER) means an employee authorized by
the school district to take immediate action to remove employees from safety-
sensitive duties, or cause employees to be removed from these covered duties,
and to make required decisions in the testing and evaluation process. The DER
receives test results and other communications for the school district.

6. “"Department of Transportation” (DOT) means United States Department of
Transportation.

7. “Direct Observation” means observation of alcohol or controlled substances use

and does not include observation of employee behavior or physical
characteristics sufficient to warrant reasonable suspicion testing.
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10.

11.

12.

13.

14.

“Driver” is any person who operates a CMV, including full-time, regularly
employed drivers, casual, intermittent, or occasional drivers, leased drivers,
and independent owner-operator contractors.

“Evidential Breath Testing Device” (EBT) means a device approved by the
National Highway Traffic Safety Administration for the evidentiary testing of
breath for alcohol concentration and placed on its Conforming Products List for
such devices.

“Licensed Medical Practitioner” means a person who is licensed, certified, and/or
registered, in accordance with applicable Federal, State, local, or foreign laws
and regulations, to prescribe controlled substances and other drugs.

“Medical Review Officer” (MRO) means a licensed physician responsible for
receiving and reviewing laboratory results generated by the school district’s drug
testing program and for evaluating medical explanations for certain drug tests.

“Refusal to Submit” (to an alcohol or controlled substances test) means that a
driver: (a) fails to appear for any test within a reasonable time, as determined
by the school district, consistent with applicable DOT regulations, after being
directed to do so; (b) fails to remain at the testing site until the testing process
is complete; (c) fails to provide a urine specimen or an adequate amount of
saliva or breath for any DOT drug or alcohol test; (d) fails to permit the
observation or monitoring of the driver’s provision of a specimen in the case of
a directly observed or monitored collection in a drug test; (e) fails to provide a
sufficient breath specimen or sufficient amount of urine when directed and a
determination has been made that no adequate medical explanation for the
failure exists; (f) fails or declines to take an additional test as directed by the
school district or the collector; (g) fails to undergo a medical examination or
evaluation, as directed by the MRO or the DER; (h) fails to cooperate with any
part of the testing process (e.g., refuses to empty pockets when so directed by
the collector, behaves in a confrontational way that disrupts the collection
process, fails to wash hands after being directed to do so by the collector, fails
to sign the certification on the forms); (i) fails to follow the observer’s
instructions, in an observed collection, to raise the driver’s clothing above the
waist, lower clothing and underpants, and to turn around to permit the observer
to determine if the driver has any type of prosthetic or other device that could
be used to interfere with the collection process; (j) possesses or wears a
prosthetic or other device that could be used to interfere with the collection
process; (k) admits to the collector or MRO that the driver adulterated or
substituted the specimen; or (l) is reported by the MRO as having a verified
adulterated or substituted test result. An applicant who fails to appear for a
pre-employment test, who leaves the testing site before the pre-employment
testing process commences, or who does not provide a urine specimen because
he or she has left before it commences is not deemed to have refused to submit
to testing.

“Safety-Sensitive Functions” are on-duty functions from the time the driver
begins work or is required to be in readiness to work until relieved from work
and all responsibility for performing work, and include such functions as driving,
loading and unloading vehicles, or supervising or assisting in the loading or
unloading of vehicles, servicing, repairing, obtaining assistance to repair, or
remaining in attendance during the repair of a disabled vehicle.

“Screening Test Technician” (STT) means anyone who instructs and assists
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individuals in the alcohol testing process and operates an ASD.

15. “Stand Down” means the practice of temporarily removing an employee from
performing safety-sensitive functions based only upon a laboratory report to the
MRO of a confirmed positive test for a drug or drug metabolite, an adulterated
test, or a substituted test before the MRO completes the verification process.

16. “Substance Abuse Professional” (SAP) means a qualified person who evaluates
employees who have violated a DOT drug and alcohol regulation and makes
recommendations concerning education, treatment, follow-up testing, and
aftercare.

Policy and Educational Materials

[Note: Federal regulations require that school districts provide materials to
bus drivers explaining the school district’s policies and procedures and the
federal requirements with respect to the mandatory drug and alcohol testing
of bus drivers. 49 Code of Federal Regulations section 382.601. Most of the
required information is contained within this model policy. Additional
materials to be provided to employees are described in Paragraph 2. of Section
(o)

1. The school district shall provide a copy of this policy and procedures to each
driver prior to the start of its alcohol and drug testing program and to each
driver subsequently hired or transferred into a position requiring driving of a
CMV.

2. The school district shall provide to each driver information required under Title
49 of the Code of Federal Regulations, including information concerning the
effects of alcohol and controlled substances use on an individual’s health, work,
and personal life; signs and symptoms of an alcohol or controlled substance
problem (the driver’'s or a coworker’s); and available methods of intervening
when an alcohol or controlled substance problem is suspected, including
confrontation, referral to an employee assistance program, and/or referral to
management.

3. The school district shall provide written notice to representatives of employee
organizations that the information described above is available.

4. The school district shall require each driver to sign a statement certifying that
the driver received a copy of the policy and materials. This statement should
be in the form of Attachment A to this policy. The school district will maintain
the original signed certificate and will provide a copy to the driver if the driver
S0 requests.

[Note: The federal regulations require a school district to obtain a signed
statement from each driver certifying that he or she received a copy of these
materials. 49 Code of Federal Regulations section 382.601(d). The original
signed certificate must be maintained by the school district and a copy may be
provided to the driver.]

Alcohol and Controlled Substances Testing Program Manager

[Note: School districts are required by federal regulations to designate a
person to answer driver questions about the policy and the education materials
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described in Section C. above and to notify the drivers of the designation. 49
Code of Federal Regulations section 382.601(b)(1).]

1.

The program manager will coordinate the implementation, direction, and
administration of the alcohol and controlled substances testing policy for bus
drivers. The program manager is the principal contact for the collection site,
the testing laboratory, the MRO, the BAT, the SAP, and the person submitting
to the test. Employee questions concerning this policy shall be directed to the
program manager.

The school district shall designate a program manager and provide written notice
of the designation to each driver along with this policy.

Specific Prohibitions for Drivers

[Note: The specific prohibitions for drivers are contained, in large part, in 49
Code of Federal Regulations sections 382.201-382.215.]

1.

Alcohol Concentration. No driver shall report for duty or remain on duty
requiring the performance of safety-sensitive functions while having an alcohol
concentration of 0.04 or greater. Drivers who test greater than 0.04 will be
taken out of service and will be subject to evaluation by a professional and
retesting at the driver’s expense.

Alcohol Possession. No driver shall be on duty or operate a CMV while the driver
possesses alcohol.

On-Duty Use. No driver shall use alcohol while performing safety-sensitive
functions.

Pre-Duty Use. No driver shall perform safety-sensitive functions within four (4)
hours after using alcohol.

Use Following an Accident. No driver required to take a post-accident test shall
use alcohol for eight (8) hours following the accident, or until the driver
undergoes a post-accident alcohol test, whichever occurs first.

Refusal to Submit to a Required Test. No driver shall refuse to submit to an
alcohol or controlled substances test required by post-accident, random,
reasonable suspicion, return-to-duty, or follow-up testing requirements. A
verified adulterated or substituted drug test shall be considered a refusal to test.

Use of Controlled Substances. No driver shall report for duty or remain on duty
requiring the performance of safety-sensitive functions when the driver uses any
controlled substance, except when the use is pursuant to instructions (which
have been presented to the school district) from a licensed medical practitioner
who is familiar with the driver’s medical history and has advised the driver that
the substance does not adversely affect the driver’s ability to safely operate a
CMV. Controlled substance includes medical cannabis, regardless of whether
the driver is enrolled in the state registry program.

Positive, Adulterated, or Substituted Test for Controlled Substance. No driver
shall report for duty, remain on duty, or perform a safety-sensitive function if
the driver tests positive for controlled substances, including medical cannabis,
or has adulterated or substituted a test specimen for controlled substances.
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9. General Prohibition. Drivers are also subject to the general policies and
procedures of the school district that prohibit possession, transfer, sale,
exchange, reporting to work under the influence of drugs or alcohol, and
consumption of drugs or alcohol while at work or while on school district
premises or operating any school district vehicle, machinery, or equipment.

Other Alcohol-Related Conduct

[Note: Consequences for drivers engaging in alcohol-related conduct are
described in the federal regulations. 49 Code of Federal Regulations section
382.505.]

No driver found to have an alcohol concentration of 0.02 or greater but less than 0.04
shall perform safety-sensitive functions for at least twenty-four (24) hours following
administration of the test. The school district will not take any action under this policy
other than removal from safety-sensitive functions based solely on test results showing
an alcohol concentration of less than 0.04 but may take action otherwise consistent with
law and the policies of the school district.

Prescription Drugs/Cannabinoid Products

A driver shall inform the driver’s supervisor if at any time the driver is using a controlled
substance pursuant to a physician’s prescription. The physician’s instructions shall be
presented to the school district upon request. Use of a prescription drug shall be allowed
if the physician has advised the driver that the prescribed drug will not adversely affect
the driver’s ability to safely operate a CMV. Use of medical cannabis is prohibited
notwithstanding the driver’s enrollment in the patient registry. Use of nonintoxicating
cannabinoids or edible cannabinoid products is not a legitimate medical explanation for
a confirmed positive test result for marijuana. MROs will verify a drug test confirmed
as positive, even if a driver claims to have only used nonintoxicating cannabinoids or
edible cannabinoid product.

Testing Requirements

[Note: School districts must utilize the U.S. DOT Drug & Alcohol Clearinghouse
("'Clearinghouse”) to conduct pre-employment queries, annual queries, and
reports regarding CDL holders who operate CMVs on public roads (including
school bus drivers) and who are covered by the Federal Motor Carrier Safety
Administration (FMCSA) Drug and Alcohol Testing Program. In addition to
utilizing the Clearinghouse, school districts must continue to comply with the
alcohol and controlled substance testing required under Title 49 of the Federal
Regulations.]

1. Pre-Employment Testing

[Note: 49 Code of Federal Regulations section 382.301 details the
requirements for pre-employment testing.]

a. A driver applicant shall undergo testing for [alcohol and] controlled
substances, including medical cannabis, before the first time the driver
performs safety-sensitive functions for the school district.

[Note: A school district is permitted, but not required, to conduct pre-
employment testing for the use of alcohol. If a school district elects to
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require pre-employment testing for alcohol, it should include the
bracketed text in Subparagraph a., above, and test all applicants
uniformly.]

b. Tests shall be conducted only after the applicant has received a
conditional offer of employment.

C. To be hired, the applicant must test negative and must sign an
agreement in the form of Attachment B to this policy, authorizing former
employers to release to the school district all information on the
applicant’s alcohol tests with results of blood alcohol concentration of
0.04 or higher, or verified positive results for controlled substances,
including medical cannabis, or refusals to be tested (including verified
adulterated or substituted drug test results), or any other violations of
DOT agency drug and alcohol testing regulations, or, if the applicant
violated the testing regulations, documentation of the applicant’s
successful completion of DOT return-to-duty requirements (including
follow-up tests), within the preceding two (2) years.

[Note: Federal regulations require school districts to inquire about,
obtain, and review alcohol and controlled substances information from
prior employers pursuant to a driver’s written authorization, prior to
the time a driver performs safety-sensitive functions, if feasible. 49
Code of Federal Regulations section 382.413 and 49 Code of Federal
Regulations section 40.25. If not feasible, school districts must not
permit the employee to perform safety-sensitive functions for more
than thirty (30) days from the date a safety-sensitive function was
performed unless the school districts make good faith efforts to obtain
the information and to make a record of those efforts to be retained in
the driver’s qualification file.]

d. The applicant also must be asked whether he or she has tested positive,
or refused to test, on any pre-employment drug or alcohol test
administered by an employer to which the employee, during the last two
(2) years, applied for, but did not obtain, safety-sensitive transportation
work covered by DOT testing rules.

e. Before employing a driver subject to controlled substances and alcohol
testing, the school district must conduct a full pre-employment query of
the federal Commercial Driver’s License (CDL) Drug and Alcohol
Clearinghouse (“Clearinghouse”) to obtain information about whether
the driver (1) has a verified positive, adulterated, or substituted
controlled substances test result; (2) has an alcohol confirmation test
with a concentration of 0.04 or higher; (3) has refused to submit to a
test in violation of federal law; or (4) that an employer has reported
actual knowledge that the driver used alcohol on duty, before duty, or
following an accident in violation of federal law or used a controlled
substance in violation of federal law. The applicant must give specific
written or electronic consent for the school district to conduct the
Clearinghouse full query. The school district shall retain the consent for
three (3) years from the date of the query.

Post-Accident Testing

[Note: 49 Code of Federal Regulations section 382.303 governs post-

416-7

43



accident testing of drivers.]

a. As soon as practicable following an accident involving a CMV, the school
district shall test the driver for alcohol and controlled substances,
including medical cannabis, if the accident involved the loss of human
life or if the driver receives a citation for a moving traffic violation arising
from an accident which results in bodily injury or disabling damage to a
motor vehicle.

b. Drivers should be tested for alcohol use within two (2) hours and no
later than eight (8) hours after the accident.

C. Drivers should be tested for controlled substances, including medical
cannabis, no later than thirty-two (32) hours after the accident.

d. A driver subject to post-accident testing must remain available for
testing, or shall be considered to have refused to submit to the test.

e. If a post-accident alcohol test is not administered within two (2) hours
following the accident, the school district shall prepare and maintain on
file a record stating the reasons the test was not promptly administered
and continue to attempt to administer the alcohol test within eight (8)
hours.

f. If a post-accident alcohol test is not administered within eight (8) hours
following the accident or a post-accident controlled substances test is
not administered within thirty-two (32) hours following the accident, the
school district shall cease attempts to administer the test, and prepare
and maintain on file a record stating the reasons for not administering
the test.

g. The school district shall report drug and alcohol program violations to
the Clearinghouse as required under federal law.

Random Testing

[Note: 49 Code of Federal Regulations section 382.305 governs random
testing of drivers.]

a. The school district shall conduct tests on a random basis at unannounced
times throughout the year, as required by the federal regulations.

[Note: The Federal Highway Administration (FHWA) set the random
alcohol selection and testing rate at 10% of the average number of
driver positions and evaluates this minimum percentage each year.
School districts can elect to stay at the 1998 level of 25% (or a higher
percentage) if they do not want to monitor the minimum annual
percentage rate set by the FHWA. The random controlled substances
selection and testing rate has remained at 50% each year and has not
been lowered to 25% as is possible under the regulations.]

b. The school district shall test for alcohol at a minimum annual percentage
rate of 10% of the average number of driver positions, and for controlled
substances, including medical cannabis, at a minimum annual
percentage of 50%.
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C. The school district shall adopt a scientifically valid method for selecting
drivers for testing, such as random number table or a computer-based
random number generator that is matched with identifying nhumbers of
the drivers. Each driver shall have an equal chance of being tested each
time selections are made. Each driver selected for testing shall be
tested during the selection period.

d. Random tests shall be unannounced. Dates for administering random
tests shall be spread reasonably throughout the calendar year.

e. Drivers shall proceed immediately to the collection site upon notification
of selection; provided, however, that if the driver is performing a safety-
sensitive function, other than driving, at the time of notification, the
driver shall cease to perform the function and proceed to the collection
site as soon as possible.

Reasonable Suspicion Testing

[Note: 49 Code of Federal Regulations section 382.307 governs
reasonable suspicion testing of drivers.]

a. The school district shall require a driver to submit to an alcohol test
and/or controlled substances, including medical cannabis, test when a
supervisor or school district official, who has been trained in accordance
with the regulations, has reasonable suspicion to believe that the driver
has used alcohol and/or controlled substances, including medical
cannabis, on duty, within four (4) hours before coming on duty, or just
after the period of the work day. The test shall be done as soon as
practicable following the observation of the behavior indicative of the
use of controlled substances or alcohol.

b. The reasonable suspicion determination must be based on specific,
contemporaneous, articulable observations concerning the driver’'s
appearance, behavior, speech, or body odors. The required
observations for reasonable suspicion of a controlled substances
violation may include indications of the chronic and withdrawal effects
of controlled substances.

C. Alcohol testing shall be administered within two (2) hours following a
determination of reasonable suspicion. If it is not done within two (2)
hours, the school district shall prepare and maintain a record explaining
why it was not promptly administered and continue to attempt to
administer the alcohol test within eight (8) hours. If an alcohol test is
not administered within eight (8) hours following the determination of
reasonable suspicion, the school district shall cease attempts to
administer the test and state in the record the reasons for not
administering the test.

d. The supervisor or school district official who makes observations leading
to a controlled substances reasonable suspicion test shall make and sign
a written record of the observations within twenty-four (24) hours of the
observed behavior or before the results of the drug test are released,
whichever is earlier.
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[Note: 49 Code of Federal Regulations sections 382.309, 40.23(d) and
40.305 govern return-to-duty testing.]

Return-To-Duty Testing. A driver found to have violated this policy shall not
return to work until an SAP has determined the employee has successfully
complied with prescribed education and/or treatment and until undergoing
return-to-duty tests indicating an alcohol concentration of less than 0.02 and a
confirmed negative result for the use of controlled substances. The school
district is not required to return a driver to safety-sensitive duties because the
driver has met these conditions; this is a personnel decision subject to collective
bargaining agreements or other legal requirements.

[Note: 49 Code of Federal Regulations sections 382.311, 40.307 and
40.309 govern follow-up testing.]

Follow-Up Testing. When an SAP has determined that a driver is in need of
assistance in resolving problems with alcohol and/or controlled substances, the
driver shall be subject to unannounced follow-up testing as directed by the SAP
for up to sixty (60) months after completing a treatment program.

Refusal to Submit and Attendant Consequences

[Note: Consequences for refusals to submit to required drug and
alcohol tests are addressed generally in 49 Code of Federal Regulations
sections 40.191, 40.261 and 382.211. They are more specifically
addressed in 49 Code of Federal Regulations sections 382.501-382.507
and in 49 United States Code section 521(b).]

a. A driver or driver applicant may refuse to submit to drug and alcohol
testing.
b. Refusal to submit to a required drug or alcohol test subjects the driver

or driver applicant to the consequences specified in federal regulations
as well as the civil and/or criminal penalty provisions of 49 United States
Code section 521(b). In addition, a refusal to submit to testing
establishes a presumption that the driver or driver applicant would test
positive if a test were conducted and makes the driver or driver applicant
subject to discipline or disqualification under this policy.

C. A driver applicant who refuses to submit to testing shall be disqualified
from further consideration for the conditionally offered position.

d. An employee who refuses to submit to testing shall not be permitted to
perform safety-sensitive functions and will be considered insubordinate
and subject to disciplinary action, up to and including dismissal. If an
employee is offered an opportunity to return to a DOT safety-sensitive
duty, the employee will be evaluated by an SAP and must submit to a
return-to-duty test prior to being considered for reassignment to safety-
sensitive functions.

e. Drivers or driver applicants who refuse to submit to required testing will
be required to sign Attachment C to this policy.
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Testing Procedures

1. Drug Testing

[Note: The Federal Drug Testing Custody and Control Form (CCF) must
be used to document every urine collection required by the DOT drug
testing program. 49 Code of Federal Regulations section 40.45.]

a. Drug testing is conducted by analyzing a donor’s urine specimen. Split
urine samples will be collected in accordance with federal regulations.
The donor will provide a urine sample at a designated collection site.
The collection site personnel will then pour the sample into two sample
bottles, labeled “primary” and “split,” seal the specimen bottles,
complete the chain of custody form, and prepare the specimen bottles
for shipment to the testing laboratory for analysis. The specimen
preparation shall be conducted in sight of the donor.

b. If the donor is unable to provide the appropriate quantity of urine, the
collection site person shall instruct the individual to drink up to forty
(40) ounces of fluid distributed reasonably through a period of up to
three (3) hours to attempt to provide a sample. If the individual is still
unable to provide a complete sample, the test shall be discontinued and
the school district notified. The DER shall refer the donor for a medical
evaluation to determine if the donor’s inability to provide a specimen is
genuine or constitutes a refusal to test. For pre-employment testing,
the school district may elect to not have a referral made, and revoke
the employment offer.

C. Drug test results are reported directly to the MRO by the testing
laboratory. The MRO reports the results to the DER. If the results are
negative, the school district is informed and no further action is
necessary. If the test result is confirmed positive, adulterated,
substituted, or invalid, the MRO shall give the donor an opportunity to
discuss the test result. The MRO will contact the donor directly, on a
confidential basis, to determine whether the donor wishes to discuss the
test result. The MRO shall notify each donor that the donor has seventy-
two (72) hours from the time of notification in which to request a test
of the split specimen at the donor’s expense. No split specimen testing
is done for an invalid result.

d. If the donor requests an analysis of the split specimen within seventy-
two (72) hours of having been informed of a confirmed positive test, the
MRO shall direct, in writing, the laboratory to provide the split specimen
to another Department of Health and Human Services - SAMHSA
certified laboratory for analysis. If the donor has not contacted the MRO
within seventy-two (72) hours, the donor may present the MRO
information documenting that serious illness, injury, inability to contact
the MRO, lack of actual notice of the confirmed positive test, or other
circumstances unavoidably prevented the donor from timely making
contact. If the MRO concludes that a legitimate explanation for the
donor's failure to contact him/her within seventy-two (72) hours exists,
the MRO shall direct the analysis of the split specimen. The MRO will
review the confirmed positive test result to determine whether an
acceptable medical reason for the positive result exists. The MRO shall
confirm and report a positive test result to the DER and the employee
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when no legitimate medical reason for a positive test result as received
from the testing laboratory exists.

e. If, after making reasonable efforts and documenting those efforts, the
MRO is unable to reach the donor directly, the MRO must contact the
DER who will direct the donor to contact the MRO. If the DER is unable
to contact the donor, the donor will be suspended from performing
safety-sensitive functions.

f. The MRO may confirm the test as a positive without having
communicated directly with the donor about the test results under the
following circumstances:

(1) The donor expressly declines the opportunity to discuss the test
results;

(2) The donor has not contacted the MRO within seventy-two (72)
hours of being instructed to do so by the DER; or

(3) The MRO and the DER, after making and documenting all
reasonable efforts, have not been able to contact the donor
within ten (10) days of the date the confirmed test result was
received from the laboratory.

Alcohol Testing

[Note: The DOT Alcohol Testing Form (ATF) must be used for every DOT
alcohol test. 49 Code of Federal Regulations section 40.225.]

a. The federal alcohol testing regulations require testing to be administered
by a BAT using an EBT or an STT using an ASD. EBTs and ASDs can be
used for screening tests but only EBTs can be used for confirmation
tests.

b. Any test result less than 0.02 alcohol concentration is considered a
“negative” test.

C. If the donor is unable to provide sufficient saliva for an ASD, the DER
will immediately arrange to use an EBT. If the donor attempts and fails
to provide an adequate amount of breath, the school district will direct
the donor to obtain a written evaluation from a licensed physician to
determine if the donor’s inability to provide a breath sample is genuine
or constitutes a refusal to test.

d. If the screening test results show alcohol concentration of 0.02 or
higher, a confirmatory test conducted on an EBT will be required to be
performed between fifteen (15) and thirty (30) minutes after the
completion of the screening test.

e. Alcohol tests are reported directly to the DER.
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Driver/Driver Applicant Rights

1. All drivers and driver applicants subject to the controlled substances testing
provisions of this policy who receive a confirmed positive test result for the use
of controlled substances have the right to request, at the driver’s or driver
applicant’s expense, a confirming retest of the split urine sample. If the
confirming retest is negative, no adverse action will be taken against the driver,
and a driver applicant will be considered for employment.

[Note: The limitation on discharge in Paragraph 2., below, is contained
solely in Minnesota law. State law is preempted by federal laws and
regulations as it relates to drivers of commercial motor vehicles (such
as bus drivers). See Minnesota Statutes section 221.031, Subd. 10.
Nevertheless, school districts may decide to comply with the state law
requirements for various reasons (such as to treat all school district
employees equally since employees subject to testing only under state
law are accorded these additional rights). Consultation with the school
district’s legal counsel is recommended.]

2. The school district will not discharge a driver who, for the first time, receives a
confirmed positive drug or alcohol test UNLESS:

a. The school district has first given the employee an opportunity to
participate in, at the employee’s own expense or pursuant to coverage
under an employee benefit plan, either a drug or alcohol counseling or
rehabilitation program, whichever is more appropriate, as determined
by the school district after consultation with the SAP; and

b. The employee refuses to participate in the recommended program, or
fails to successfully complete the program as evidenced by withdrawal
before its completion or by a positive test result on a confirmatory test
after completion of the program.

C. This limitation on employee discharge does not bar discharge of an
employee for reasons independent of the first confirmed positive test
result.

Testing Laboratory

The testing laboratory for controlled substances will be [name, address, telephone
number], which is a laboratory certified by the Department of Health and Human
Services - SAMHSA to perform controlled substances testing pursuant to federal
regulations.

Confidentiality of Test Results

All alcohol and controlled substances test results and required records of the drug and
alcohol testing program are considered confidential information under federal law and
private data on individuals as that phrase is defined in Minnesota Statutes, Chapter 13.
Any information concerning the individual’s test results and records shall not be released
without written permission of the individual, except as provided for by regulation or law.

Recordkeeping Requirements and Retention of Records

1. The school district shall keep and maintain records in accordance with the
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50
federal regulations in a secure location with controlled access.

[Note: The federal recordkeeping requirements for school districts are detailed
in the federal regulations, 49 Code of Federal Regulations sections 382.401 et
seq. and 40.331. The DOT publishes a guide to the recordkeeping requirements
of mandatory drug and alcohol testing for persons with a commercial driver’s
license as part of its Alcohol & Drugs: DOT Compliance Manual.]

2. The required records shall be retained for the following minimum periods:
Basic records 5 years

“Basic records” includes records of: (a) alcohol test results with
concentration of 0.02 or greater; (b) verified positive drug test results;
(c) refusals to submit to required tests (including substituted or
adulterated drug test results); (d) SAP reports; (e) all follow-up tests
and schedules for follow-up tests; (f) calibration documentation; (g)
administration of the testing programs; and (h) each annual calendar
year summary.

Information obtained from previous employers 3 years
Alcohol and controlled substance collection

procedures 2 years
Negative and cancelled controlled substance tests 1 year
Alcohol tests with less than 0.02 concentration 1 year
Education and training records indefinite

“Education and training records” must be maintained while the
individuals perform the functions which require training and for the two
(2) years after ceasing to perform those functions.

3. Personal Information
Personal information about all individuals who undergo any required testing

under this policy will be shared with the U.S. DOT Drug & Alcohol Clearinghouse
(“Clearinghouse) as required under federal law, including:

a. The name of the person tested;

b. Any verified positive, adulterated, or substituted drug test result;

C. Any alcohol confirmation test with a BAC concentration of 0.04 or
higher;

d. Any refusal to submit to any test required hereunder;

e. Any report by a supervisor of actual knowledge of use as follows

i Any on-duty alcohol use;

ii. Any pre-duty alcohol use;
iii. Any alcohol use following an accident; and
iv. Any controlled substance use.

f. Any report from a substance abuse professional certifying successful
completion of the return-to-work process;
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g. Any negative return-to-duty test; and
h. Any employer’s report of completion of follow-up testing.
Training

The school district shall ensure all persons designated to supervise drivers receive
training. The designated employees shall receive at least sixty (60) minutes of training
on alcohol misuse and at least sixty (60) minutes of training on controlled substances
use. The training shall include physical, behavioral, speech, and performance indicators
of probable misuse of alcohol and use of controlled substances. The training will be
used by the supervisors to make determinations of reasonable suspicion.

Consequences of Prohibited Conduct and Enforcement

1. Removal. The school district shall remove a driver who has engaged in
prohibited conduct from safety-sensitive functions. A driver shall not be
permitted to return to safety-sensitive functions until and unless the return-to-
duty requirements of federal DOT regulations have been completed.

2. Referral, Evaluation, and Treatment

a. A driver or driver applicant who has engaged in prohibited conduct shall
be provided a listing of SAPs readily available to the driver or applicant
and acceptable to the school district.

[Note: Subparagraphs b. and c., below, are based on the
provisions of 49 Code of Federal Regulations section 40.289.]

b. If the school district offers a driver an opportunity to return to a DOT
safety-sensitive duty following a violation, the driver must be evaluated
by an SAP and the driver is required to successfully comply with the
SAP’s evaluation recommendations (education, treatment, follow-up
evaluation(s), and/or ongoing services). The school district is not
required to provide an SAP evaluation or any subsequent recommended
education or treatment.

[Note: School districts are not required to comply with state law
governing drug and alcohol testing when the individuals are
subject to the federal laws and regulations (i.e., bus drivers). If
a school district, after consultation with legal counsel, chooses
to comply voluntarily with these requirements, Subparagraph b.,
above, can be modified as follows:

b. The school district will offer a driver an opportunity to
return to a DOT safety-sensitive duty following an
employee’s first positive test result on a confirmatory
test if no reasons independent of the first test result for
discharge exist. Otherwise, the school district may
choose, but is not required, to provide an SAP evaluation
or any subsequent recommended education or
treatment.]

C. Drivers are responsible for payment for SAP evaluations and services
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unless a collective bargaining agreement or employee benefit plan
provides otherwise.

d. Drivers who engage in prohibited conduct also are required to comply
with follow-up testing requirements.

3. Disciplinary Action

a. Any driver who refuses to submit to post-accident, random, reasonable
suspicion, or follow-up testing not only shall not perform or continue to
perform safety-sensitive functions, but also may be subject to
disciplinary action, which may include immediate suspension without
pay and/or immediate discharge.

b. Drivers who test positive with verification of a confirmatory test or are
otherwise found to be in violation of this policy or the federal regulations
shall be subject to disciplinary action, which may include immediate
suspension without pay and/or immediate discharge.

C. Nothing in this policy limits or restricts the right of the school district to
discipline or discharge a driver for conduct which not only constitutes
prohibited conduct under this policy but also violates the school district’s
other rules or policies.

Other Testin

The school district may request or require that drivers submit to drug and alcohol testing
other than that required by federal law. For example, drivers may be requested or
required to undergo drug and alcohol testing on an annual basis as part of a routine
physical examination. Such additional testing of drivers will be conducted only in
accordance with the provisions of this policy and as provided in Minnesota Statutes,
sections 181.950-181.957. For purposes of such additional, non-mandatory testing,
drivers fall within the definition of “other employees” covered by Section IV. of this
policy.

[Note: When the testing of drivers complies with federal testing requirements
and procedures, school districts clearly are exempt from the state drug and
alcohol testing requirements in Minnesota Statutes, sections 181.950-181.957.
See Minnesota Statutes section 221.031, subdivision 10. When testing beyond
the federally mandated requirements, however, school districts still must
comply with state law.]

Report to Clearinghouse

The school district shall promptly submit to the Clearinghouse any record generated of
an individual who refuses to take an alcohol or controlled substance test required under
Title 49, Code of Federal Regulations, tests positive for alcohol or a controlled substance
in violation of federal regulations, or violates subpart B of Part 382 of Title 49, Code of
Federal Regulations (or any subsequent corresponding regulations).

Annual Clearinghouse Query
1. The school district must conduct a query of the Clearinghouse record at least
once per year for information for all employees subject to controlled substance

and alcohol testing related to CMV operation to determine whether information
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IV.

exists in the Clearinghouse about those employees. In lieu of a full query, the
school district may obtain the individual driver’s consent to conduct a limited
query to satisfy the annual query requirement. The limited query will tell the
employer whether there is information about the driver in the Clearinghouse but
will not release that information to the employer. If the limited query shows
that information exists in the Clearinghouse about the driver, the school district
must conduct a full query within twenty-four (24) hours or must not allow the
driver to continue to perform any safety-sensitive function until the employee
conducts the full query and the results confirm the driver’s Clearinghouse record
contains no prohibitions showing the driver has a verified positive, adulterated
or substitute controlled substance test, no alcohol confirmation test with a
concentration of 0.04 or higher, refuses to submit to a test, or was reported to
have used alcohol on duty, before duty, following an accident or otherwise used
a controlled substance in violation of the regulations except where the driver
completed the SAP evaluation, referral and education/treatment process as
required by the regulations. The school district shall comply with the query
requirements set forth in 49 Code of Federal Regulations 382.701.

The school district may not access an individual’s Clearinghouse record unless
the school district (1) obtains the individual’s prior written or electronic consent
for access to the record; and (2) submits proof of the individual’s consent to the
Clearinghouse. The school district must retain the consent for three (3) years
from the date of the last query. The school district shall retain for three (3) years
a record of each request for records from the Clearinghouse and the information
received pursuant to the request.

The school district shall protect the individual’s privacy and confidentiality of
each Clearinghouse record it receives. The school district shall ensure that
information contained in a Clearinghouse record is not divulged to a person or
entity not directly involved in assessing and evaluating whether a prohibition
applies with respect to the individual to operate a CMV for the school district.

The school district may use an individual’s Clearinghouse record only to assess
and evaluate whether a prohibition applies with respect to the individual to
operate a CMV for the school district.

DRUG AND ALCOHOL TESTING FOR OTHER EMPLOYEES

The school district may request or require drug and alcohol testing for other school district
personnel, i.e., employees who are not school bus drivers, or job applicants for such positions.
The school district does not have a legal duty to request or require any employee or job applicant
to undergo drug and alcohol testing as authorized in this policy, except for school bus drivers
and other drivers of CMVs who are subject to federally mandated testing. (See Section III. of
this policy.) If a school bus driver is requested or required to submit to drug or alcohol testing
beyond that mandated by federal law, the provisions of Section IV. of this policy will be
applicable to such testing.

A.

Circumstances Under Which Drug or Alcohol Testing May Be Requested or Required:

General Limitations

a. The school district will not request or require an employee or job
applicant whose position does not require a commercial driver’s license
to undergo drug or alcohol testing, unless the testing is done pursuant
to this drug and alcohol testing policy; and is conducted by a testing
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laboratory that meets one of the criteria listed in Minnesota Statutes,
section 181.953, subdivision 1.

b. The school district will not request or require an employee or job
applicant whose position does not require a commercial driver’s license

to undergo drug and alcohol testing on an arbitrary and capricious basis.

Job Applicant Testing

The school district may request or require any job applicant whose position does
not require a commercial driver’s license to undergo drug and alcohol testing,
provided a job offer has been made to the applicant and the same test is
requested or required of all job applicants conditionally offered employment for
that position. If a job applicant has received a job offer that is contingent on
the applicant’s passing drug and alcohol testing, the school district may not
withdraw the offer based on a positive test result from an initial screening test
that has not been verified by a confirmatory test. In the event the job offer is
subsequently withdrawn, the school district shall notify the job applicant of the
reason for its action.

Random Testing

The school district may request or require employees to undergo drug and
alcohol testing on a random selection basis only if they are employed in safety-
sensitive positions.

Reasonable Suspicion Testing

The school district may request or require any employee to undergo drug and
alcohol testing if the school district has a reasonable suspicion that the
employee:

a. is under the influence of drugs or alcohol;

b. has violated the school district’s written work rules prohibiting the use,
possession, sale, or transfer of drugs or alcohol while the employee is
working or while the employee is on the school district’s premises or
operating the school district’s vehicles, machinery, or equipment;

C. has sustained a personal injury, as that term is defined in Minnesota
Statutes, section 176.011, subdivision 16, or has caused another
employee to sustain a personal injury; or

d. has caused a work-related accident or was operating or helping to
operate machinery, equipment, or vehicles involved in a work-related
accident.

Treatment Program Testing

The school district may request or require any employee to undergo drug and
alcohol testing if the employee has been referred by the school district for
chemical dependency treatment or evaluation or is participating in a chemical
dependency treatment program under an employee benefit plan, in which case
the employee may be requested or required to undergo drug and alcohol testing
without prior notice during the evaluation or treatment period and for a period
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of up to two (2) years following completion of any prescribed chemical
dependency treatment program.

6. Routine Physical Examination Testing

The school district may request or require any employee to undergo drug and
alcohol testing as part of a routine physical examination provided the drug or
alcohol test is requested or required no more than once annually and the
employee has been given at least two weeks’ written notice that a drug or
alcohol test may be requested or required as part of the physical examination.

No Legal Duty to Test

The school district does not have a legal duty to request or require any employee or job
applicant whose position does not require a commercial driver’s license to undergo drug
and alcohol testing.

Definitions

1. “Drug” means a controlled substance as defined in Minnesota Statutes, including
medical cannabis, regardless of enrollment in the state registry program.

2. “Drug and Alcohol Testing,” “"Drug or Alcohol Testing,” and “Drug or Alcohol
Test” mean analysis of a body component sample by a testing laboratory that
meets one of the criteria listed in Minnesota Statutes, section181.953,
subdivision 1, for the purpose of measuring the presence or absence of drugs,
alcohol, or their metabolites in the sample tested.

3. “Other Employees” means any persons, independent contractors, or persons
working for an independent contractor who perform services for the school
district for compensation, either full time or part time, in whatever form, except
for persons whose positions require a commercial driver’s license, and includes
both professional and nonprofessional personnel. Persons whose positions
require a commercial driver’s license are primarily governed by the provisions
of the school district’s drug and alcohol testing policy relating to school bus
drivers (Section III.). To the extent that the drug and alcohol testing of persons
whose positions require a commercial driver’s license is not mandated by federal
law and regulations, such testing shall be governed by Section IV. of this policy
and the drivers shall fall within this definition of “other employees.”

4. “Job Applicant” means a person, independent contractor, or person working for
an independent contractor who applies to become an employee of the school
district in a position that does not require a commercial driver’s license, and
includes a person who has received a job offer made contingent on the person’s
passing drug or alcohol testing. Job applicants for positions requiring a
commercial driver’'s license are governed by the provisions of the school
district’s drug and alcohol testing policy relating to school bus drivers (Section
IIL.).

5. “Positive Test Result” means a finding of the presence of drugs, alcohol, or their
metabolites in the sample tested in levels at or above the threshold detection
levels contained in the standards of one of the programs listed in Minnesota
Statutes, section 181.953, subdivision 1.

6. “Random Selection Basis” means a mechanism for selection of employees that:
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a. results in an equal probability that any employee from a group of
employees subject to the selection mechanism will be selected; and

b. does not give the school district discretion to waive the selection of any
employee selected under the mechanism.

“Reasonable Suspicion” means a basis for forming a belief based on specific
facts and rational inferences drawn from those facts.

“Safety-Sensitive Position” means a job, including any supervisory or
management position, in which an impairment caused by drug or alcohol usage
would threaten the health or safety of any person.

Right of Other Employee or Job Applicant to Refuse Drug and Alcohol Testing and

Consequences of Such Refusal

1.

Right of Other Employee or Job Applicant to Refuse Drug and Alcohol Testing

Any employee or job applicant whose position does not require a commercial
driver’s license has the right to refuse drug and alcohol testing subject to the
provisions contained in Paragraphs 2. and 3. of Section IV.D.

Consequences of an Employee’s Refusal to Undergo Drug and Alcohol Testing

Any employee in a position that does not require a commercial driver’s license
who refuses to undergo drug and alcohol testing in the circumstances set out in
the Random Testing, Reasonable Suspicion Testing, and Treatment Program
Testing provisions of this policy may be subject to disciplinary action, up to and
including immediate discharge.

Consequences of a Job Applicant’s Refusal to Undergo Drug and Alcohol Testing

Any job applicant for a position which does not require a commercial driver’s
license who refuses to undergo drug and alcohol testing pursuant to the Job
Applicant Testing provision of this policy shall not be employed.

Reliability and Fairness Safeguards

1.

Pretest Notice

Before requesting an employee or job applicant whose position does not require
a commercial driver’s license to undergo drug or alcohol testing, the school
district shall provide the employee or job applicant with a Pretest Notice in the
form of Attachment D to this policy on which to acknowledge that the employee
or job applicant has received the school district’s drug and alcohol testing policy.

Notice of Test Results

Within three (3) working days after receipt of a test result report from the testing
laboratory, the school district shall inform in writing an employee or job
applicant who has undergone drug or alcohol testing of a negative test result on
an initial screening test or of a negative or positive test result on a confirmatory
test.
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Notice of and Right to Test Result Report

Within three (3) working days after receipt of a test result report from the testing
laboratory, the school district shall inform in writing, an employee or job
applicant who has undergone drug or alcohol testing of the employee or job
applicant’s right to request and receive from the school district a copy of the
test result report on any drug or alcohol test.

Notice of and Right to Explain Positive Test Result

a. If an employee or job applicant has a positive test result on a
confirmatory test, the school district shall provide the individual with
notice of the test results and, at the same time, written notice of the
right to explain the results and to submit additional information.

b. The school district may request that the employee or job applicant
indicate any over-the-counter or prescription medication that the
individual is currently taking or has recently taken and any other
information relevant to the reliability of, or explanation for, a positive
test result.

C. The employee may present verification of enrollment in the medical
cannabis patient registry as part of the employee’s explanation.

d. Use of nonintoxicating cannabinoids or edible cannabinoid products is
not a legitimate medical explanation for a confirmed positive test result
for marijuana. MROs will verify a drug test confirmed as positive, even
if an employee claims to have only used nonintoxicating cannabinoids
or edible cannabinoid product.

e. Within three (3) working days after notice of a positive test result on a
confirmatory test, an employee or job applicant may submit information
(in addition to any information already submitted) to the school district
to explain that result.

Notice of and Right to Request Confirmatory Retests

a. If an employee or job applicant has a positive test result on a
confirmatory test, the school district shall provide the individual with
notice of the test results and, at the same time, written notice of the
right to request a confirmatory retest of the original sample at his or her
expense.

b. An employee or job applicant may request a confirmatory retest of the
original sample at his or her own expense after notice of a positive test
result on a confirmatory test. Within five (5) working days after notice
of the confirmatory test result, the employee or job applicant shall notify
the school district in writing of his or her intention to obtain a
confirmatory retest. Within three (3) working days after receipt of the
notice, the school district shall notify the original testing laboratory that
the employee or job applicant has requested the laboratory to conduct
the confirmatory retest or to transfer the sample to another laboratory
licensed under Minnesota Statutes, section 181.953, subdivision 1 to
conduct the confirmatory retest. The original testing laboratory shall
ensure that appropriate chain-of-custody procedures are followed
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during transfer of the sample to the other laboratory. The confirmatory
retest must use the same drug or alcohol threshold detection levels as
used in the original confirmatory test. If the confirmatory retest does
not confirm the original positive test result, no adverse personnel action
based on the original confirmatory test may be taken against the
employee or job applicant.

6. If an employee or job applicant has a positive test result on a confirmatory test,
the school district, at the time of providing notice of the test results, shall also
provide written notice to inform the individual of other rights provided under
Sections F. or G., below, whichever is applicable.

Attachments E and F to this policy provide the Notices described in Paragraphs
2. through 6. of this Section E.

Discharge and Discipline of Employees Whose Positions Do Not Require a Commercial
Driver'’s License

1. The school district may not discharge, discipline, discriminate against, request,
or require rehabilitation of an employee on the basis of a positive test result
from an initial screening test that has not been verified by a confirmatory test.

2. In the case of a positive test result on a confirmatory test, the employee shall
be subject to discipline which includes, but is not limited to, immediate
suspension without pay and immediate discharge, pursuant to the provisions of
this policy.

3. The school district may not discharge an employee for whom a positive test
result on a confirmatory test was the first such result for the employee on a
drug or alcohol test requested by the school district, unless the following
conditions have been met:

a. The school district has first given the employee an opportunity to
participate in, at the employee’s own expense or pursuant to coverage
under an employee benefit plan, either a drug or alcohol counseling or
rehabilitation program, whichever is more appropriate, as determined
by the school district after consultation with a certified chemical abuse
counselor or a physician trained in the diagnosis and treatment of
chemical dependency; and

b. The employee has either refused to participate in the counseling or
rehabilitation program or has failed to successfully complete the
program, as evidenced by withdrawal from the program before its
completion or by a positive test result on a confirmatory test after
completion of the program.

4. Notwithstanding Paragraph 1., the school district may temporarily suspend the
tested employee or transfer that employee to another position at the same rate
of pay pending the outcome of the confirmatory test and, if requested, the
confirmatory retest, provided the school district believes that it is reasonably
necessary to protect the health or safety of the employee, co-employees or the
public. An employee who has been suspended without pay must be reinstated
with back pay if the outcome of the confirmatory test or requested confirmatory
retest is negative.
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5. The school district may not discharge, discipline, discriminate against, request,
or require rehabilitation of an employee on the basis of medical history
information or the employee’s status as a patient enrolled in the medical
cannabis registry program revealed to the school district, unless the employee
was under an affirmative duty to provide the information before, upon, or after
hire, or failing to do so would violate federal law or regulations or cause the
school district to lose money or licensing-related benefit under federal law or
regulations.

6. The school district may not discriminate against any employee in termination,
discharge, or any term of condition of employment or otherwise penalize an
employee based upon an employee registered patient’s positive drug test for
cannabis components or metabolites, unless the employee used, possessed, or
was impaired by medical cannabis on school district property during the hours
of employment.

7. An employee must be given access to information in the individual’s personnel
file relating to positive test result reports and other information acquired in the
drug and alcohol testing process and conclusions drawn from and actions taken
based on the reports or other acquired information.

Withdrawal of Job Offer for an Applicant for a Position That Does Not Require a
Commercial Driver’s License

If a job applicant has received a job offer made contingent on the applicant’s passing
drug and alcohol testing, the school district may not withdraw the offer based on a
positive test result from an initial screening test that has not been verified by a
confirmatory test. In the case of a positive test result on a confirmatory test, the school
district may withdraw the job offer.

Chain-of-Custody Procedures

The school district has established its own reliable chain-of-custody procedures to
ensure proper record keeping, handling, labeling, and identification of the samples to
be tested. The procedures require the following:

1. Possession of a sample must be traceable to the employee from whom the
sample is collected, from the time the sample is collected through the time the
sample is delivered to the laboratory;

2. The sample must always be in the possession of, must always be in view of, or
must be placed in a secure area by a person authorized to handle the sample;

3. A sample must be accompanied by a written chain-of-custody record; and
4. Individuals relinquishing or accepting possession of the sample must record the
time the possession of the sample was transferred and must sign and date the

chain-of-custody record at the time of transfer.

Privacy, Confidentiality and Privilege Safeguards

1. Privacy Limitations

A laboratory may only disclose to the school district test result data regarding
the presence or absence of drugs, alcohol or their metabolites in a sample
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tested.

Confidentiality Limitations

With respect to employees and job applicants, test result reports and other
information acquired in the drug or alcohol testing process are private data on
individuals as that phrase is defined in Minnesota Statutes Chapter 13, and may
not be disclosed by the school district or laboratory to another employer or to a
third-party individual, governmental agency, or private organization without the
written consent of the employee or job applicant tested.

Exceptions to Privacy and Confidentiality Disclosure Limitations

Notwithstanding Paragraphs 1. and 2., evidence of a positive test result on a
confirmatory test may be: (1) used in an arbitration proceeding pursuant to a
collective bargaining agreement, an administrative hearing under Minnesota
Statutes, Chapter 43A or other applicable state or local law, or a judicial
proceeding, provided that information is relevant to the hearing or proceeding;
(2) disclosed to any federal agency or other unit of the United States
government as required under federal law, regulation or order, or in accordance
with compliance requirements of a federal government contract; and (3)
disclosed to a substance abuse treatment facility for the purpose of evaluation
or treatment of the employee.

Privilege

Positive test results from the school district drug or alcohol testing program may
not be used as evidence in a criminal action against the employee or job
applicant tested.

J. Notice of Testing Policy to Affected Employees

The school district shall provide written notice of this drug and alcohol testing policy to
all affected employees upon adoption of the policy, to a previously non-affected
employee upon transfer to an affected position under the policy, and to a job applicant
upon hire and before any testing of the applicant if the job offer is made contingent on
the applicant’s passing drug and alcohol testing. Affected employees and applicants will
acknowledge receipt of this written notice in the form of Attachment G to this policy.

V. POSTING

The school district shall post notice in an appropriate and conspicuous location on its premises
that it has adopted a drug and alcohol testing policy and that copies of the policy are available
for inspection during regular business hours by its employees or job applicants in its personnel
office or other suitable locations.

Legal References:

Minn. Stat. Ch. 13 (Minnesota Government Data Practices Act)
Minn. Stat. Ch. 43A (State Personnel Management)

Minn. Stat. § 151.72 (Sale of Certain Cannabinoid Products)

Minn. Stat. § 152.01 (Definitions)

Minn. Stat. § 152.22 (Definitions; Medical Cannabis)

Minn. Stat. § 152.23 (Limitations; Medical Cannabis)

Minn. Stat. § 152.32 (Protections for Registry Program Participation)
Minn. Stat. § 176.011, subd. 16 (Definitions; Personal Injury)
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Cross-References:

Minn. Stat. §§ 181.950-181.957 (Drug and Alcohol Testing in the Workplace)
Minn. Stat. § 221.031 (Motor Carrier Rules)

49 U.S.C. § 31306 (Omnibus Transportation Employee Testing Act of 1991)

49 U.S.C. 31306a (National Clearinghouse for Controlled Substance and Alcohol
Test Results of Commercial Motor Vehicle Operators)

49 U.S.C. § 521(b) (Civil and Criminal Penalties for Violations)

49 C.F.R. Parts 40 and 382 (Department of Transportation Rules Implementing
Omnibus Transportation Employee Testing Act of 1991)

MSBA/MASA Model Policy 403 (Discipline, Suspension, and Dismissal of School
District Employees)

MSBA/MASA Model Policy 406 (Public and Private Personnel Data)
MSBA/MASA Model Policy 417 (Chemical Use and Abuse)

MSBA/MASA Model Policy 418 (Drug-Free Workplace/Drug-Free School)
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418 DRUG-FREE WORKPLACE/DRUG-FREE SCHOOL

1. PURPOSE

The purpose of this policy is to maintain a safe and healthful environment for employees and
students by prohibiting the use of alcohol, toxic substances, medical cannabis, nonintoxicating
cannabinoids (including edible cannabinoid products), and controlled substances without a
physician’s prescription.

II1. GENERAL STATEMENT OF POLICY

A.

Use or possession of alcohol, toxic substances, medical cannabis, nonintoxicating
cannabinoids (including edible cannabinoid products), and controlled substances
before, during, or after school hours, at school or in any other school location, is
prohibited as general policy. Paraphernalia associated with controlled substances is
prohibited.

A violation of this policy occurs when any student, teacher, administrator, other school
district personnel, or member of the public uses or possesses alcohol, toxic
substances, medical cannabis, nonintoxicating cannabinoids (including edible
cannabinoid products), or controlled substances in any school location.

The school district will act to enforce this policy and to discipline or take appropriate
action against any student, teacher, administrator, school personnel, or member of
the public who violates this policy.

I1I. DEFINITIONS

A.
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“Alcohol” includes any alcoholic beverage containing more than one-half of one
percent alcohol by volume.

“Controlled substances” include narcotic drugs, hallucinogenic drugs, amphetamines,
barbiturates, marijuana, anabolic steroids, or any other controlled substance as
defined in Schedules I through V of the Controlled Substances Act, 21 United States
Code section 812, including analogues and look-alike drugs.

“Edible cannabinoid product” means any product that is intended to be eaten or
consumed as a beverage by humans, contains a cannabinoid in combination with food
ingredients, and is not a drug.

“Nonintoxicating cannabinoid” means substances extracted from certified hemp plants
that do not produce intoxicating effects when consumed by any route of
administration.

“Medical cannabis” means any species of the genus cannabis plant, or any mixture or
preparation of them, including whole plant extracts and resins, and is delivered in the
form of: (1) liquid, including, but not limited to, oil; (2) pill; (3) vaporized delivery
method with use of liquid or oil but which does not require the use of dried leaves or
plant form; (4) combustion with use of dried raw cannabis; or (5) any other method
approved by the commissioner.

“Possess” means to have on one’s person, in one’s effects, or in an area subject to
one’s control.
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“School location” includes any school building or on any school premises; in any
school-owned vehicle or in any other school-approved vehicle used to transport
students to and from school or school activities; off school property at any school-
sponsored or school-approved activity, event, or function, such as a field trip or
athletic event, where students are under the jurisdiction of the school district; or
during any period of time such employee is supervising students on behalf of the
school district or otherwise engaged in school district business.

“Toxic substances” includes: (1) glue, cement, aerosol paint, containing toluene,
benzene, xylene, amyl nitrate, butyl nitrate, nitrous oxide, or containing other
aromatic hydrocarbon solvents, but does not include glue, cement, or paint contained
in a packaged kit for the construction of a model automobile, airplane, or similar item;
(2) butane or a butane lighter; or (3) any similar substance declared to be toxic to the
central nervous system and to have a potential for abuse, by a rule adopted by the
commissioner of health.

“Use” includes to sell, buy, manufacture, distribute, dispense, possess, use, or be
under the influence of alcohol, toxic substances, medical cannabis, nonintoxicating
cannabinoids (including edible cannabinoid products), and/or controlled substances,
whether or not for the purpose of receiving remuneration or consideration.

IV. EXCEPTIONS

A.

A violation of this policy does not occur when a person brings onto a school location,
for such person’s own use, a controlled substance, except medical cannabis, which has
a currently accepted medical use in treatment in the United States and the person has
a physician’s prescription for the substance. The person shall comply with the relevant
procedures of this policy.

A violation of this policy does not occur when a person possesses an alcoholic
beverage in a school location when the possession is within the exceptions of
Minnesota Statutes section 624.701, subdivision 1a (experiments in laboratories;
pursuant to a temporary license to sell liquor issued under Minnesota laws or
possession after the purchase from such a temporary license holder).

V. PROCEDURES

A.

D.
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Students who have a prescription from a physician for medical treatment with a
controlled substance, except medical cannabis, must comply with the school district’s
student medication policy.

Employees who have a prescription from a physician for medical treatment with a
controlled substance, except medical cannabis, are permitted to possess such
controlled substance and associated necessary paraphernalia, such as an inhaler or
syringe. The employee must inform his or her supervisor. The employee may be
required to provide a copy of the prescription.

Each employee shall be provided with written notice of this Drug-Free
Workplace/Drug-Free School policy and shall be required to acknowledge that he or
she has received the policy.

Employees are subject to the school district’s drug and alcohol testing policies and

Duluth Public Schools ISD 709 | Duluth, MN | (218) 336-8752



66

procedures.

Members of the public are not permitted to possess controlled substances in a school
location except with the express permission of the superintendent.

No person is permitted to possess or use medical cannabis on a school bus or van; or
on the grounds of any preschool or primary or secondary school; or on the grounds of
any child care facility. This prohibition includes (1) vaporizing or combusting medical
cannabis on any form of public transportation where the vapor or smoke could be
inhaled by a minor child or in any public place, including indoor or outdoor areas used
by or open to the general public or place of employment; and (2) operating,
navigating, or being in actual physical control of any motor vehicle or working on
transportation property, equipment or facilities while under the influence of medial
cannabis.

Possession of alcohol on school grounds pursuant to the exceptions of Minnesota
Statutes section 624.701, subdivision 1a, shall be by permission of the school board
only. The applicant shall apply for permission in writing and shall follow the school
board procedures for placing an item on the agenda.

VI. ENFORCEMENT

A.
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Students

1. Students may be required to participate in programs and activities that
provide education against the use of alcohol, tobacco, marijuana, smokeless
tobacco products, electronic cigarettes, and nonintoxicating cannabinoids
(including edible cannabinoid products),

2. Students may be referred to drug or alcohol assistance or rehabilitation
programs; school based mental health services, mentoring and counseling,
including early identification of mental health symptoms, drug use and
violence and appropriate referral to direct individual or group counselling
service. which may be provide by school based mental health services
providers; and/or referral to law enforcement officials when appropriate.

3. A student who violates the terms of this policy shall be subject to discipline in
accordance with the school district’s discipline policy. Such discipline may
include suspension or expulsion from school.

Employees

1. As a condition of employment in any federal grant, each employee who is
engaged either directly or indirectly in performance of a federal grant shall
abide by the terms of this policy and shall notify his or her supervisor in
writing of his or her conviction of any criminal drug statute for a violation
occurring in any of the places listed above on which work on a school district
federal grant is performed, no later than five (5) calendar days after such
conviction. Conviction means a finding of guilt (including a plea of nolo
contendere) or imposition of sentence, or both, by any judicial body charged
with the responsibility to determine violations of the federal or state criminal
drug statutes.
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2. An employee who violates the terms of this policy is subject to disciplinary
action, including nonrenewal, suspension, termination, or discharge as deemed
appropriate by the school board.

3. In addition, any employee who violates the terms of this policy may be
required to satisfactorily participate in a drug and/or alcohol abuse assistance
or rehabilitation program approved by the school district. Any employee who
fails to satisfactorily participate in and complete such a program is subject to
nonrenewal, suspension, or termination as deemed appropriate by the school
board.

4. Sanctions against employees, including nonrenewal, suspension, termination,
or discharge shall be pursuant to and in accordance with applicable statutory
authority, collective bargaining agreements, and school district policies.

C. The Public

A member of the public who violates this policy shall be informed of the policy and
asked to leave. If necessary, law enforcement officials will be notified and asked to
provide an escort.

Legal References: Minn. Stat. § 121A.22 (Administration of Drugs and Medicine)
Minn. Stat. § 121A.40-§ 121A.56 (Pupil Fair Dismissal Act)
Minn. Stat. § 151.72 (Sale of Certain Cannabinoid Products)
Minn. Stat. § 152.22, subd. 6 (Definitions; Medical Cannabis)
Minn. Stat. § 152.23 (Limitations; Medical Cannabis)
Minn. Stat. § 340A.101 (Definitions; Alcoholic Beverage)
Minn. Stat. § 340A.403 (3.2 Percent Malt Liquor Licenses)
Minn. Stat. § 340A.404 (Intoxicating Liquor; On-Sale Licenses)
Minn. Stat. § 609.684 (Abuse of Toxic Substances)
Minn. Stat. § 624.701 (Alcohol in Certain Buildings or Grounds)
20 U.S.C. § 7101-7122 (Student Support and Academic Enrichment Grants)
21 U.S.C. § 812 (Schedules of Controlled Substances)
41 U.S.C. §§ 8101-8106 (Drug-Free Workplace Act)
21 C.F.R. §§ 1308.11-1308.15 (Controlled Substances)
34 C.F.R. Part 84 (Government-Wide Requirements for Drug-Free Workplace)

Cross References: MSBA/MASA Model Policy 403 (Discipline, Suspension, and Dismissal of School
District Employees)
MSBA/MASA Model Policy 416 (Drug and Alcohol Testing)
MSBA/MASA Model Policy 417 (Chemical Use and Abuse)
MSBA/MASA Model Policy 419 (Tobacco-Free Environment; Possession and use
of Tobacco, Tobacco-Related Devices, and Electronic Delivery Devices; Vaping
Awareness and Prevention Instruction)
MSBA/MASA Model Policy 506 (Student Discipline)
MSBA/MASA Model Policy 516 (Student Medication)

Replacing: Policy 4036
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Adopted: MSBA/MASA Model Policy 418

Orig. 1995
Revised: Rev. 2022
418 DRUG-FREE WORKPLACE/DRUG-FREE SCHOOL

II.

III.

[Note: School districts are required by statute to have a policy addressing these
issues.]

PURPOSE

The purpose of this policy is to maintain a safe and healthful environment for employees and
students by prohibiting the use of alcohol, toxic substances, medical cannabis, nonintoxicating
cannabinoids (including edible cannabinoid products), and controlled substances without a
physician’s prescription.

GENERAL STATEMENT OF POLICY

A. Use or possession of alcohol, toxic substances, medical cannabis, nonintoxicating
cannabinoids (including edible cannabinoid products), and controlled substances
before, during, or after school hours, at school or in any other school location, is
prohibited as general policy. Paraphernalia associated with controlled substances is
prohibited.

B. A violation of this policy occurs when any student, teacher, administrator, other school
district personnel, or member of the public uses or possesses alcohol, toxic
substances, medical cannabis, nonintoxicating cannabinoids (including edible
cannabinoid products), or controlled substances in any school location.

C. The school district will act to enforce this policy and to discipline or take appropriate
action against any student, teacher, administrator, school personnel, or member of
the public who violates this policy.

DEFINITIONS

A. “Alcohol” includes any alcoholic beverage containing more than one-half of one
percent alcohol by volume.

B. “Controlled substances” include narcotic drugs, hallucinogenic drugs, amphetamines,
barbiturates, marijuana, anabolic steroids, or any other controlled substance as
defined in Schedules I through V of the Controlled Substances Act, 21 United States
Code section 812, including analogues and look-alike drugs.

C. “Edible cannabinoid product” means any product that is intended to be eaten or
consumed as a beverage by humans, contains a cannabinoid in combination with food
ingredients, and is not a drug.

D. “Nonintoxicating cannabinoid” means substances extracted from certified hemp plants
that do not produce intoxicating effects when consumed by any route of
administration.

E. “Medical cannabis” means any species of the genus cannabis plant, or any mixture or
preparation of them, including whole plant extracts and resins, and is delivered in the
form of: (1) liquid, including, but not limited to, oil; (2) pill; (3) vaporized delivery
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method with use of liquid or oil but which does not require the use of dried leaves or
plant form; (4) combustion with use of dried raw cannabis; or (5) any other method
approved by the commissioner.

“Possess” means to have on one’s person, in one’s effects, or in an area subject to
one’s control.

“School location” includes any school building or on any school premises; in any
school-owned vehicle or in any other school-approved vehicle used to transport
students to and from school or school activities; off school property at any school-
sponsored or school-approved activity, event, or function, such as a field trip or
athletic event, where students are under the jurisdiction of the school district; or
during any period of time such employee is supervising students on behalf of the
school district or otherwise engaged in school district business.

“Toxic substances” includes: (1) glue, cement, aerosol paint, containing toluene,
benzene, xylene, amyl nitrate, butyl nitrate, nitrous oxide, or containing other
aromatic hydrocarbon solvents, but does not include glue, cement, or paint contained
in a packaged kit for the construction of a model automobile, airplane, or similar item;
(2) butane or a butane lighter; or (3) any similar substance declared to be toxic to the
central nervous system and to have a potential for abuse, by a rule adopted by the
commissioner of health.

“Use” includes to sell, buy, manufacture, distribute, dispense, possess, use, or be
under the influence of alcohol, toxic substances, medical cannabis, nonintoxicating
cannabinoids (including edible cannabinoid products), and/or controlled substances,
whether or not for the purpose of receiving remuneration or consideration.

IV. EXCEPTIONS

A.

A violation of this policy does not occur when a person brings onto a school location,
for such person’s own use, a controlled substance, except medical cannabis, which has
a currently accepted medical use in treatment in the United States and the person has
a physician’s prescription for the substance. The person shall comply with the relevant
procedures of this policy.

A violation of this policy does not occur when a person possesses an alcoholic
beverage in a school location when the possession is within the exceptions of
Minnesota Statutes section 624.701, subdivision 1a (experiments in laboratories;
pursuant to a temporary license to sell liquor issued under Minnesota laws or
possession after the purchase from such a temporary license holder).

V. PROCEDURES

A.

Students who have a prescription from a physician for medical treatment with a
controlled substance, except medical cannabis, must comply with the school district’s
student medication policy.

[Note: School districts are required by Minnesota Statutes, section 121A.22 to
develop procedures for the administration of drugs and medicine. If the
school district does not have a student medication policy such as MSBA/MASA
Model Policy 516, this Paragraph A. can be modified to provide: "Students
who have a prescription from a physician for medical treatment with a
controlled substance must provide a copy of the prescription and the
medication to the school nurse, principal, or other designated staff member.
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The school district’s licensed school nurse, trained health clerk, principal, or
teacher will administer the prescribed medication in accordance with school
district procedures.”]

B. Employees who have a prescription from a physician for medical treatment with a
controlled substance, except medical cannabis, are permitted to possess such
controlled substance and associated necessary paraphernalia, such as an inhaler or
syringe. The employee must inform his or her supervisor. The employee may be
required to provide a copy of the prescription.

C. Each employee shall be provided with written notice of this Drug-Free
Workplace/Drug-Free School policy and shall be required to acknowledge that he or
she has received the policy.

[Note: The Drug-Free Workplace Act requires that school district employees
be notified by a published statement of the prohibition of the use of
controlled substances and actions that will be taken against employees for
violations of such prohibition. 41 United States Code section 8103; 34 Code
of Federal Regulations Part 84. An acknowledgment will document
satisfaction by the school district of this federal requirement.]

D. Employees are subject to the school district’s drug and alcohol testing policies and
procedures.
E. Members of the public are not permitted to possess controlled substances in a school

location except with the express permission of the superintendent.

F. No person is permitted to possess or use medical cannabis on a school bus or van; or
on the grounds of any preschool or primary or secondary school; or on the grounds of
any child care facility. This prohibition includes (1) vaporizing or combusting medical
cannabis on any form of public transportation where the vapor or smoke could be
inhaled by a minor child or in any public place, including indoor or outdoor areas used
by or open to the general public or place of employment; and (2) operating,
navigating, or being in actual physical control of any motor vehicle or working on
transportation property, equipment or facilities while under the influence of medial
cannabis.

G. Possession of alcohol on school grounds pursuant to the exceptions of Minnesota
Statutes section 624.701, subdivision 1a, shall be by permission of the school board
only. The applicant shall apply for permission in writing and shall follow the school
board procedures for placing an item on the agenda.

VI. ENFORCEMENT
A. Students

1. Students may be required to participate in programs and activities that
provide education against the use of alcohol, tobacco, marijuana, smokeless
tobacco products, electronic cigarettes, and nonintoxicating cannabinoids
(including edible cannabinoid products),

2. Students may be referred to drug or alcohol assistance or rehabilitation
programs; school based mental health services, mentoring and counseling,
including early identification of mental health symptoms, drug use and
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violence and appropriate referral to direct individual or group counselling
service. which may be provide by school based mental health services
providers; and/or referral to law enforcement officials when appropriate.

A student who violates the terms of this policy shall be subject to discipline in
accordance with the school district’s discipline policy. Such discipline may
include suspension or expulsion from school.

B. Employees

1.

As a condition of employment in any federal grant, each employee who is
engaged either directly or indirectly in performance of a federal grant shall
abide by the terms of this policy and shall notify his or her supervisor in
writing of his or her conviction of any criminal drug statute for a violation
occurring in any of the places listed above on which work on a school district
federal grant is performed, no later than five (5) calendar days after such
conviction. Conviction means a finding of guilt (including a plea of nolo
contendere) or imposition of sentence, or both, by any judicial body charged
with the responsibility to determine violations of the federal or state criminal
drug statutes.

An employee who violates the terms of this policy is subject to disciplinary
action, including nonrenewal, suspension, termination, or discharge as deemed
appropriate by the school board.

In addition, any employee who violates the terms of this policy may be
required to satisfactorily participate in a drug and/or alcohol abuse assistance
or rehabilitation program approved by the school district. Any employee who
fails to satisfactorily participate in and complete such a program is subject to
nonrenewal, suspension, or termination as deemed appropriate by the school
board.

Sanctions against employees, including nonrenewal, suspension, termination,
or discharge shall be pursuant to and in accordance with applicable statutory
authority, collective bargaining agreements, and school district policies.

C. The Public

A member of the public who violates this policy shall be informed of the policy and
asked to leave. If necessary, law enforcement officials will be notified and asked to
provide an escort.

Legal References:

Minn. Stat. § 121A.22 (Administration of Drugs and Medicine)
Minn. Stat. § 121A.40-§ 121A.56 (Pupil Fair Dismissal Act)
Minn. Stat. § 151.72 (Sale of Certain Cannabinoid Products)
Minn. Stat. § 152.22, subd. 6 (Definitions; Medical Cannabis)
Minn. Stat. § 152.23 (Limitations; Medical Cannabis)

Minn. Stat. § 340A.101 (Definitions; Alcoholic Beverage)

Minn. Stat. § 340A.403 (3.2 Percent Malt Liquor Licenses)
Minn. Stat. § 340A.404 (Intoxicating Liquor; On-Sale Licenses)
Minn. Stat. § 609.684 (Abuse of Toxic Substances)

Minn. Stat. § 624.701 (Alcohol in Certain Buildings or Grounds)
20 U.S.C. § 7101-7122 (Student Support and Academic Enrichment Grants)
21 U.S.C. § 812 (Schedules of Controlled Substances)
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Cross References:

41 U.S.C. §§ 8101-8106 (Drug-Free Workplace Act)
21 C.F.R. §§ 1308.11-1308.15 (Controlled Substances)
34 C.F.R. Part 84 (Government-Wide Requirements for Drug-Free Workplace)

MSBA/MASA Model Policy 403 (Discipline, Suspension, and Dismissal of School
District Employees)

MSBA/MASA Model Policy 416 (Drug and Alcohol Testing)

MSBA/MASA Model Policy 417 (Chemical Use and Abuse)

MSBA/MASA Model Policy 419 (Tobacco-Free Environment; Possession and use
of Tobacco, Tobacco-Related Devices, and Electronic Delivery Devices; Vaping
Awareness and Prevention Instruction)

MSBA/MASA Model Policy 506 (Student Discipline)

MSBA/MASA Model Policy 516 (Student Medication)
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II1.

I1I.

IV.

INTERNET ACCEPTABLE USE AND SAFETY POLICY
PURPOSE

The purpose of this policy is to set forth policies and guidelines for access to the school district
computer system and acceptable and safe use of the Internet, including electronic
communications.

GENERAL STATEMENT OF POLICY

In making decisions regarding student and employee access to the school district computer
system and the Internet, including electronic communications, the school district considers its
own stated educational mission, goals, and objectives. Electronic information research skills are
now fundamental to preparation of citizens and future employees. Access to the school district
computer system and to the Internet enables students and employees to explore thousands of
libraries, databases, bulletin boards, and other resources while exchanging messages with
people around the world. The school district expects that faculty will blend thoughtful use of
the school district computer system and the Internet throughout the curriculum and will provide
guidance and instruction to students in their use.

LIMITED EDUCATIONAL PURPOSE

The school district is providing students and employees with access to the school district
computer system, which includes Internet access. The purpose of the system is more specific
than providing students and employees with general access to the Internet. The school district
system has a limited educational purpose, which includes use of the system for classroom
activities, educational research, and professional or career development activities. Users are
expected to use Internet access through the district system to further educational and personal
goals consistent with the mission of the school district and school policies. Uses which might be
acceptable on a user’s private personal account on another system may not be acceptable on
this limited-purpose network.

USE OF SYSTEM IS A PRIVILEGE

The use of the school district system and access to use of the Internet is a privilege, not a right.
Depending on the nature and degree of the violation and the number of previous violations,
unacceptable use of the school district system or the Internet may result in one or more of the
following consequences: suspension or cancellation of use or access privileges; payments for
damages and repairs; discipline under other appropriate school district policies, including
suspension, expulsion, exclusion, or termination of employment; or civil or criminal liability
under other applicable laws.

UNACCEPTABLE USES

A. While not an exhaustive list, the following uses of the school district system and Internet
resources or accounts are considered unacceptable:

1. Users will not use the school district system to access, review, upload, download,
store, print, post, receive, transmit, or distribute:

a. pornographic, obscene, or sexually explicit material or other visual
depictions that are harmful to minors;

b. obscene, abusive, profane, lewd, vulgar, rude, inflammatory,
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threatening, disrespectful, or sexually explicit language;

C. materials that use language or images that are inappropriate in the
education setting or disruptive to the educational process;

d. information or materials that could cause damage or danger of
disruption to the educational process;

e. materials that use language or images that advocate violence or
discrimination toward other people (hate literature) or that may
constitute harassment or discrimination.

Users will not use the school district system to knowingly or recklessly post,
transmit, or distribute false or defamatory information about a person or
organization, or to harass another person, or to engage in personal attacks,
including prejudicial or discriminatory attacks.

Users will not use the school district system to engage in any illegal act or violate
any local, state, or federal statute or law.

Users will not use the school district system to vandalize, damage, or disable
the property of another person or organization, will not make deliberate
attempts to degrade or disrupt equipment, software, or system performance by
spreading computer viruses or by any other means, will not tamper with, modify,
or change the school district system software, hardware, or wiring or take any
action to violate the school district’s security system, and will not use the school
district system in such a way as to disrupt the use of the system by other users.

Users will not use the school district system to gain unauthorized access to
information resources or to access another person’s materials, information, or
files without the implied or direct permission of that person.

Users will not use the school district system to post private information about
another person, personal contact information about themselves or other
persons, or other personally identifiable information, including, but not limited
to, addresses, telephone numbers, school addresses, work addresses,
identification numbers, account numbers, access codes or passwords, labeled
photographs, or other information that would make the individual’s identity
easily traceable, and will not repost a message that was sent to the user
privately without permission of the person who sent the message.

a. This paragraph does not prohibit the posting of employee contact
information on school district webpages or communications between
employees and other individuals when such communications are made
for education-related purposes (i.e., communications with parents or
other staff members related to students).

b. Employees creating or posting school-related webpages may include
personal contact information about themselves on a webpage. However,
employees may not post personal contact information or other
personally identifiable information about students unless:

(1) such information is classified by the school district as directory
information and verification is made that the school district has
not received notice from a parent/guardian or eligible student
that such information is not to be designated as directory
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information in accordance with Policy 515; or

(2) such information is not classified by the school district as
directory information but written consent for release of the
information to be posted has been obtained from a
parent/guardian or eligible student in accordance with
Policy 515.

In addition, prior to posting any personal contact or personally
identifiable information on a school-related webpage, employees shall
obtain written approval of the content of the postings from the building
administrator.

C. These prohibitions specifically prohibit a user from utilizing the school
district system to post personal information about a user or another
individual on social networks, including, but not limited to, social
networks such as "“Facebook,” “Twitter,” “Instagram,” “Snapchat,”
“TikTok,” “Reddit,” and similar websites or applications.

7. Users must keep all account information and passwords on file with the
designated school district official. Users will not attempt to gain unauthorized
access to the school district system or any other system through the school
district system, attempt to log in through another person’s account, or use
computer accounts, access codes, or network identification other than those
assigned to the user. Messages and records on the school district system may
not be encrypted without the permission of appropriate school authorities.

8. Users will not use the school district system to violate copyright laws or usage
licensing agreements, or otherwise to use another person’s property without the
person’s prior approval or proper citation, including the downloading or
exchanging of pirated software or copying software to or from any school
computer, and will not plagiarize works they find on the Internet.

9. Users will not use the school district system for conducting business, for
unauthorized commercial purposes, or for financial gain unrelated to the mission
of the school district. Users will not use the school district system to offer or
provide goods or services or for product advertisement. Users will not use the
school district system to purchase goods or services for personal use without
authorization from the appropriate school district official.

10. Users will not use the school district system to engage in bullying or
cyberbullying in violation of the school district’s Bullying Prohibition Policy. This
prohibition includes using any technology or other electronic communication off
school premises to the extent that student learning or the school environment
is substantially and materially disrupted.

The school district has a special interest in regulating off-campus speech that materially
disrupts classwork or involves substantial disorder or invasion of the rights of others. A
student or employee engaging in the foregoing unacceptable uses of the Internet when
off school district premises also may be in violation of this policy as well as other school
district policies. Examples of such violations may include, but are not limited to, serious
or severe bullying or harassment targeting particular individuals, threats aimed at
teachers or other students, failure to follow rules concerning lessons, the writing of
papers, the use of computers, or participation in other online school activities, and
breaches of school security devices. If the school district receives a report of an
unacceptable use originating from a non-school computer or resource, the school district
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may investigate such reports to the best of its ability. Students or employees may be
subject to disciplinary action for such conduct, including, but not limited to, suspension
or cancellation of the use or access to the school district computer system and the
Internet and discipline under other appropriate school district policies, including
suspension, expulsion, exclusion, or termination of employment.

If a user inadvertently accesses unacceptable materials or an unacceptable Internet site,
the user shall immediately disclose the inadvertent access to an appropriate school
district official. In the case of a school district employee, the immediate disclosure shall
be to the employee’s immediate supervisor and/or the building administrator. This
disclosure may serve as a defense against an allegation that the user has intentionally
violated this policy. In certain rare instances, a user also may access otherwise
unacceptable materials if necessary to complete an assignment and if done with the
prior approval of and with appropriate guidance from the appropriate teacher or, in the
case of a school district employee, the building administrator.

With respect to any of its computers with Internet access, the school district will monitor
the online activities of both minors and adults and employ technology protection
measures during any use of such computers by minors and adults. The technology
protection measures utilized will block or filter Internet access to any visual depictions
that are:

1. Obscene;
2. Child pornography; or
3. Harmful to minors.

The term “harmful to minors” means any picture, image, graphic image file, or other
visual depiction that:

1. Taken as a whole and with respect to minors, appeals to a prurient interest in
nudity, sex, or excretion; or

2. Depicts, describes, or represents, in a patently offensive way with respect to
what is suitable for minors, an actual or simulated sexual act or sexual contact,
actual or simulated normal or perverted sexual acts, or a lewd exhibition of the
genitals; and

3. Taken as a whole, lacks serious literary, artistic, political, or scientific value as
to minors.

Software filtering technology shall be narrowly tailored and shall not discriminate based
on viewpoint.

An administrator, supervisor, or other person authorized by the Superintendent may
disable the technology protection measure, during use by an adult, to enable access for
bona fide research or other lawful purposes.

The school district will educate students about appropriate online behavior, including

interacting with other individuals on social networking websites and in chat rooms and
cyberbullying awareness and response.
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VII. CONSISTENCY WITH OTHER SCHOOL POLICIES

Use of the school district computer system and use of the Internet shall be consistent with school
district policies and the mission of the school district.

VIII. LIMITED EXPECTATION OF PRIVACY

A.

By authorizing use of the school district system, the school district does not relinquish
control over materials on the system or contained in files on the system. Users should
expect only limited privacy in the contents of personal files on the school district system.

Routine maintenance and monitoring of the school district system may lead to a
discovery that a user has violated this policy, another school district policy, or the law.

An individual investigation or search will be conducted if school authorities have a
reasonable suspicion that the search will uncover a violation of law or school district

policy.

Parents may have the right at any time to investigate or review the contents of their
child’s files and e-mail files in accordance with the school district’s Protection and Privacy
of Pupil Records Policy. Parents have the right to request the termination of their child’s
individual account at any time.

School district employees should be aware that the school district retains the right at
any time to investigate or review the contents of their files and e-mail files. In addition,
school district employees should be aware that data and other materials in files
maintained on the school district system may be subject to review, disclosure, or
discovery under Minnesota Statutes chapter 13 (Minnesota Government Data Practices
Act).

The school district will cooperate fully with local, state and federal authorities in any
investigation concerning or related to any illegal activities or activities not in compliance
with school district policies conducted through the school district system.

IX. INTERNET USE AGREEMENT

A.

The proper use of the Internet, and the educational value to be gained from proper
Internet use, is the joint responsibility of students, parents, and employees of the school
district.

This policy requires the permission of and supervision by the school’s designated
professional staff before a student may use a school account or resource to access the
Internet.

The Internet Use Agreement form for students must be read and signed by the user,
the parent or guardian, and the supervising teacher. The Internet Use Agreement form
for employees must be signed by the employee. The form must then be filed at the
school office. As supervising teachers change, the agreement signed by the new teacher
shall be attached to the original agreement.

LIMITATION ON SCHOOL DISTRICT LIABILITY

Use of the school district system is at the user’s own risk. The system is provided on an “as is,
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as available” basis. The school district will not be responsible for any damage users may suffer,
including, but not limited to, loss, damage, or unavailability of data stored on school district
diskettes, tapes, hard drives, or servers, or for delays or changes in or interruptions of service
or misdeliveries or nondeliveries of information or materials, regardless of the cause. The school
district is not responsible for the accuracy or quality of any advice or information obtained
through or stored on the school district system. The school district will not be responsible for
financial obligations arising through unauthorized use of the school district system or the

Internet.

XI. USER NOTIFICATION

A.

B.
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All users shall be notified of the school district policies relating to Internet use.

This notification shall include the following:

Notification that Internet use is subject to compliance with school district
policies.

Disclaimers limiting the school district’s liability relative to:
a. Information stored on school district diskettes, hard drives, or servers.

b. Information retrieved through school district computers, networks, or
online resources.

C. Personal property used to access school district computers, networks,
or online resources.

d. Unauthorized financial obligations resulting from use of school district
resources/accounts to access the Internet.

A description of the privacy rights and limitations of school sponsored/managed
Internet accounts.

Notification that, even though the school district may use technical means to
limit student Internet access, these limits do not provide a foolproof means for
enforcing the provisions of this acceptable use policy.

Notification that goods and services can be purchased over the Internet that
could potentially result in unwanted financial obligations and that any financial
obligation incurred by a student through the Internet is the sole responsibility
of the student and/or the student’s parents.

Notification that the collection, creation, reception, maintenance, and
dissemination of data via the Internet, including electronic communications, is
governed by Public and Private Personnel Data Policy, and Protection and Privacy
of Pupil Records Policy.

Notification that, should the user violate the school district’s acceptable use
policy, the user’s access privileges may be revoked, school disciplinary action
may be taken and/or appropriate legal action may be taken.

Notification that all provisions of the acceptable use policy are subordinate to
local, state, and federal laws.
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XII. PARENTS’ RESPONSIBILITY; NOTIFICATION OF STUDENT INTERNET USE

A.

Outside of school, parents bear responsibility for the same guidance of Internet use as
they exercise with information sources such as television, telephones, radio, movies,
and other possibly offensive media. Parents are responsible for monitoring their
student’s use of the school district system and of the Internet if the student is accessing
the school district system from home or a remote location.

Parents will be notified that their students will be using school district
resources/accounts to access the Internet and that the school district will provide
parents the option to request alternative activities not requiring Internet access. This
notification should include:

1. A copy of the user notification form provided to the student user.
2. A description of parent/guardian responsibilities.
3. A notification that the parents have the option to request alternative educational

activities not requiring Internet access and the material to exercise this option.

4. A statement that the Internet Use Agreement must be signed by the user, the
parent or guardian, and the supervising teacher prior to use by the student.

5. A statement that the school district’'s acceptable use policy is available for
parental review.

XIII. NOTIFICATION REGARDING TECHNOLOGY PROVIDERS

A.
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"Technology provider" means a person who:

1. contracts with the school district, as part of a one-to-one program or otherwise,
to provide a school-issued device for student use; and

2. creates, receives, or maintains educational data pursuant or incidental to a
contract with the school district.

"Parent" means a parent of a student and includes a natural parent, a guardian, or an
individual acting as a parent in the absence of a parent or a guardian.

Within 30 days of the start of each school year, the school district must give parents
and students direct and timely notice, by United States mail, e-mail, or other direct form
of communication, of any curriculum, testing, or assessment technology provider
contract affecting a student's educational data. The notice must:

1. identify each curriculum, testing, or assessment technology provider with access
to educational data;

2. identify the educational data affected by the curriculum, testing, or assessment
technology provider contract; and

3. include information about the contract inspection and provide contact

information for a school department to which a parent or student may direct
questions or concerns regarding any program or activity that allows a

Duluth Public Schools ISD 709 | Duluth, MN | (218) 336-8752

81



curriculum, testing, or assessment technology provider to access a student's
educational data.

The school district must provide parents and students an opportunity to inspect a
complete copy of any contract with a technology provider.

A contract between a technology provider and the school district must include
requirements to ensure appropriate security safeguards for educational data. The
contract must require that:

1. the technology provider's employees or contractors have access to educational
data only if authorized; and

2. the technology provider's employees or contractors may be authorized to access
educational data only if access is necessary to fulfill the official duties of the
employee or contractor.

All educational data created, received, maintained, or disseminated by a technology
provider pursuant or incidental to a contract with a public educational agency or
institution are not the technology provider's property.

XIV. SCHOOL-ISSUED DEVICES

A.
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"School-issued device" means hardware or software that the school district, acting
independently or with a technology provider, provides to an individual student for that
student's dedicated personal use. A school-issued device includes a device issued
through a one-to-one program.

Except as provided in paragraph C, the school district or a technology provider must not
electronically access or monitor:

1. any location-tracking feature of a school-issued device;

2. any audio or visual receiving, transmitting, or recording feature of a school-
issued device; or

3. student interactions with a school-issued device, including but not limited to
keystrokes and web-browsing activity.

The school district or a technology provider may only engage in activities prohibited by
paragraph B if:

1. the activity is limited to a noncommercial educational purpose for instruction,
technical support, or exam-proctoring by school district employees, student
teachers, staff contracted by the school district, a vendor, or the Minnesota
Department of Education, and notice is provided in advance;

2. the activity is permitted under a judicial warrant;

3. the school district is notified or becomes aware that the device is missing or
stolen;

4. the activity is necessary to respond to an imminent threat to life or safety and

the access is limited to that purpose;
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5. the activity is necessary to comply with federal or state law, including but not
limited to Minnesota Statutes section 121A.031; or

6. the activity is necessary to participate in federal or state funding programs, including
but not limited to the E-Rate program.

If the school district or a technology provider interacts with a school-issued device as
provided in paragraph C, clause 4, it must, within 72 hours of the access, notify the
student to whom the school-issued device was issued or that student's parent and
provide a written description of the interaction, including which features of the device
were accessed and a description of the threat. This notice is not required at any time
when the notice itself would pose an imminent threat to life or safety, but must instead
be given within 72 hours after that imminent threat has ceased.

XV. LIMIT ON SCREEN TIME FOR CHILDREN IN PRESCHOOL AND KINDERGARTEN

A child in a publicly funded preschool or kindergarten program may not use an individual-use
screen, such as a tablet, smartphone, or other digital media, without engagement from a teacher
or other students. This section does not apply to a child for whom the school has an
individualized family service plan, an individualized education program, or a 504 plan in effect.

XVI. IMPLEMENTATION; POLICY REVIEW

A.

The school district administration may develop appropriate user notification forms,
guidelines, and procedures necessary to implement this policy for submission to the
school board for approval. Upon approval by the school board, such guidelines, forms,
and procedures shall be an addendum to this policy.

The administration shall revise the user notifications, including student and parent
notifications, if necessary, to reflect the adoption of these guidelines and procedures.

The school district Internet policies and procedures are available for review by all
parents, guardians, staff, and members of the community.

Because of the rapid changes in the development of the Internet, the school board shall
conduct an annual review of this policy.

Legal References: Minn. Stat. Ch. 13 (Minnesota Government Data Practices Act
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Minn. Stat. § 13.32 (Educational Data)

Minn. Stat. § 121A.031 (School Student Bullying Policy)

Minn. Stat. § 124D.166 (Limit on Screen Time for Children in Preschool and
Kindergarten)

Minn. Stat. § 125B.15 (Internet Access for Students)

Minn. Stat. § 125B.26 (Telecommunications/Internet Access Equity Act)
15 U.S.C. § 6501 et seq. (Children’s Online Privacy Protection Act)

17 U.S.C. § 101 et seq. (Copyrights)

20 U.S.C. § 1232g (Family Educational Rights and Privacy Act)

47 U.S.C. § 254 (Children’s Internet Protection Act of 2000 (CIPA))

47 C.F.R. § 54.520 (FCC rules implementing CIPA)

Mahanoy Area Sch. Dist. v. B.L., 594 U.S. ____, 141 S. Ct. 2038 (2021)
Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503 (1969)

United States v. Amer. Library Assoc., 539 U.S. 1942003)
Sagehorn v. Indep. Sch. Dist. No. 728, 122 F.Supp.2d 842 (D. Minn. 2015)
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Cross References:

R.S. v. Minnewaska Area Sch. Dist. No. 2149, 894 F.Supp.2d 1128 (D. Minn.
2012)

Tatro v. Univ. of Minnesota, 800 N.W.2d 811 (Minn. App. 2011), aff'd on other
grounds 816 N.W.2d 509 (Minn. 2012)

S.J.W. v. Lee’s Summit R-7 Sch. Dist., 696 F.3d 771 (8™ Cir. 2012)

Parents, Families and Friends of Lesbians and Gays, Inc. v. Camdenton R-III
Sch. Dist., 853 F.Supp.2d 888 (W.D. Mo. 2012)

M.T. v. Cent. York Sch. Dist., 937 A.2d 538 (Pa. Commw. Ct. 2007)

MSBA/MASA Model Policy 403 (Discipline, Suspension, and Dismissal of School
District Employees)

MSBA/MASA Model Policy 406 (Public and Private Personnel Data)

MSBA/MASA Model Policy 505 (Distribution of Nonschool-Sponsored Materials
on School Premises by Students and Employees)

MSBA/MASA Model Policy 506 (Student Discipline)

MSBA/MASA Model Policy 514 (Bullying Prohibition Policy)

MSBA/MASA Model Policy 515 (Protection and Privacy of Pupil Records)
MSBA/MASA Model Policy 519 (Interviews of Students by Outside Agencies)
MSBA/MASA Model Policy 521 (Student Disability Nondiscrimination)
MSBA/MASA Model Policy 522 (Title IX Sex Nondiscrimination Grievance
Procedures and Process)

MSBA/MASA Model Policy 603 (Curriculum Development)

MSBA/MASA Model Policy 604 (Instructional Curriculum)

MSBA/MASA Model Policy 606 (Textbooks and Instructional Materials)
MSBA/MASA Model Policy 806 (Crisis Management Policy)

MSBA/MASA Model Policy 904 (Distribution of Materials on School District
Property by Nonschool Persons)

Replacing: Policy 3187
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Orig. 1996
Revised: Rev. 2022
524 INTERNET ACCEPTABLE USE AND SAFETY POLICY

II.

I1I.

IV.

[Note: School districts are required by statute to have a policy addressing these
issues.]

PURPOSE

The purpose of this policy is to set forth policies and guidelines for access to the school district
computer system and acceptable and safe use of the Internet, including electronic
communications.

GENERAL STATEMENT OF POLICY

In making decisions regarding student and employee access to the school district computer
system and the Internet, including electronic communications, the school district considers its
own stated educational mission, goals, and objectives. Electronic information research skills are
now fundamental to preparation of citizens and future employees. Access to the school district
computer system and to the Internet enables students and employees to explore thousands of
libraries, databases, bulletin boards, and other resources while exchanging messages with
people around the world. The school district expects that faculty will blend thoughtful use of
the school district computer system and the Internet throughout the curriculum and will provide
guidance and instruction to students in their use.

LIMITED EDUCATIONAL PURPOSE

The school district is providing students and employees with access to the school district
computer system, which includes Internet access. The purpose of the system is more specific
than providing students and employees with general access to the Internet. The school district
system has a limited educational purpose, which includes use of the system for classroom
activities, educational research, and professional or career development activities. Users are
expected to use Internet access through the district system to further educational and personal
goals consistent with the mission of the school district and school policies. Uses which might be
acceptable on a user’s private personal account on another system may not be acceptable on
this limited-purpose network.

USE OF SYSTEM IS A PRIVILEGE

The use of the school district system and access to use of the Internet is a privilege, not a right.
Depending on the nature and degree of the violation and the number of previous violations,
unacceptable use of the school district system or the Internet may result in one or more of the
following consequences: suspension or cancellation of use or access privileges; payments for
damages and repairs; discipline under other appropriate school district policies, including
suspension, expulsion, exclusion, or termination of employment; or civil or criminal liability
under other applicable laws.

UNACCEPTABLE USES

A. While not an exhaustive list, the following uses of the school district system and Internet
resources or accounts are considered unacceptable:
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Users will not use the school district system to access, review, upload, download,
store, print, post, receive, transmit, or distribute:

a. pornographic, obscene, or sexually explicit material or other visual
depictions that are harmful to minors;

b. obscene, abusive, profane, lewd, vulgar, rude, inflammatory,
threatening, disrespectful, or sexually explicit language;

C. materials that use language or images that are inappropriate in the
education setting or disruptive to the educational process;

d. information or materials that could cause damage or danger of
disruption to the educational process;

e. materials that use language or images that advocate violence or
discrimination toward other people (hate literature) or that may
constitute harassment or discrimination.

Users will not use the school district system to knowingly or recklessly post,
transmit, or distribute false or defamatory information about a person or
organization, or to harass another person, or to engage in personal attacks,
including prejudicial or discriminatory attacks.

Users will not use the school district system to engage in any illegal act or violate
any local, state, or federal statute or law.

Users will not use the school district system to vandalize, damage, or disable
the property of another person or organization, will not make deliberate
attempts to degrade or disrupt equipment, software, or system performance by
spreading computer viruses or by any other means, will not tamper with, modify,
or change the school district system software, hardware, or wiring or take any
action to violate the school district’s security system, and will not use the school
district system in such a way as to disrupt the use of the system by other users.

Users will not use the school district system to gain unauthorized access to
information resources or to access another person’s materials, information, or
files without the implied or direct permission of that person.

Users will not use the school district system to post private information about
another person, personal contact information about themselves or other
persons, or other personally identifiable information, including, but not limited
to, addresses, telephone numbers, school addresses, work addresses,
identification numbers, account numbers, access codes or passwords, labeled
photographs, or other information that would make the individual’'s identity
easily traceable, and will not repost a message that was sent to the user
privately without permission of the person who sent the message.

[Note: School districts should consider the impact of this paragraph on
present practices and procedures, including, but not Ilimited to,
practices pertaining to employee communications, school or classroom
websites, and student/employee use of social networking websites.
Depending upon school district policies and practices, school districts
may wish to add one or more of the following clarifying paragraphs. ]

a. This paragraph does not prohibit the posting of employee contact
information on school district webpages or communications between
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10.

employees and other individuals when such communications are made
for education-related purposes (i.e., communications with parents or
other staff members related to students).

b. Employees creating or posting school-related webpages may include
personal contact information about themselves on a webpage. However,
employees may not post personal contact information or other
personally identifiable information about students unless:

(1) such information is classified by the school district as directory
information and verification is made that the school district has
not received notice from a parent/guardian or eligible student
that such information is not to be designated as directory
information in accordance with Policy 515; or

(2) such information is not classified by the school district as
directory information but written consent for release of the
information to be posted has been obtained from a
parent/guardian or eligible student in accordance with
Policy 515.

In addition, prior to posting any personal contact or personally
identifiable information on a school-related webpage, employees shall
obtain written approval of the content of the postings from the building
administrator.

C. These prohibitions specifically prohibit a user from utilizing the school
district system to post personal information about a user or another
individual on social networks, including, but not limited to, social
networks such as "“Facebook,” “Twitter,” “Instagram,” “Snapchat,”
“TikTok,” “Reddit,” and similar websites or applications.

Users must keep all account information and passwords on file with the
designated school district official. Users will not attempt to gain unauthorized
access to the school district system or any other system through the school
district system, attempt to log in through another person’s account, or use
computer accounts, access codes, or network identification other than those
assigned to the user. Messages and records on the school district system may
not be encrypted without the permission of appropriate school authorities.

Users will not use the school district system to violate copyright laws or usage
licensing agreements, or otherwise to use another person’s property without the
person’s prior approval or proper citation, including the downloading or
exchanging of pirated software or copying software to or from any school
computer, and will not plagiarize works they find on the Internet.

Users will not use the school district system for conducting business, for
unauthorized commercial purposes, or for financial gain unrelated to the mission
of the school district. Users will not use the school district system to offer or
provide goods or services or for product advertisement. Users will not use the
school district system to purchase goods or services for personal use without
authorization from the appropriate school district official.

Users will not use the school district system to engage in bullying or
cyberbullying in violation of the school district’s Bullying Prohibition Policy. This
prohibition includes using any technology or other electronic communication off
school premises to the extent that student learning or the school environment
is substantially and materially disrupted.
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B. The school district has a special interest in regulating off-campus speech that materially
disrupts classwork or involves substantial disorder or invasion of the rights of others. A
student or employee engaging in the foregoing unacceptable uses of the Internet when
off school district premises also may be in violation of this policy as well as other school
district policies. Examples of such violations may include, but are not limited to, serious
or severe bullying or harassment targeting particular individuals, threats aimed at
teachers or other students, failure to follow rules concerning lessons, the writing of
papers, the use of computers, or participation in other online school activities, and
breaches of school security devices. If the school district receives a report of an
unacceptable use originating from a non-school computer or resource, the school district
may investigate such reports to the best of its ability. Students or employees may be
subject to disciplinary action for such conduct, including, but not limited to, suspension
or cancellation of the use or access to the school district computer system and the
Internet and discipline under other appropriate school district policies, including
suspension, expulsion, exclusion, or termination of employment.

C. If a user inadvertently accesses unacceptable materials or an unacceptable Internet site,
the user shall immediately disclose the inadvertent access to an appropriate school
district official. In the case of a school district employee, the immediate disclosure shall
be to the employee’s immediate supervisor and/or the building administrator. This
disclosure may serve as a defense against an allegation that the user has intentionally
violated this policy. In certain rare instances, a user also may access otherwise
unacceptable materials if necessary to complete an assignment and if done with the
prior approval of and with appropriate guidance from the appropriate teacher or, in the
case of a school district employee, the building administrator.

VI. FILTER

[Note: Pursuant to state law, school districts are required to restrict access to inappropriate
materials on school computers with Internet access. School districts seeking technology
revenue pursuant to Minnesota Statutes section 125B.26 or certain federal funding, such as
e-rate discounts, for purposes of Internet access and connection services and/or receive
funds to purchase Internet accessible computers are subject to the federal Children’s
Internet Protection Act, effective in 2001. Those districts are required to comply with
additional standards in restricting possible access to inappropriate materials. Therefore,
school districts should select one of the following alternative sections depending upon
whether the school district is seeking such funding and the type of funding sought.]

ALTERNATIVE NO. 1

[Note: For a school district that does not seek either state or federal funding in connection
with its computer system, the following language should be adopted. It reflects a mandatory
requirement under Minnesota Statutes section 125B.15.]

All computers equipped with Internet access and available for student use at each school site will be
equipped to restrict, by use of available software filtering technology or other effective methods, all
student access to materials that are reasonably believed to be obscene, child pornography or harmful
to minors under state or federal law. Software filtering technology shall be narrowly tailored and shall
not discriminate based on viewpoint.

[Note: The purchase of filtering technology is not required by state law if the school site
would incur more than incidental expense in making the purchase. In the absence of filtering
technology, school sites still are required to use "other effective methods” to restrict student
access to such materials.]
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ALTERNATIVE NO. 2

[Note: Technology revenue is available to school districts that meet the additional condition
of also restricting adult access to inappropriate materials. School districts that seek such
state technology revenue may adopt or retain the following language. However, the school
district is not required to do so.]

A. All school district computers with Internet access and available for student use will be
equipped to restrict, by use of available software filtering technology or other effective
methods, all student access to materials that are reasonably believed to be obscene,
child pornography or harmful to minors under state or federal law.

B. All school district computers with Internet access, not just those accessible and available
to students, will be equipped to restrict, by use of available software filtering technology
or other effective methods, adult access to materials that are reasonably believed to be
obscene or child pornography under state or federal law.

C. Software filtering technology shall be narrowly tailored and shall not discriminate based
on viewpoint.

ALTERNATIVE NO. 3

[Note: School districts that receive certain federal funding, such as e-rate discounts, for
purposes of Internet access and connection services and/or receive funds to purchase
Internet accessible computers are subject to the federal Children’s Internet Protection Act,
effective in 2001. This law requires school districts to adopt an Internet safety policy that
contains the provisions set forth below. Also, the Act requires such school districts to provide
reasonable notice and hold at least one public hearing or meeting to address the proposed
Internet safety policy prior to its implementation. School districts that do not seek such
federal financial assistance need not adopt the alternative language set forth below nor meet
the requirements with respect to a public meeting to review the policy. The following
alternative language for school districts that seek such federal financial assistance satisfies
both state and federal law requirements.]

A. With respect to any of its computers with Internet access, the school district will monitor
the online activities of both minors and adults and employ technology protection
measures during any use of such computers by minors and adults. The technology
protection measures utilized will block or filter Internet access to any visual depictions
that are:

1. Obscene;
2. Child pornography; or
3. Harmful to minors.

B. The term “harmful to minors” means any picture, image, graphic image file, or other
visual depiction that:

1. Taken as a whole and with respect to minors, appeals to a prurient interest in
nudity, sex, or excretion; or

2. Depicts, describes, or represents, in a patently offensive way with respect to
what is suitable for minors, an actual or simulated sexual act or sexual contact,
actual or simulated normal or perverted sexual acts, or a lewd exhibition of the
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genitals; and

3. Taken as a whole, lacks serious literary, artistic, political, or scientific value as
to minors.

Software filtering technology shall be narrowly tailored and shall not discriminate based
on viewpoint.

An administrator, supervisor, or other person authorized by the Superintendent may
disable the technology protection measure, during use by an adult, to enable access for
bona fide research or other lawful purposes.

The school district will educate students about appropriate online behavior, including
interacting with other individuals on social networking websites and in chat rooms and
cyberbullying awareness and response.

[Note: Although school districts are not required to adopt the more restrictive provisions
contained in either Alternative No. 2 or No. 3 if they do not seek state or federal funding, they
may choose to adopt the more restrictive provisions as a matter of school policy.]

VII.

VIII.

CONSISTENCY WITH OTHER SCHOOL POLICIES

Use of the school district computer system and use of the Internet shall be consistent with school
district policies and the mission of the school district.

LIMITED EXPECTATION OF PRIVACY

A.

By authorizing use of the school district system, the school district does not relinquish
control over materials on the system or contained in files on the system. Users should
expect only limited privacy in the contents of personal files on the school district system.

Routine maintenance and monitoring of the school district system may lead to a
discovery that a user has violated this policy, another school district policy, or the law.

An individual investigation or search will be conducted if school authorities have a
reasonable suspicion that the search will uncover a violation of law or school district

policy.

Parents may have the right at any time to investigate or review the contents of their
child’s files and e-mail files in accordance with the school district’s Protection and Privacy
of Pupil Records Policy. Parents have the right to request the termination of their child’s
individual account at any time.

School district employees should be aware that the school district retains the right at
any time to investigate or review the contents of their files and e-mail files. In addition,
school district employees should be aware that data and other materials in files
maintained on the school district system may be subject to review, disclosure, or
discovery under Minnesota Statutes chapter 13 (Minnesota Government Data Practices
Act).

The school district will cooperate fully with local, state and federal authorities in any

investigation concerning or related to any illegal activities or activities not in compliance
with school district policies conducted through the school district system.
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IX.

XI.

INTERNET USE AGREEMENT

A. The proper use of the Internet, and the educational value to be gained from proper
Internet use, is the joint responsibility of students, parents, and employees of the school
district.

B. This policy requires the permission of and supervision by the school’s designated
professional staff before a student may use a school account or resource to access the
Internet.

C. The Internet Use Agreement form for students must be read and signed by the user,
the parent or guardian, and the supervising teacher. The Internet Use Agreement form
for employees must be signed by the employee. The form must then be filed at the
school office. As supervising teachers change, the agreement signed by the new teacher
shall be attached to the original agreement.

LIMITATION ON SCHOOL DISTRICT LIABILITY

Use of the school district system is at the user’s own risk. The system is provided on an “as is,
as available” basis. The school district will not be responsible for any damage users may suffer,
including, but not limited to, loss, damage, or unavailability of data stored on school district
diskettes, tapes, hard drives, or servers, or for delays or changes in or interruptions of service
or misdeliveries or nondeliveries of information or materials, regardless of the cause. The school
district is not responsible for the accuracy or quality of any advice or information obtained
through or stored on the school district system. The school district will not be responsible for
financial obligations arising through unauthorized use of the school district system or the
Internet.

USER NOTIFICATION

A. All users shall be notified of the school district policies relating to Internet use.
B. This notification shall include the following:
1. Notification that Internet use is subject to compliance with school district
policies.
2. Disclaimers limiting the school district’s liability relative to:
a. Information stored on school district diskettes, hard drives, or servers.
b. Information retrieved through school district computers, networks, or

online resources.

C. Personal property used to access school district computers, networks,
or online resources.

d. Unauthorized financial obligations resulting from use of school district
resources/accounts to access the Internet.

3. A description of the privacy rights and limitations of school sponsored/managed
Internet accounts.

4. Notification that, even though the school district may use technical means to
limit student Internet access, these limits do not provide a foolproof means for
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enforcing the provisions of this acceptable use policy.

5. Notification that goods and services can be purchased over the Internet that
could potentially result in unwanted financial obligations and that any financial
obligation incurred by a student through the Internet is the sole responsibility
of the student and/or the student’s parents.

6. Notification that the collection, creation, reception, maintenance, and
dissemination of data via the Internet, including electronic communications, is
governed by Public and Private Personnel Data Policy, and Protection and Privacy
of Pupil Records Policy.

7. Notification that, should the user violate the school district’s acceptable use
policy, the user’s access privileges may be revoked, school disciplinary action
may be taken and/or appropriate legal action may be taken.

8. Notification that all provisions of the acceptable use policy are subordinate to
local, state, and federal laws.

XII. PARENTS’ RESPONSIBILITY; NOTIFICATION OF STUDENT INTERNET USE

A.

Outside of school, parents bear responsibility for the same guidance of Internet use as
they exercise with information sources such as television, telephones, radio, movies,
and other possibly offensive media. Parents are responsible for monitoring their
student’s use of the school district system and of the Internet if the student is accessing
the school district system from home or a remote location.

Parents will be notified that their students will be using school district
resources/accounts to access the Internet and that the school district will provide
parents the option to request alternative activities not requiring Internet access. This
notification should include:

1. A copy of the user notification form provided to the student user.
2. A description of parent/guardian responsibilities.
3. A notification that the parents have the option to request alternative educational

activities not requiring Internet access and the material to exercise this option.

4. A statement that the Internet Use Agreement must be signed by the user, the
parent or guardian, and the supervising teacher prior to use by the student.

5. A statement that the school district’s acceptable use policy is available for
parental review.

XIII. NOTIFICATION REGARDING TECHNOLOGY PROVIDERS

A.

"Technology provider" means a person who:

1. contracts with the school district, as part of a one-to-one program or otherwise,
to provide a school-issued device for student use; and

2. creates, receives, or maintains educational data pursuant or incidental to a
contract with the school district.
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"Parent" means a parent of a student and includes a natural parent, a guardian, or an
individual acting as a parent in the absence of a parent or a guardian.

Within 30 days of the start of each school year, the school district must give parents
and students direct and timely notice, by United States mail, e-mail, or other direct form
of communication, of any curriculum, testing, or assessment technology provider
contract affecting a student's educational data. The notice must:

1. identify each curriculum, testing, or assessment technology provider with access
to educational data;

2. identify the educational data affected by the curriculum, testing, or assessment
technology provider contract; and

3. include information about the contract inspection and provide contact
information for a school department to which a parent or student may direct
questions or concerns regarding any program or activity that allows a
curriculum, testing, or assessment technology provider to access a student's
educational data.

The school district must provide parents and students an opportunity to inspect a
complete copy of any contract with a technology provider.

A contract between a technology provider and the school district must include
requirements to ensure appropriate security safeguards for educational data. The
contract must require that:

1. the technology provider's employees or contractors have access to educational
data only if authorized; and

2. the technology provider's employees or contractors may be authorized to access
educational data only if access is necessary to fulfill the official duties of the
employee or contractor.

All educational data created, received, maintained, or disseminated by a technology
provider pursuant or incidental to a contract with a public educational agency or
institution are not the technology provider's property.

XIV. SCHOOL-ISSUED DEVICES

A.

"School-issued device" means hardware or software that the school district, acting
independently or with a technology provider, provides to an individual student for that
student's dedicated personal use. A school-issued device includes a device issued
through a one-to-one program.

Except as provided in paragraph C, the school district or a technology provider must not
electronically access or monitor:

1. any location-tracking feature of a school-issued device;

2. any audio or visual receiving, transmitting, or recording feature of a school-
issued device; or

3. student interactions with a school-issued device, including but not limited to
keystrokes and web-browsing activity.
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XV.

XVI.

The school district or a technology provider may only engage in activities prohibited by
paragraph B if:

1. the activity is limited to a noncommercial educational purpose for instruction,
technical support, or exam-proctoring by school district employees, student
teachers, staff contracted by the school district, a vendor, or the Minnesota
Department of Education, and notice is provided in advance;

2. the activity is permitted under a judicial warrant;

3. the school district is notified or becomes aware that the device is missing or
stolen;

4. the activity is necessary to respond to an imminent threat to life or safety and

the access is limited to that purpose;

5. the activity is necessary to comply with federal or state law, including but not
limited to Minnesota Statutes section 121A.031; or

6. the activity is necessary to participate in federal or state funding programs, including
but not limited to the E-Rate program.

If the school district or a technology provider interacts with a school-issued device as
provided in paragraph C, clause 4, it must, within 72 hours of the access, notify the
student to whom the school-issued device was issued or that student's parent and
provide a written description of the interaction, including which features of the device
were accessed and a description of the threat. This notice is not required at any time
when the notice itself would pose an imminent threat to life or safety, but must instead
be given within 72 hours after that imminent threat has ceased.

LIMIT ON SCREEN TIME FOR CHILDREN IN PRESCHOOL AND KINDERGARTEN

A child in a publicly funded preschool or kindergarten program may not use an individual-use
screen, such as a tablet, smartphone, or other digital media, without engagement from a teacher
or other students. This section does not apply to a child for whom the school has an
individualized family service plan, an individualized education program, or a 504 plan in effect.

IMPLEMENTATION; POLICY REVIEW

A.

The school district administration may develop appropriate user notification forms,
guidelines, and procedures necessary to implement this policy for submission to the
school board for approval. Upon approval by the school board, such guidelines, forms,
and procedures shall be an addendum to this policy.

The administration shall revise the user notifications, including student and parent
notifications, if necessary, to reflect the adoption of these guidelines and procedures.

The school district Internet policies and procedures are available for review by all
parents, guardians, staff, and members of the community.

Because of the rapid changes in the development of the Internet, the school board shall
conduct an annual review of this policy.
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404 EMPLOYMENT BACKGROUND CHECKS

II.

III.

PURPOSE

The purpose of this policy is to maintain a safe and healthful environment in the
school district in order to promote the physical, social, and psychological well-being
of its students. To that end, the school district will seek a criminal history
background check for applicants who receive an offer of employment with the school
district and on all individuals, except enrolled student volunteers, who are offered the
opportunity to provide athletic coaching services or other extracurricular academic
coaching services to the school district, regardless of whether any compensation is
paid, or such other background checks as provided by this policy. The school district
may also elect to do background checks of other volunteers, independent
contractors, and student employees in the school district.

GENERAL STATEMENT OF POLICY

A. The school district shall require that applicants for school district positions
who receive an offer of employment and all individuals, except enrolled
student volunteers, who are offered the opportunity to provide athletic
coaching services or other extracurricular academic coaching services to the
school district, regardless of whether any compensation is paid, submit to a
criminal history background check. The offer of employment or the
opportunity to provide services shall be conditioned upon a determination by
the school district that an individual’s criminal history does not preclude the
individual from employment with, or provision of services to, the school
district.

B. The school district specifically reserves any and all rights it may have to
conduct background checks regarding current employees, applicants, or
service providers without the consent of such individuals.

C. Adherence to this policy by the school district shall in no way limit the school
district’s right to require additional information, or to use procedures currently
in place or other procedures to gain additional background information
concerning employees, applicants, volunteers, service providers, independent
contractors, and student employees.

PROCEDURES

A. Normally an individual will not commence employment or provide services
until the school district receives the results of the criminal history background
check. The school district may conditionally hire an applicant or allow an
individual to provide services pending completion of the background check,
but shall notify the individual that the individual’s employment or opportunity
to provide services may be terminated based on the result of the background
check. Background checks will be performed by the Minnesota Bureau of
Criminal Apprehension (BCA). The BCA shall conduct the background check
by retrieving criminal history data as defined in Minn. Stat. § 13.87. The
school district reserves the right to also have criminal history background
checks conducted by other organizations or agencies including conducting a
search history from the Minnesota Public Criminal History web site, the
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National Sex Offender Registry and the Minnesota Meth Offender Registry.
These searches will be conducted prior to an employee’s start date. Other
states public record web sites will be used when appropriate.

In order for an individual to be eligible for employment or to provide athletic
coaching services or other extracurricular academic coaching services to the
school district, except for an enrolled student volunteer, the individual must
sign a criminal history consent form, which provides permission for the school
district to conduct a criminal history background check, and provide a money
order or check payable to either the BCA or to the school district, at the
election of the school district, in an amount equal to the actual cost to the
BCA and the school district of conducting the criminal history background
check. The cost of the criminal history background check is the responsibility
of the individual, unless the school district decides to pay the costs for a
volunteer, an independent contractor, or a student employee. If the
individual fails to provide the school district with a signed Informed Consent
Form and fee at the time the individual receives a job offer, or permission to
provide services, the individual will be considered to have voluntarily
withdrawn the application for employment or request to provide services.

The school district, in its discretion, may elect not to request a criminal
history background check on an individual who holds an initial entrance
license issued by the state board of teaching or the commissioner of
education within the 12 months preceding an offer of employment or
permission to provide services.

The school district may use the results of a criminal background check
conducted at the request of another school hiring authority if:

1. the results of the criminal background check are on file with the other
school hiring authority or otherwise accessible;

2. the other school hiring authority conducted a criminal background
check within the previous 12 months;

3. the individual executes a written consent form giving the school
district access to the results of the check; and

4, there is no reason to believe that the individual has committed an act
subsequent to the check that would disqualify the individual for
employment or provision of services.

For all nonstate residents who are offered employment with or the
opportunity to provide athletic coaching services or other extracurricular
academic coaching services to the school district, the school district shall
request a criminal history background check on such individuals from the
superintendent of the BCA and from the government agency performing the
same function in the resident state or, if no government entity performs the
same function in the resident state, from the Federal Bureau of Investigation.
The offer of employment or the opportunity to provide services shall be
conditioned upon a determination by the school district that an individual’s
criminal history does not preclude the individual from employment with, or
provision of services to, the school district. Such individuals must provide an
executed criminal history consent form.
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When required, individuals must provide fingerprints to assist in a criminal
history background check. If the fingerprints provided by the individual are
unusable, the individual will be required to submit another set of prints.

Copies of this policy shall be available in the school district’'s employment
office and will be distributed to applicants for employment and individuals
who are offered the opportunity to provide athletic coaching services or other
extracurricular academic coaching services upon request. The need to submit
to a criminal history background check may be included with the basic criteria
for employment or provision of services in the position posting and position
advertisements.

The individual will be informed of the results of the criminal background
check(s) to the extent required by law.

If the criminal history background check precludes employment with, or
provision of services to, the school district, the individual will be so advised.

The school district may apply these procedures to other volunteers,
independent contractors, or student employees.

At the beginning of each school year or when a student enrolls, the school
district will notify parents and guardians about this policy and identify those
positions subject to a background check and the extent of the school district’s
discretion in requiring a background check. The school district may include
this notice in its student handbook, a school policy guide, or other similar
communication.

Iv. CRIMINAL HISTORY CONSENT FORM

A form to obtain consent for a criminal history background check is included with this policy.

Legal References: Minn. Stat. § 13.04, Subd. 4 (Inaccurate or Incomplete Data)
Minn. Stat. § 13.87, Subd. 1 (Criminal History Data)

Minn. Stat. § 123B.03 (Background Check)

Minn. Stat. §§ 299C.60-299C.64 (Minnesota Child Protection Background Check Act)
Minn. Stat. § 364.09(b) (Exception for School Districts)

Cross References:

New:

Replacing: Policy 4042, and 4042R
First Reading: 02-26-19
Adopted: 5-21-19
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3187 524R INTERNET USE REGULATIONS

These regulations pertain to the use of District and personal technology resources while on
school property, in school vehicles and at school-sponsored activities, as well as the use of
District technology resources via off-campus access.

A. Appropriate Use of Technology Resources for Students
(1) Introduction

The Duluth Public Schools is pleased to offer students access to District computers,
communications systems!, the Internet and an array of technology resources to
promote educational excellence. Each student is responsible for his/her use of
technology, whether personal or District-provided. While using District and personal
technology resources on school property, in school vehicles and at school-sponsored
activities, as well as using District technology resources via off-campus access, each
student must act in an appropriate manner consistent with school, District, and legal
guidelines in this limited forum. It is the joint responsibility of school personnel and
the parent or guardian of each student to educate the student about his/her
responsibilities and to establish expectations when using technology.

(2) Using the Internet and Communications Systems!

District technology resources are provided to students to conduct research, complete
assignments, and communicate with others in furtherance of their education.

(a) Access is a privilege not a right; as such, general rules of school behavior apply.

(b) Access to these services is given to students who agree to act in a considerate
and responsible manner. Just as students are responsible for good behavior in a
classroom or a school hallway, they must also be responsible when using school
computer networks or personal technologies.

(c) Students must comply with District standards and honor this agreement to be
permitted the use of technology.

(d) All digital storage that is provided by the District is District property, and as such,
authorized district employees may review files and communications to maintain
system integrity and ensure that students are using technology responsibly.

(e) Students should not expect District provided file storage will be private.

(f) The educational value of technology integration in curriculum is substantial. Access
to the Internet will enable students to use extensive online informational resources.

(g) Families should be warned that some material accessible via the Internet might
contain items that are illegal, defamatory, inaccurate, profane, sexually oriented
or potentially offensive to some people. While the intent is to make Internet access
available to further educational goals and objectives, students may find ways to
access these other materials as well. The Duluth Public Schools does not condone
or permit the use of this material and uses content filtering software to protect
students to the extent reasonable.

(h) Parents and guardians must be aware that content filtering software is not
completely fail-safe and while at school, direct supervision by school personnel of
each student using a computer is desired but not always possible.

(i) Students are expected to use technology resources in @ manner consistent with
the rules below and will be held responsible for their intentional misuse.

(j) The Duluth Public Schools believes that the benefits of student access to the
Internet in the form of information resources and opportunities for collaboration
exceed any disadvantages.

(k) Ultimately, parents and/or guardians are responsible for setting and conveying
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the standards that their children should follow when using technology. If a student 103
accidentally accesses inappropriate material they should back out of that
information at once and notify the supervising district employee.

(I) When on district property or at a district sponsored event personal technologies
must use district provided internet.

(3) Proper and Acceptable Use of All Technology Resources

All District technology resources, including but not limited to District computers,
communications systems! and the Internet, must be used in support of education and
academic research and must be used in a manner consistent with the educational
mission and objectives of the Duluth Public Schools.

Activities that are permitted and encouraged include:

(a) school work;

(b) original creation and presentation of academic work;

(c) research on topics being studied in school;

(d) research for opportunities outside of school related to community service,
employment or further education consistent with District requirements

Activities that are not permitted when using District or personal technologies include
but are not limited to:

(a) plagiarism or representing the work of others as one's own;

(b) any activity that violates a school rule or a local, state, federal, or copyright law;

(c) using obscene language; harassing, insulting, ostracizing, cyber bullying or
intimidating others;

(d) representing Copyright ©, Registered ®, and/or Trademark ™ materials as one’s own work;

(e) searching, viewing, communicating, publishing, downloading, storing, or
retrieving materials that are not related to school work, community service,
employment, or further education (thus, searching inappropriate materials is not
permitted);

(f) damaging or modifying computers, networks or District-installed software;

(g) intentional or neglectful transmission of viruses or other destructive computer
files; hacking into District or external technology systems; intentionally bypassing
District filters;

(h) use of USB, bootable CDs, or other devices to alter the function of a computer or
a network;

(i) subscription to any online services or ordering of any goods or services;

(j) online sharing of any student's or staff member's name, home address, phone
number or other personal information;

(k) non-educational uses such as games, role-playing multi-user environments,
gambling, junk mail, chain mail, jokes or raffles;

(I) non-district supported participation in online Web 2.0 tools including but not
limited to texting and social media unless specifically assigned by a district
employee;

(m)use of District resources for commercial purposes, personal financial gain, or fraud,
including but not limited to any activity that requires an exchange of money and/or
credit card numbers, any activity that requires entry into an area of service for
which the school will be charged a fee, any purchase or sale of any kind; and any
use for product advertisement or political lobbying;

(n) pornographic, obscene, or vulgar images, sounds, music, video, language or
materials, including screen savers, backdrops, and/or pictures, are prohibited

(o) downloading, uploading, or importing games, screen animations as well as
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programs or files that can be run or launched. 104

(p) Illegal use or transfer of copyrighted materials to a school-owned technology
device is prohibited

(q) File sharing unless District approved.

(r) Adding, modifying or deleting files, except in the student's 'directory’ or 'home
directory,' are prohibited.

(s) Putting non-school related material (files) on school district technology devices is
prohibited.

(t) Altering/modifying the original District pre-set software image is
prohibited. Examples include, but are not limited to:

loading/installing any software applications

changing the desktop picture

changing the computer name

changing or removing operating system extensions
altering security software

altering the pre-loaded operating system or applications
taking apart the computer for access to internal parts

NounswNH=

Students are expected to report harassment, threats, hate-speech and inappropriate
content to a teacher or administrator. If a student has any questions about whether
a specific activity is permitted, he or she should ask a districted employee.

(4) Online Assessments

Student assessments may be conducted using technologies such as the Internet or
audience response systems. Normally, students will use these technologies as a part
of their instructional day. Privacy and security, as defined above, along with
confidentiality of assessment responses, are expected.

(5) Vvandalism

Any intentional act by a student that damages District technology hardware, software,
operating systems, data, or services will be considered vandalism and will be subject
to school rules and disciplinary procedures. Any intentional act that requires a
person's time to repair, replace, or perform corrective work on District technologies or
data is also considered vandalism.

(6) Consequences of Misuse

(a) Misuse of personal? or District technology resources while on school property, in
school vehicles and at school-sponsored activities, as well as the use of District
technology resources via off-campus access may result in disciplinary action up to
and including expulsion.

(b) This regulation shall be used in conjunction with Duluth Public Schools’ student
policies. In addition, the student’s use of District technologies may be suspended
or restricted.

(c) A school may temporarily hold (pending parental and/or same-day pick up)
personal technology resources that are used inappropriately.

(d) Individual schools may choose to have additional rules and regulations pertaining
to the use of personal, resources in their respective buildings.

(e) Intentional unauthorized access and/or damage to hardware, software, operating
systems, data; or services may be punishable under local, state, or federal law.
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(7) Student Access

Parents or guardians who do not wish their children to access the Internet must return
the “"Student Internet Permission Form” to their children’s schools by the date
indicated on the form. These forms will be distributed to all households with the Back-
to-School information in August prior to the start of the school year.

(8) Student Photographs and Works Displayed on the Internet

Parents or guardians who do not wish their children’s pictures or their children’s
student work to be displayed on the Internet must return the "Request To Deny Public
Access To Directory Information and Annual Notification Of Rights Under the Family
Education Rights And Privacy Act (FERPA)” form to their children’s schools by the date
indicated on the form. These forms will be distributed to all households with the Back-
to-School information in August prior to the start of the school year.

B. Appropriate Use of Technology Resources for Staff

Employees of Duluth Public Schools are granted the privilege of using technology only in
an authorized and acceptable manner. Generally, a use is unacceptable if it conflicts with
Duluth Public Schools or the individual department’s purpose, goal, or mission, or
interferes with an employee’s authorized job duties or responsibilities as determined by
his/her immediate supervisor. For purposes of this policy, the term “staff” includes
permanent and temporary personnel, substitutes, contract personnel, hourly non-contract
personnel, student teachers, volunteers, and outside agency personnel allowed use of
District technology access.

Administration reserves the right to archive, monitor, review, and audit an employee’s use
of technology at any time. By using technology, the user consents to this monitoring.

(1) Proper and Acceptable Use of All Technology Resources
Examples of acceptable uses include, but are not limited to, the following types of
communication:

(a) for educational purposes;

(b) with students, staff, parents, and other customers of the District;

(c) with federal, state, and local government personnel or agencies, and private
businesses with which the School District conducts business;

(d) for professional development;

(e) for administrative purposes;

(f) limited and judicious use of technology for personal use so long as the use is not
unacceptable use or violation of School Board policy or the law, and work
productivity is not impacted. Employees are to use technology for personal use
during designated break time or before/after scheduled work hours;

(g) limited and judicious use of technology for union business. Prior authorization is
required from the Department of Human Resources or Superintendent.

Activities that are not permitted when using District or personal technologies include
but are not limited to:

(a) excessive personal use of technology. Personal use will be deemed excessive if, in
3187R-Page 4 of 6
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the opinion of an employee’s immediate supervisor, the use detracts from the 106
individual employee’s or the department’s productivity;

(b) communicating to promote personal business ventures (e.g., advertise, promote,
or attempt to sell any product, investment, insurance, or other financial proposition)
or solicit funds for personal business, political, religious, or other personal causes;

(c) communicating for illegal purposes including, but not limited to: political lobbying,
violating copyright laws, downloading, copying, or using unauthorized software
(including screensavers), creating or knowingly spreading viruses, impersonating
another user, or accessing restricted systems;

(d) interfering with or disrupting network users, services, or equipment including, but
not limited to: creating or forwarding chain letters, subscribing to any form of
personal mailing list; damaging equipment, accessing a system (including using
another user id and/or password) without authorization, altering software settings
such operating system configurations (except for wallpaper, default colors, and
other standard desktop customization settings), or destroying communications
systems or electronic files;

(e) accessing or distributing any communication which may constitute or contain
intimidating, hostile, pornographic, offensive or discriminatory material on the basis
or sex, race, color, religion, nation origin, sexual orientation or disability;

(2) Social Media Networks

The District recognizes the importance of online social media networks as a
communication and e-learning tool. Toward that end, the District provides access to
password-protected social media tools and District-approved technologies for e-
learning and encourages use of District tools for collaboration by
employees. However, public social media networks, outside of those sponsored by the
District, may not be used for classroom instruction or school-sponsored activities
without the prior authorization of the Superintendent, or designee, and parental
consent for student participation on social networks. The District may use these tools
and other communication technologies in fulfilling its responsibility for effectively
communicating with the general public.

The District recommends Google Apps as its password protected social medial tool for
educational use. The District has greater authority and responsibility to protect minors
from inappropriate content and can limit public access within this limited public forum.

All social networking must be conducted using district-approved and/or provided and
password-protected social media tools and technologies for e-learning. The District
prohibits social networking relationships on non-district approved networks between
employees in their roles as employees and students as well as between employees and
alumni under the age of 18. The District does not discourage staff from having social
networking relationships with students who are family members. “Family members”
include the immediate family of a staff member, spouse, or registered domestic
partner and shall include father, mother, brother, sister, husband, wife, child,
grandparent, aunt, uncle, niece, nephew, brother-in-law, sister-in-law, daughter-in-
law, sister-in-law, and grandchild. Teachers are reminded of their responsibility to
abide by the professional code of ethics at all times, including during the use of social
networking sites. Employees have responsibility for maintaining appropriate
employee-student relationships at all times and have responsibility for addressing
inappropriate behavior or activity.

(3) Consequences of Misuse

(@) Misuse of personal or District technology resources while on school property, in school
vehicles and at school-sponsored activities, as well as the use of District technology
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resources via off-campus remote access may result in disciplinary action up to and
including termination.

(b) Intentional unauthorized access and/or damage to networks, servers, user accounts,
passwords, or other District resources may be punishable under local, state, or federal
law.

C. Privacy and Security

Students and staff must use District technologies responsibly and in a secure
manner. They must not share their logins, passwords, or access with others. By using
technology, staff is agreeing to, and understands, it is their responsibility to protect
employee and/or student information accessed through the Financial/Human Resources
information system and/or student information system, and will not release the data to
any unauthorized employees or outside agencies.

D. Reliability and Limitation of Liability

(a) The Duluth Public Schools makes no warranties of any kind, expressed or implied, for
the technology resources it provides to students and staff.

(b) The Duluth Public Schools will not be responsible for any damages suffered by the
student, including those arising from non-deliveries, mis-deliveries, service
interruptions, unauthorized use, loss of data, and exposure to potentially harmful or
inappropriate material or people. This applies to personal use of technology by
students and staff.

(c) Use of any information obtained via the Internet or communications technologies is
at the student’s or staff’s own risk.

(d) The Duluth Public Schools specifically denies any responsibility for the accuracy or
quality of information obtained through the Internet.

(e) The student and his/her parent/guardian will indemnify and hold the Duluth Public
Schools harmless from any losses sustained as the result of misuse of the District’s
technology resources by the student.

(Communication systems include e-mail, web social media, phones, pagers, text messaging,
instant messaging, blogging, podcasting, listservs, and/or other emerging technologies).

2(Personal technologies include but are not limited to cell phones, digital and image devices,
handheld electronic devices, two-way radios, and/or other emerging technologies).

References: MSBA/MASA Model Policy 524

Duluth School District Policy 5085 (School Discipline Policy)

Duluth School District Policy 3698 3190 (Copyright Policy)

Duluth School District Policy 4025 (Standards of Conduct for Personnel)

Boulder (Colorado) School District Acceptable Internet Use Policy
Henrico (Virginia) County Public Schools Acceptable Use Policy
E-rate Central

Children’s Internet Protection Act

Protecting Children in the 21t Century Act

Adopted: 12-16-1997 1ISD 709

Revised: 07-21-1998 11-20-2007
09-21-1999 05-04-2010
02-15-2000 09-20-2011
06-19-2001 04-02-2012
02-19-2002 05-24-2012
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