
AGENDA FOR BOARD OF EDUCATION MEETING -AMENDED
COMMUNITY HIGH SCHOOL DISTRICT #154

HELD AT THE COMMUNITY HIGH SCHOOL DISTRICT #154 AT 6:00 PM
MONDAY, MARCH 17, 2025

A. Call to Order at 
B. Recommend a motion to approve the amended agenda
C. Executive Session to discuss Litigation ILCS 120/2(c)(11), Student disciplinary cases.  5 

ILCS 120/2(c)(9), Personnel 5 ILCS 120/2(c)(1). The purchase or lease of real property. 
5 ILCS 120/2(c)(5) The setting of price for sale or lease of property owned by a public 
body. 5 ILCS 120/2(c)(6), Security procedures, school building safety and security, and 
the use of personnel and equipment to respond to an actual, a threatened, or a reasonably 
potential danger to the safety of employees, students, staff, the public, or public property 
5ILCS 120/2(c)(8).

D. Returned from Executive Session at 
E. Introduction of Guests
F. Public Comments (3-5) minutes.
G. Consent Agenda

1. Read and approve the minutes of the regular and executive session of February 24, 
2025 and March 3, 2025.

2. Read and approve the financial obligations of the District and Treasurers report
3. Recommend acceptance of the John Swanson Trust, Kooi and Pingel Educational 

Loan Trust Summary Report, Union American Legion Scholarship and Franks 
Family Fine Arts Fund of February 28, 2025.

4. Recommend approval for an overnight field trip for SkillsUSA students to attend the 
state competition in Peoria, Illinois from April 24-26, 2025.

5. Recommend acceptance of the School Library Grant in the amount of $850.
6. Recommend passing a Resolution to authorize the district to continue participating 

in the McHenry County Safe Schools Program for the 2025-2026 school year.
7. Recommend renewal of IHSA membership for the 2025-2026 school year.

H. New Business
1. Presentation by Dawn Schoen on current counseling services provided by Partnering 

For Prevention, LLC.
2. Athletics and Activities Presentation by Dwain Nance, AD: Winter Recap and 

Spring Preview
3. Recommend approval of the personnel report as presented.

• Resignations 
o Kristie McManus-LaRocco - Fall & Winter Cheer Coach



o Sis Riedl - Boys Bowling
o Sis Riedl - Math Team

• Hires 
o Rafael Martinez - Head Boys Tennis, F/1

• Leaves
4. Recommend approval of school fees for the 2025-2026 school year.
5. Recommend approval of the Cyberserity Incident Response Plan

I. Executive Session to discuss Litigation ILCS 120/2(c)(11), Student disciplinary cases.  5 
ILCS 120/2(c)(9), Personnel 5 ILCS 120/2(c)(1). The purchase or lease of real property. 
5 ILCS 120/2(c)(5) The setting of price for sale or lease of property owned by a public 
body. 5 ILCS 120/2(c)(6), Security procedures, school building safety and security, and 
the use of personnel and equipment to respond to an actual, a threatened, or a reasonably 
potential danger to the safety of employees, students, staff, the public, or public property 
5ILCS 120/2(c)(8).

J. Returned from Executive Session at 
K.   ↵Recommend possible action as a result of executive session. 

• Recommend approval of the Cybersecurity Incident Response Plan
• Recommend approval of the personnel report as presented
• Recommend acceptance of the Resignation Agreement and General Release 

between the Board of Education of Marengo Community High School District 
#154, McHenry County, Illinois, and Michelle Bartula, effective March 17, 2025.

L. Superintendent Report
M. Adjournment



BOARD OF EDUCATION 

MEETING 

Monday, February 24, 2025 7:00 PM 

 Marengo Community High School District #154 

110 Franks Road 

Marengo, IL 60152  

   

Jodie Kanaly: Present, Anthony Martin: Present, Farrah Ranzino: Present, Candice Samuelson: 

Present, David Schultz: Present, Shane Spring: Absent, Todd Volkening: Present. Present: 6, 

Absent: 1. 

 

Staff Attendance:  David Engelbrecht, Superintendent; Angela Fink, Assistant Superintendent; 

Danielle Rudsinski, Business Manager 

 

A. Call to Order at 7:01pm    

B. Introduction of Guests – See attached 

C. Public Comments (3-5) minutes. 

D. Consent Agenda 

Motion to approve the consent agenda items as presented. This motion, made by David Schultz 

and seconded by Anthony Martin, Carried. 

Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, Candice Samuelson: Yea, David 

Schultz: Yea, Shane Spring: Yea, Todd Volkening: Yea  

Yea: 7, Nay: 0 

D.1. Read and approve the minutes of the regular and executive session of January 27, 2025. 

D.2. Read and approve the financial obligations of the District and Treasurers report. 

D.3. Recommend acceptance of the John Swanson Trust, Kooi and Pingel Educational Loan 

Trust Summary Report, Union American Legion Scholarship and Franks Family Fine Arts 

Fund of January 31, 2025. 

D.4. Recommend acceptance of a donation in the amount of $500 from Mortgage Capital 

Group, Inc.  

E. New Business 

E.1. Recognition of the Competitive Cheerleading Team for qualifying for the IHSA State 

Competitive Cheer Competition. 

E.2. Junior Class Officers (Ariana Rodriguez - President, Regan Heimsoth - Vice President, 

Paige Aubry - Secretary, Elizabeth White - Treasurer) will present their plans for Prom. 

E.3. Presentation by Dawn Schoen on current counseling services provided by Partnering For 

Prevention, LLC. 

Motion to table item until next meeting. This motion, made by Candice Samuelson and 

seconded by Anthony Martin, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 



Jay Mullens, Principal entered the meeting at 7:49pm 

E.4. Alpha Controls Presentation 

E.5. Recommend entering into an energy savings project with Alpha Controls. 

Motion to enter into an energy savings project with Alpha Controls. This motion, made by 

David Schultz and seconded by Jodie Kanaly, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

E.6. Recommend approval to purchase two new 2025 Chrysler Pacifica Minivans through Bob 

Ridings Fleet Sales Program under a State of Illinois Joint Purchase Contract for a total 

purchase price of $93,328. 

Motion to approve the purchase of two new 2025 Chrysler Pacifica Minivans through Bob 

Ridings Fleet Sales Program under a State of Illinois Joint Purchase Contract for a purchase 

price of $93,328. This motion, made by Anthony Martin and seconded by Candice Samuelson, 

Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

E.7. Recommend approval of updated custodian job description. 

Motion to table item until next meeting. This motion, made by Anthony Martin and seconded 

by Candice Samuelson, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

E.8. Recommend approval to request RFPs for custodial and maintenance services. 

Motion to approve to request proposals for custodial and maintenance services. This motion, 

made by Farrah Ranzino and seconded by David Schultz, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

E.9. Recommend approval to request RFPs for solar energy. 

Motion to request proposals for solar energy. This motion, made by David Schultz and 

seconded by Jodie Kanaly, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

E.10. Recommend approval of the personnel report as presented. 

Motion to approve the Personnel Report as presented. This motion, made by Farrah Ranzino 

and seconded by Anthony Martin, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 



E.11. Recommend advancing certified personnel to second, third, and fourth year probationary 

teachers for the 2025-2026 school year. 

Motion to advance certified personnel to second, third, and fourth year probationary teachers 

for the 2025-2026 school year. This motion, made by Jodie Kanaly and seconded by Anthony 

Martin, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

E.12. Recommend advancing certified fourth year probationary teachers to tenure for the 

2025-2026 school year. 

Motion to advance certified fourth year probationary teachers to tenure for the 2025-2026 

school year. This motion, made by Anthony Martin and seconded by David Schultz, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

E.13. Recommend continued employment of ESP staff for the 2025-2026 school year as listed. 

Motion to table this item until after executive session. This motion, made by Anthony Martin 

and seconded by David Schultz. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

E.14. Recommend continued contractual employment of administrative personnel as listed. 

Motion to continue contractual employment of administrative personnel: David Engelbrecht, 

Superintendent Angela Fink, Assistant Superintendent Julie Amendt, Director of Special 

Education and Student Services Jay Mullens, Principal Peter Byrne, Assistant Principal. This 

motion, made by Jodie Kanaly and seconded by David Schultz, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

E.15. Recommend approval of changes to board policy 7:180 per ISBE. 

Motion to approve changes to board policy 7:180 per ISBE. This motion, made by David 

Schultz and seconded by Jodie Kanaly, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, 

Candice Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

F. Executive Session to discuss Litigation. 5 ILCS 120/2(c)(11), Student disciplinary cases.  5 

ILCS 120/2(c)(9), Personnel 5 ILCS 120/2(c)(1). The purchase or lease of real property. 5 ILCS 

120/2(c)(5), The setting of price for sale or lease of property owned by a public body, 5 ILCS 

120/2(c)(6). Collective negotiating matters. 5 ILCS 120/2(c)(2), Security procedures, school 

building safety and security. 5 ILCS 120/2(c)(8),   

Motion to go into Executive Session at 8:45pm. This motion, made by Jodie Kanaly and 

seconded by Anthony Martin, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, Candice 



Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

G. Returned from Executive Session at 10:00pm. 

H. Recommend possible action as a result of executive session. Motion to continue employment 

of ESP staff for the 2025-2026 school year as listed. This motion, made by David Schultz and 

seconded by Anthony Martin, Carried. 

Shane Spring: Absent, Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, Candice 

Samuelson: Yea, David Schultz: Yea, Todd Volkening: Yea  

Yea: 6, Nay: 0, Absent: 1 

I. Superintendent Report 

1.  Please complete your Statements of Economic Interests - I have Todd and Jodie's. 

 

2.  Marengo Radio 

 

3.  MOU for Mass Vaccination Dispensing Site 

  

4.  Upcoming Dates 

• February 26 - Early Dismissal 11:25 am 

• March 12 - Early Dismissal 11:25 am 

• March 14 - Mid-Semester Progress Reports 

• March 17 - Board of Education Meeting 7:00 pm 

• March 21 - Teacher Institute Day - No School 

• March 24-28 - Spring Break - No School 

• March 31 - Students Return to School 

J. Adjournment at 10:15pm. 

 

 

 

Signed: 

 

 

______________________________                        ______________________________ 

Todd Volkening, President                                          Jodie Kanaly, Secretary 



BOARD OF EDUCATION 

SPECIAL MEETING 

Monday, March 3, 2025 7:00 PM 

 Marengo Community High School District #154 

110 Franks Road 

Marengo, IL 60152  

   

Jodie Kanaly: Present, Anthony Martin: Present, Farrah Ranzino: Present, Candice Samuelson: 

Present, David Schultz: Present, Shane Spring: Present, Todd Volkening: Present. Present: 7. 

 

Staff Present: David N. Engelbrecht, Superintendent 

 

A. Call to order at 7:00 pm 

B. Roll Call 

C. Executive Session to discuss the appointment, employment, compensation, discipline, 

performance, or dismissal of specific employees 5 ILCS 120/2(c)(1). 

Motion to go into Executive Session at 7:01 pm. This motion, made by Anthony Martin and 

seconded by Shane Spring, Carried. 

Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, Candice Samuelson: Yea, David 

Schultz: Yea, Shane Spring: Yea, Todd Volkening: Yea  

Yea: 7, Nay: 0 

D. Return to regular session at 8:27 pm. 

E. Recommend possible action as a result of executive session. 

Motion to suspend employee #645 with pay beginning March 4, 2025, through March 18, 2025, 

during an investigation into allegations of disobedience or misconduct whenever the employee's 

continued presence in his or her position would not be in the School District's best interests. This 

motion, made by David Schultz and seconded by Anthony Martin, Carried. 

Jodie Kanaly: Yea, Anthony Martin: Yea, Farrah Ranzino: Yea, Candice Samuelson: Yea, David 

Schultz: Yea, Shane Spring: Yea, Todd Volkening: Yea  

Yea: 7, Nay: 0 

F. Adjournment at 8:30 pm. 

 

 

 

Signed: 

 

 

______________________________                        ______________________________ 

Todd Volkening, President                                          Jodie Kanaly, Secretary 























































































3765 3/13/2025

MARENGO COMMUNITY HIGH SCHOOL DISTRICT 154 is hereby authorized to draw warrants
against MARENGO COMMUNITY HIGH SCHOOL DISTRICT 154 funds for the sum of xxx,xxx.xx on
account of obligations incurred for value received in services and for materials as shown below for the
period of March 2025 to be paid on March 17, 2025, not including the second payroll for March

Todd Volkening President

Jodie Kanaly Board Secretary

MARENGO COMMUNITY HIGH SCHOOL - District 154

Mar-25

District Bills Payroll 1 Payroll 2 * P-Cards EFT/ ACH Totals
Education Fund $349,725.91 277,636.64$  $ 0.00 22,838.65$    $11,661.22 661,862.42$    
Building Fund $24,880.71 15,075.89      -                    3,084.49        35,563.82$      78,604.91        
Transportation Fund $10,130.06 8,175.48        -                    1,738.15        37.50$             20,081.19        
Retirement Fund 8,653.04        -                    -                 -$                 8,653.04          
  Sub Total $384,736.68 $309,541.05 $ 0.00 $27,661.29 $47,262.54 $769,201.56
Tort Fund -                  
Bond Fund -                  
Site Fund
Capital Projects -                  
Totals 384,736.68       309,541.05    -                    27,661.29      47,262.54        769,201.56      

MARENGO COMMUNITY HIGH SCHOOL DISTRICT 154
17-Mar-25





























RESOLUTION 

 

AUTHORIZING PARTICIPATION IN 

THE MCHENRY COUNTY REGIONAL SAFE SCHOOL PROGRAM 

 

 WHEREAS, the Regional Superintendent of McHenry County, Illinois, has 

established the McHenry County Regional Safe School Program pursuant to Article 13A 

of The School Code: and 

 

 WHEREAS, in accordance with its Placement Policy and Guidelines, the 

McHenry County Regional Safe School Program will provide educational services to 

disruptive students enrolled in grades six (6) through twelve (12) in the McHenry County 

public school, and 

 

 WHEREAS, the Board of Education of Marengo Community School District No. 

154, McHenry County, Illinois, finds it in the best interests of its educational program 

and the students it serves to participate in the McHenry County Regional Safe School 

Program; and 

 

 WHEREAS, participation in the McHenry County Regional Safe School 

Program is contingent upon adoption of the resolution extending the period of 

participation from July 1, 2025 through June 30, 2026. 

 

 NOW, THEREFORE, BE IT RESOLVED that the BOARD OF EDUCATION 

OF MARENGO COMMUNITY SCHOOL DISTRICT NO. 154 of the County of 

McHenry, Illinois, does hereby: 

 

1. Extend the validity period of the existing Intergovernmental 

Agreement Between the McHenry County Regional Office of 

Education and the District for the McHenry County Regional 

Safe School Program from July 1, 2025 to June 30, 2026. 

 

2. Agree to adhere to all provisions of the existing Intergovernmental 

Agreement and the Placement Policy as a part thereof. 

 

 BE IT FURTHER RESOLVED that the Secretary of the Board of Education is 

authorized and directed to forward a duly executed copy of this Resolution to the 

Regional Office of Education. 

 

 Adopted this 17th day of March, 2025. 

 

AYES:                                                             _______________________________ 

                                                                         Superintendent                          Date 

 

NAYES:                                                          _______________________________ 

                                                                         Board President                         Date 

 

ABSENT:                                                         _______________________________ 

                                                                          Board Secretary                        Date 





Partnering for Prevention, LLC

Dawn M. Schoen, BA, CADC

March 17, 2025

CADC Positon Update



Background

Marengo Community High School District 154 - 

Where Learning is Valued and Excellence is the Standard 

Partnering for Prevention – Foundations for Life

We are invested in creating partnerships that support, educate, and 
encourage healthy choices so youth & adults alike can thrive. 



• identify students that may be at risk to use or are using substances; 
provide support to students where there is use in their home

• Complete a comprehensive Alcohol & Drug evaluation to determine 
intervention/treatment needs

• Deliver indicated intervention/treatment service and/or refer with 
linkage to outside services 

• Support re-entry to school from inpatient treatment & provide 
relapse prevention education & support

CADC Positon Goals

Intervention/Treatment



• Student/Parent Education and Resources 
• Prevention based tips/flyer (5 to Thrive) for students

• Prevention based tips/articles in District Newsletter

• Meet & Greet during Parent/Teacher conferences – educational 
resources 

• Staff 
• Presentations as indicated 

• Act as and provide resources as requested 

CADC Positon Goals

Prevention



Intervention/Treatment Successes

Student Referrals

• 27 Total referrals to date
• 16 last school year

• 11 current school year 

Referral Source

• Four referral sources
• Staff referrals 

• Parent referrals

• Student self referrals

• Tier III referrals 



Refused 

Treatment

    (0) 

 

Intervention/Treatment Process  

Referral - 27 Intake – 26 (1 Current Client) 

Referred 

To higher 

level of care

 

Referred 

To higher 

level of 

care 

Assessment - 20 Refused/Closed - 5Scheduled - 1 

Identify 

objectives 

and goals 

& begin 

services

 

Completed 

Treatment  

–

 Case 

Closed 

Onsite 

Intervention

/Treatment 

(20) 

 



Crisis 

Assessment 

Intervention

Onsite

Intervention/

Treatment 

Services 

(6 current) 

Treatment Services Delivered 

20 

Assessments

 
Individual 

Sessions 

 
 Referral to 

IOP/Inpatient 

with linkage 

 

 Family 

Sessions

Face to Face Contacts 

with Students & Parents

Consultation Contacts
Clients and Parents

School Staff

        Other Providers:  Doctors,     

Pyschiatrists, Therapists, 

Legal, DCFS, etc

 

Closing of Case – 

Prognosis:    

Good – 4

Fair - 3

Guarded -5

Poor -2

 



Treatment Services Delivered 

Without this intervention these students 

would not of been seen



• Student/Parent Education and Resources 
• Prevention based tips/flyer (5 to Thrive) for students

• Prevention based tips/articles in District Newsletter

• Meet & Greet during Parent/Teacher conferences – educational 
resources 

• Staff 
• Act as and provide resources as requested 

Prevention Successes

Prevention



Vision for the Future

Continue to refer & provide treatment services to those 

students that need services or may not otherwise be identified

Remove the barriers to student academic success 

Increase the number of students having academic success 

Increase prevention & intervention efforts



Prevention is Key

Delay the onset of use 

Increase protective factors while decreasing risk factors

Prevention works when its uses consistent messages 

& programs in a variety of settings and experiences 

to educate, encourage, & empower youth to 

make responsible choices



Intervention/Treatment is Necessary 

Use does not typically go away, it escalates

As acceptability & accessibility increases so does use

Clients do get sober – when addiction is present it takes an 

average of 7 treatment episodes before someone maintains 

a year of sobriety …. We often plant seeds!



Questions?



Partnering for Prevention, LLC
Dawn M. Schoen, BA, CADC

224.241.2192
dawn@partneringforprevention.net
www.partneringforprevention.net

Thank You

mailto:dawn@partneringforprevention.net




Sis Riedl 
Marengo High School 
(847)568-6511 
riedls@mchs154.org 
3-6-25 
 
 
Dear AD Nance, 
 
Please accept this letter of resignation from the position of bowling coach, effective as of the end of our 2025 
season.  My last day will be tomorrow, March 7, 2025, after pictures. 
 
The decision to resign was not an easy one.  I have grown to enjoy the sport.  I have also enjoyed getting to know 
the kids outside the school setting.  Helping them become better athletes and watching them grow is one of the 
reasons this decision is so hard. 
 
I would like to thank you for the opportunity to have been a part of MCHS athletics.  I appreciate the help of your 
secretary, Lisa Ackley.  She has been a tremendous help planning and keeping me on track.  I would like to 
express my gratitude to Phil Czlapinski for his support and guidance as I learned and grew in the sport.  I would 
also like to thank Sandy Lindow for being flexible and how much she and the rest of the Glo Bowl team have helped 
over the years.   It has been a pleasure to work with so many wonderful people that are dedicated to our athletes. 
 
Thank you for the invaluable support and experience these last few years. 
 
Sincerely, 
 
Sis Riedl 
 
 

mailto:riedls@mchs154.org


Sis Riedl 
Marengo High School 
(847)568-6511 
riedls@mchs154.org 
3-6-25 
 
 
Dear AD Nance, 
 
Please accept this letter of resignation from the position of math team coach, effective as of the end of our 2025 
season.  My last day will be next week, March 12, 2025, after pictures. 
 
I would like to thank you for the opportunity to have been a part of MCHS extracurriculars.   
 
Thank you and the rest of the mathematics department for helping get a team together these last few years.  
 
Sincerely, 
 
Sis Riedl 
 
 

mailto:riedls@mchs154.org


 

Marengo Community High School 
Athletic Director 
110 Franks Road 
Marengo, Illinois 60152 
(815) 568 - 6511 (phone) 
(815) 568 - 6510 (fax)  

Dwain Nance 
(815) 568 - 6511 ext. 1612 (school) 

(217) 778 - 9603 (cell) 
nanced@mchs154.org 

fisherman0916@yahoo.com 
 

 
 
 
TO:​ DAVID ENGELBRECHT 
FROM:​ DWAIN NANCE​ ​  
RE:​ EXTRA-DUTY HIRE RECOMMENDATIONS 
DATE:​ MARCH 17, 2025 

 
I would like to recommend that we hire the following for the 2024-2025 school year.  
 

Rafael Martinez → Head Boys Tennis Coach (Lane F1) 

mailto:nanced@mchs154.org
mailto:fisherman0916@yahoo.com


  

2025-2026 SCHOOL FEES FORM 

 

Please complete and return this form to Student Services if you are paying with cash or check.   

Completion of this form is NOT required for online payments  
 

 

Student Name:__________________________________       Grade Entering: _____________________      

   

Please Note: Certain courses taken in the vocational and art areas may have additional student related 

costs for specific projects. Examples: wood projects, materials for paintings, clothing, foods, etc. 
 

Registration Fee:  

Fee             $140.00 

Early Payment Incentive – If fees are paid on or before July 31, 2025, your student will receive  
Free Admission to all home athletic events (exclusive of IHSA Postseason Play) 

STUDENT MUST PRESENT STUDENT ID FOR FREE ADMISSION 

 

Computer Purchase Payment (Must be paid each year)     

Freshmen           $ 122.00 

Sophomores/Juniors          $ 100.00 

Seniors           $   80.00 
 

Calculator Fee: Students enrolled Honors Geometry, Algebra 2, and above must have a TI-84 Plus calculator.   

If renting please complete a Pledge Form and pay rental fee. 

Rental Calculator           $   25.00 

 

Driver Ed – Required of all Freshmen (does not include permit fee)    $ 250.00 

 

Optional Fees: (please circle applicable fees) 

AP Testing Non-Refundable (required of students enrolled in AP courses(s)) $100.00/course 

Band (required of students enrolled in band and colorguard)             $  25.00 

BNAPT (required of students enrolled in BNAPT)     $  75.00 

Parking Tag (include MCHS Vehicle Registration Form)    $  50.00 

Lunch Deposit (amount to be credited into lunch account if included in check) $______ 

Yearbook (purchase through yearbookforever.com) 

Total Optional Fees Paid        $______ 

 

TOTAL COST (REGISTRATION FEE PLUS OPTIONAL FEES)    $_______ 
 

**ALL FEES ARE DUE BY JULY 31, 2025** 

 

Registration and course fees are charged to all students.  Please complete an Application for Waiver of 

School Fees if: You are currently receiving aid under Article IV of the Illinois Public Aid Code or your income 

meets the income eligibility guidelines published by the US Department of Agriculture for free or reduced price 

meals.  Proof of income is required in order to process fee waiver applications.  See application for more 

information. 
 

School fees and lunch deposits may be paid online through your parent portal or by cash or check made payable 

to MCHS District #154.   

http://yearbookforever.com/


 
 
March 17, 2025 
 
Board of Education District #154, 
 
All educators hold a huge responsibility in identifying and mitigating cybersecurity threats and risks by bolstering 
their security infrastructure.  Many people wrongly assume that cybersecurity falls solely under the watchful eye of 
the technology department.  However, hackers target educational institutions at all levels, including students, 
teachers, and other staff.  When compared to other industries, the educational sector is especially vulnerable to 
cybersecurity incidents because schools harbor a vast amount of valuable data, including confidential records and 
personal student, parent, and staff information.  Therefore, we need to constantly evolve and adapt to mitigate any 
potential vulnerabilities.  According to research conducted by the Cybersecurity and Infrastructure Security Agency 
(CISA), the most prevalent cybersecurity threats facing K-12 educators are phishing, malicious cyber attacks, data 
breaches/doxing, domain spoofing, and end of life software.  While costly vengeful attacks are what typically make 
the big headlines and we certainly need to be prepared for any potential attack or disruption, we also need to protect 
the District’s ability to function on a day-to-day basis with our student management system  as well as other 
educational software platforms within the classrooms and offices, and consider our overall collection, storage, and 
use of pertinent personal information we are responsible for.    

In addition to our insurance provider, CISA recommends all K-12 school districts have an incident response plan 
that details what the district needs to do before, during, and after an actual or potential security incident.  In the case 
of a data breach, it is critical for a district to design, practice, and implement a plan specific to our local conditions.  
In order to mitigate these concerns from a K-12 educator’s standpoint, Chief Technology Officer Dan Kane and I 
have been working closely with his department to conduct regular security awareness training, educating the 
organization on cybersecurity best practices, and studying the incident response framework of the National Institute 
of Standards and Technology (NIST), which is a set of guidelines for handling cybersecurity incidents.  Our 
‘Cybersecurity Incident Response Plan’ was drafted by Dan and I in 2023-2024, and has been utilized for any 
incident since then to document a detailed summary of the incident, including how and why it may have occurred, 
estimated data loss, affected parties, and how it may have impacted our services.  We continue to review and revise 
this tool to ensure we are responding to security incidents quickly and efficiently, thus regaining control and 
minimizing any loss of instructional time.        

Dan Kane and I would like to formally recommend adopting the “Cybersecurity Incident Response Policy and 
Plan:  A Guidebook for the Safety and Security of all Technology Services at MCHS District #154.” 

 
Sincerely,  
 

 
 
Dr. Angela M. Fink 
Assistant Superintendent  
Marengo Community High School District #154 
110 Franks Road 
Marengo, IL. 60152 
(815) 568 - 6511 extension 1341 
finka@mchs154.org  

“Where learning is valued and excellence is the standard” 
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Executive Summary 
All educators hold a huge responsibility in identifying and mitigating cybersecurity threats and risks.  

Many people wrongly assume that cybersecurity falls solely under the watchful eye of the technology 

department.  However, hackers target educational institutions at all levels, including students, teachers, 

and other staff.  When compared to other industries, the educational sector is especially vulnerable to 

cybersecurity incidents, and this sector has witnessed mass increases in cyberattacks this past year.   

As school districts strive to bolster their security infrastructure, cybercriminals are constantly evolving 

and adapting to exploit any vulnerabilities.  They often take advantage of peak academic periods such as 

the start of a new school year or semester, and launch malware attacks when students are returning to 

school.  Schools harbor a vast amount of valuable data, including intellectual property, confidential 

medical records, and personal student and staff information. According to recent research conducted by 

the Cybersecurity and Infrastructure Security Agency (CISA), the most prevalent cybersecurity threats 

facing K-12 educators are phishing, malicious cyber attacks, data breaches/doxing, domain spoofing, and 

end of life software.   

In order to mitigate these concerns from a K-12 educator’s standpoint, staff should work closely with the 

technology department to conduct regular security awareness training, educating the organization on 

cybersecurity best practices. In addition, it is recommended that school districts develop an incident 

response plan that lays out the necessary steps in the event of a cybersecurity incident, and includes 

roles and responsibilities, communication, protocols, and a clear escalation process. Resources such as 

the National Institutes of Standards and Technology (NIST) Cybersecurity Framework Policy Guide 

Template and the National Incident Management System (NIMS) Guidance and Field Operations Guide 

were consulted in the development of this plan.  The School Incident Response Plan below represents a 

core set of doctrine, concepts, principles, terminology, and organizational processes that enables 

effective, efficient, and collaborative incident management.  

Revisions and Reviews 
Date Rev No. Individual Summary of Changes 
07/11/2023 Draft Dan Kane and 

Angela Fink 
Initial implementation draft 

07/18/2023 1 Dan Kane and 
Angela Fink 

Initial implementation draft and revisions 

09/07/2023 2 Dan Kane and 
Angela Fink 

Notification updates (pg. 12), Incident Report (appendix 
C), and reviewed and revised definitions of severity levels 
with admin team after 1st incident (pg. 10) 

09/20/2023 3 Dan Kane Update of contact information for vendors. 

11/20/2023 4 Dan kane Updated FBI Contact information 

3/3/2025 5 Dan Kane and 
Angela Fink 

Update software and review. 
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Mission 
To establish a comprehensive and coordinated approach to cybersecurity or other technology-related 

incident responses, leveraging partnerships with stakeholders and leveraging technology and best 

practices to ensure the confidentiality, integrity, and availability of information, while maintaining the 

highest standards of transparency and accountability. 

Strategy and Goals 
This plan is designed to serve as a guiding document for a wide variety of events, including a potential 

cybersecurity incident, or other related incidents.  It does not serve as a step-by-step response plan for a 

specific issue. 

Strategy 
1)​ Stop the Spread 

2)​ Mitigate Damage 

3)​ Restore Functionality 

4)​ Reduce Chances of Reoccurrence 

5)​ Improve Response 

Goals 
1)​ Protect Student and Staff Data 

2)​ Maintain the Continuity of Education 

3)​ Meet Legal and Regulatory Requirements 

4)​ Maintain Public Trust 

Superintendent Statement and Approval 
A comprehensive and effective incident response plan is critical to meet our goals: 

1)​ Protect Student and Staff Data: The district holds a vast amount of sensitive and confidential 

information, including student and staff data, which must always be protected. Having a 

well-planned and executed response plan is critical in preventing data breaches and ensuring 

that confidential information is not compromised. 

2)​ Maintain the Continuity of Education: In the event of a cybersecurity incident, it's important 

that the district be able to respond quickly and effectively to minimize the disruption to 

educational activities. A comprehensive response plan will help ensure that the district can 

continue to provide high-quality education to students, even in the face of an incident. 

3)​ Meet Legal and Regulatory Requirements: The district is subject to various laws and regulations 

regarding data protection, including student data privacy laws such as the Family Educational 

Rights and Privacy Act (FERPA). A robust response plan will help ensure that the district is in 

compliance with these requirements and is prepared to respond to any incidents that may arise. 

4)​ Maintain Public Trust: The district is responsible for maintaining the trust and confidence of 

students, parents, staff, and the community. By demonstrating a commitment to cybersecurity 

and being prepared to respond to incidents, the district can build and maintain public trust and 

confidence in its ability to protect sensitive information. 

A comprehensive incident response plan is a critical component of the district's overall security posture 

and is essential for protecting sensitive information, ensuring the continuity of education, meeting legal 

and regulatory requirements, and building public trust. 

 
​
Dr. Angela M. Fink, Assistant Superintendent  
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Purpose and Objectives 
The purpose of this cybersecurity incident response plan is to establish a comprehensive and 

coordinated approach to identifying, responding to, and mitigating the effects of potential cybersecurity 

and other technology-related incidents affecting the district, while ensuring the confidentiality, integrity, 

and availability of information. 

Objectives 
1)​ To prevent and mitigate the impact of cybersecurity incidents through proactive risk 

management, incident response, and business continuity planning. 

2)​ To ensure timely detection and notification of potential incidents, leveraging a 

combination of technology and human resources to identify and respond to incidents in 

a coordinated manner. 

3)​ To minimize the impact of incidents on students, staff, and operations by establishing 

clear roles, responsibilities, and procedures for responding to incidents, including crisis 

communication and media management. 

4)​ To continuously improve the district's cybersecurity posture through regular review and 

testing of the incident response plan, incorporating feedback from stakeholders, and 

incorporating best practices and emerging technologies. 

Scope 
This incident response plan covers all incidents involving data and information entrusted to or created by 

the school district, all district owned information processing equipment, and any device connected to 

the district computer networks, including but not limited to cyber threats. 

Definitions 
Event vs. Incident 
NIST defines an incident as a “cybersecurity event that has been determined to have an impact on the 

organization prompting the need for response and recovery.” An event is any occurrence that can be 

observed, verified, and documented, whereas an incident is one or more related events that negatively 

affect the company and/or impact its security posture.  Anytime leadership is actively involved in an 

event, the event then becomes classified as an incident. Note that events can become incidents as more 

information is gathered.  

Cybersecurity Incidents 
A cybersecurity incident is an event or series of events that pose a threat to the confidentiality, integrity, 

and availability of data and information, the information processing equipment, and the learning 

environment of the school district.  

This threat may come from external sources such as cyberattacks, or from internal sources such as 

accidental or intentional data breaches by employees, contractors, or students. 

Declaration of Incident 
The declaration of an incident is a serious matter as it initiates response plans, incurs costs, transfers 

authorities, involves external partners, and can disrupt normal activities. 
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As such, only the Superintendent (or designee) and the Chief Technology Officer can declare an incident. 

Conclusion of Incident 
An incident closes in three phases. As the incident is concluded, the incident commander and district 

leadership must communicate and understand which authorities, responsibilities, and expectations 

change given the specifics of the incident. 

First, all efforts that must be done immediately are complete. Most of the team can reassume daily 

tasks. 

Second, all systems have been restored to normal operations. Any identified vulnerabilities have been 

remedied or an approved plan is in place to remedy those vulnerabilities. 

Finally, the entire incident is documented and any lessons learned are incorporated into policies, plans, 

and procedures. 

Related Terms 
Availability: In the context of cybersecurity, availability refers to the accessibility and usability of 

information and systems. This means that authorized users should be able to access and use the 

information and systems they need, when they need them, and in a manner that is reliable and 

consistent. 

Compromise: Compromise refers to a situation in which the security of information, systems, or 

networks has been breached. This can occur through a variety of means, such as a cyberattack, a data 

breach, or other security incident. When information, systems, or networks are compromised, there is a 

risk that sensitive data or intellectual property could be lost, stolen, or misused. 

Confidentiality: Confidentiality refers to the protection of information from unauthorized access, use, or 

disclosure. This means that only authorized individuals should be able to access and use sensitive data, 

and that information should be protected against unauthorized access or exposure. 

Credentials: Credentials are a set of information used to verify the identity of a user or device. This can 

include usernames and passwords, security certificates, or other forms of authentication. 

Cyberattacks: A cyberattack is an intentional and unauthorized attempt to access, modify, or destroy 

information or systems. This can include a variety of threats, such as malware, phishing, ransomware, 

and other types of malicious activity. 

Damage: Damage refers to any harm or destruction caused to information, systems, or networks. This 

can include physical damage to equipment, as well as logical damage to data or systems. 

Data Breach: A data breach is an incident in which sensitive data is intentionally or unintentionally 

disclosed to unauthorized individuals. This can occur through a variety of means, such as a cyberattack, a 

lost or stolen device, or an employee mistake. 

Denial of Service (DoS): A Denial of Service (DoS) attack is an attempt to make a system or network 

unavailable to its intended users. This can be accomplished through a variety of means, such as flooding 

the network with traffic or exploiting vulnerabilities in systems. 
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Distributed Denial of Service (DDoS): A Distributed Denial of Service (DDoS) attack is a type of DoS 

attack that originates from multiple sources, rather than from a lone source. This makes it more difficult 

to detect and mitigate and can cause widespread damage to information and systems. 

Domain spoofing:  Where cybercriminals register web domains similar to legitimate domains associated 

with the institution which can deceive users who mistyped URLs or click on similar-looking links, leading 

to potential data breaches or malware infections.  

Doxing:  Where personal information of students, teachers, or staff is maliciously compiled and 

published online, which can lead to harassment, identify theft, and other harmful consequences. 

End-of-life software:  The use of outdated software and equipment in K-12 exposes them to significant 

security risks.  With end of life software, the lack of patches, updates, and technical support leaves 

vulnerabilities unaddressed, making schools more susceptible to cyberattacks.   

Endpoints: Endpoints are devices or systems that access a network, such as computers, smartphones, or 

other types of internet-connected devices. These devices can be a source of security vulnerabilities and 

must be protected and managed appropriately to prevent cyberattacks and other security incidents. 

Information Processing Equipment: Information processing equipment refers to the hardware and 

software used to process, store, and transmit information. This can include computers, servers, routers, 

switches, and other types of equipment. 

Integrity: Integrity refers to the accuracy and consistency of information. This means that information 

should not be altered or tampered with, and that it should remain consistent and accurate throughout 

its lifecycle. 

Internet of Things Devices: Internet of Things (IoT) devices are a type of endpoint that are connected to 

the internet. These devices can include smart home appliances, security systems, and other types of 

connected devices. 

Internet Protocol (IP) Connected Devices: Internet Protocol (IP) connected devices are devices that are 

connected to a network and use the Internet Protocol (IP) to communicate. This can include computers, 

servers, smartphones, public address systems, door locks, camera systems, and other types of 

internet-connected devices. 

Phishing: Phishing is a type of cyberattack that uses social engineering techniques to trick individuals 

into revealing sensitive information, such as passwords or financial information. This can occur through 

emails, text messages, or other forms of communication. 

Ransomware: Ransomware is a type of malware that encrypts a victim's files and demands a ransom 

payment in exchange for the decryption key. This can cause significant damage to information and 

systems, and can disrupt business operations. 

Sensitive Data: Sensitive data is information that is confidential and must be protected. This can include 

personal information, financial information, intellectual property, and other types of information that 

can have significant value to an organization or individual. 
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Servers: Servers are computers or systems that are designed to provide resources or services to other 

systems or devices. This can include web servers, email servers, database servers, and other types of 

servers. 

Incident Severity Levels 
All incidents are categorized into one of four severity levels. The overall severity level is determined 

based on an evaluation of the functional impact, information impact and the recoverability of the 

incident, as well as the overall impact on the district's IT systems and networks, and the learning 

environment.  This determination is made based on the “potential” impact estimated at the beginning of 

identification of an incident.   

The below table provides definitions and examples of each. The examples provided are not an 

all-inclusive list. 

Definition Examples 

Catastrophic 

-​ Widespread and severe harm to the district's IT systems and 
networks with devastating impact on the district’s operations 

-​ Significant threat that requires immediate and coordinated 
action to contain and mitigate the impact 

-​ Renders the district’s IT systems and networks inoperable 
-​ Complete loss of sensitive data or unauthorized access to all 

sensitive data 
-​ Takes an extended period of time to recover 
-​ Damaging to the district’s reputation 

-​ Ransomware Attack that 

encrypts all data 

-​ Continuing exfiltration of 

sensitive data 

-​ Major outage of multiple 

systems 

Critical 

-​ Widespread and severe harm to the district's IT systems and 
networks with significant impact on the district’s operations 

-​ Significant concern that requires immediate and coordinated 
action to contain and mitigate the impact  

-​ Could render the district’s IT systems and networks 
inoperable but more likely poses a significant disruption to 
operations 

-​ Some loss of sensitive data or unauthorized access to a 
limited amount of sensitive data 

-​ Likely takes extended period of time to recover 
-​ Could be damaging to the district’s reputation 

-​ Successful phishing attack that 

provides access to the network 

-​ Multi-system outage  preventing 

normal business operations 

Major 

-​ Significant disruption to the district's IT systems and 
networks 

-​ Require immediate action but is likely needed to be a 
coordinated action 

-​ This type of incident could result in the temporary loss of 
access to certain systems or data and could impact the 
district's ability to carry out its mission. 

-​ May or may not take an extended period of time to recover 
-​ Could be damaging, but likely not, to the district’s reputation 

-​ Compromise of multiple or 

privileged credentials 

-​ Denial of service attack 

-​ Isolated and major outage of a 

specific system preventing 

normal business operations 

Minor 

-​ Limited and negligible impact to the district's IT systems and 
networks with minimal impact on the district’s operations 

-​ May require immediate action but is likely not needed to be 
a coordinated action 

-​ Failure of network device 

-​ Loss of staff/student device 
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-​ May render the district’s IT systems and networks inoperable 
-​ Some loss of data or unauthorized access to data 
-​ Resolved quickly with minimal disruption 
-​ Likely not damaging to the district’s reputation 

Organization, Roles, Responsibilities, and Authorities 
Marengo Community High School District 154 will use a centralized response team for all incidents, 

mirroring the Incident Command System. 

Key Roles and Responsibilities 

Incident Specific Roles 
Incident Commander: Responsible for overseeing the incident, making reports to district leadership, 

working with external partners, delegating responsibility as appropriate. 

Public Affairs Officer: Responsible for interacting with media, parents, teacher’s union, and other 

external parties not directly involved with the response. 

Incident Response Team Leader: Responsible for conducting the direct response to the incident, to 

include containment, mitigation, recovery, and restoral. 

Financial Team Leader:  Responsible for processing the financial recommendations made by the Incident 

Commander Team Lead to support mitigation of a cybersecurity incident.  

Incident Response Team Members: Duties as assigned to assist the incident response team lead. 

Additional roles and responsibilities may be created and assigned as necessary. 

Other Active Stakeholders 
Superintendent: Maintain education continuity to the maximum extent possible. Provide updates to the 

School Board, as appropriate. 

Business Manager: Validate, approve, and expedite necessary purchases and expenditures. 

General Counsel: Provide legal advice. 

Incident Commander Authorities 
The below authorities are provided to the Incident Commander during a declared incident. 

-​ May authorize the expenditure of up to the below listed amounts for time and materials to an 

Information Technology Managed Service Provider (MSP) already contracted with the district: 

o​ Catastrophic Incident:​ $100,000 

o​ Critical Incident:​ $75,000 

o​ Major Incident:​​ $50,000 

o​ Minor Incident:​​ $25,000 

-​ Disable any information system or IP connected system as necessary, with notification to the 

superintendent for any changes to life-safety systems (e.g., Fire Alarms, Public Address Systems) 

-​ Reassign staff members as needed to incident response duties 
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Standard Assignments 
Role Primary Backup 
Incident Commander Chief Technology Officer Network Administrator 
Public Affairs Officer Superintendent Assistant Superintendent  
Incident Response Team Leader Chief Technology Officer Network Administrator 
Financial Team Leader Business Manager  Superintendent  

 

The Chief Technology Officer, in Consultation with the Superintendent or his/her designee, may modify 

these assignments as needed in response to specific incidents as they occur.  Additionally, an individual 

may take on multiple roles. The Incident Commander maintains all roles until delegated to someone else. 

Communications 
Communications should take place outside the bounds of the affected system. For example, if the email 

systems are suspected to be compromised, email should not be used to handle the incident. Indirect 

modes of communication, in priority order: District Email/Chat, District Phone, Personal Cell Phone. 

Internal Communications 
Communications within the response team and between the response team and leadership are crucial to 

resolving an incident. However, excessive communications demands can delay or disrupt incident 

response actions. Therefore, the below reporting requirements serve to sufficiently inform leadership 

without disrupting incident response. 

Severity Level Initial Notification Updates 
Catastrophic Upon Declaration, Face to Face 2 hours 
Critical Upon Declaration, Face to Face 2-4 hours 
Major Upon Declaration, Via Phone 4-6 hours 
Minor Upon Conclusion, Via Email 24 hours or N/A 

 

External Communications 
Communications outside of the incident response team is often just as important as internal 

communications. In each incident, decisions must be made regarding nature, level, timing, frequency, 

and mode of communication, as well as who will be responsible for communication. 

Entities to Consider 
-​ Insurance Provider 

-​ Internet Service Provider(s) 

-​ Law Enforcement 

-​ Managed Services Provider 

-​ Media 

-​ Parents 

-​ School Board 

-​ Software Vendors 

-​ Staff 

-​ Students 

-​ Teacher Union 

-​ Subscription-based 

Service (X-as-a-Service) 

Providers 

 

Contact information for relevant parties is listed in Appendix A: External Contact Information. 
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Training and Exercises 
The Chief Technology Officer and Assistant Superintendent will conduct a gap analysis to identify any 

required or recommended training or certifications for incident responders. 

Regular exercises maintain a sense of proficiency and validate the effectiveness and accuracy of incident 

response plans. 

Tabletop Exercise 
Tabletop Exercises are an inexpensive way to test and validate incident response capabilities. During the 

exercise, a scenario is described, and participants talk through what they would do, who they would 

notify, etc. Exercises can be conducted at the lowest levels, with just the incident response team. 

Alternatively, all stakeholders can be involved. 

The Chief Technology Officer will lead the incident response team in tabletop exercises of various 

incidents at least quarterly. Annually, the Chief Technology Officer will conduct a full tabletop exercise for 

a Critical or Catastrophic incident coincident with the annual review of this plan. (Refer to NIST SP 800-84 

for more information.) 
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Incident Response Life Cycle 
The Incident Response Life Cycle, as described in the NIST Computer Security Handling Guide (NIST SP 

800-61 Rev 2), consists of four main stages: 

 

Preparation 

Establish Incident Response Capability 
The Chief Technology Officer will update, maintain, and implement this plan, to include annual review. 

Key items to prepare, as listed in the Computer Security Incident Handling Guide: 

Incident Handler Communications and Facilities: 

●​ Contact information for team members and others within and outside the organization (primary 

and backup contacts), such as law enforcement and other incident response teams; information 

may include phone numbers, email addresses, public encryption keys (in accordance with the 

encryption software described below), and instructions for verifying the contact’s identity. 

●​ On-call information for other teams within the organization, including escalation information 

●​ Incident reporting mechanisms, such as phone numbers, email addresses, online forms, and 

secure instant messaging systems that users can use to report suspected incidents; at least one 

mechanism should permit people to report incidents anonymously 

●​ Issue tracking system for tracking incident information, status, etc. 

●​ Smartphones to be carried by team members for off-hour support and onsite communications 

●​ Encryption software to be used for communications among team members, within the 

organization and with external parties 

●​ War room for central communication and coordination; if a permanent war room is not 

necessary or practical, the team should create a procedure for procuring a temporary war room 

when needed 

●​ Secure storage facility for securing evidence and other sensitive materials 

Incident Analysis Hardware and Software: 

●​ Digital forensic workstations1 and/or backup devices to create disk images, preserve log files, 

and save other relevant incident data 

●​ Laptops for activities such as analyzing data, sniffing packets, and writing reports 

1 A digital forensic workstation is specially designed to assist incident handlers in acquiring and analyzing data. 
These workstations typically contain a set of removable hard drives that can be used for evidence storage. 
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●​ Spare workstations, servers, and networking equipment, or the virtualized equivalents, which 

may be used for many purposes, such as restoring backups and trying out malware 

●​ Blank removable media 

●​ Portable printer to print copies of log files and other evidence from non-networked systems 

●​ Packet sniffers and protocol analyzers to capture and analyze network traffic 

●​ Digital forensic software to analyze disk images 

●​ Removable media with trusted versions of programs to be used to gather evidence from systems 

●​ Evidence gathering accessories, including hard-bound notebooks, digital cameras, audio 

recorders, chain of custody forms, evidence storage bags and tags, and evidence tape, to 

preserve evidence for possible legal actions 

Incident Analysis Resources: 

●​ Port lists, including commonly used ports and Trojan horse ports 

●​ Documentation for OSs, applications, protocols, and intrusion detection and antivirus products 

●​ Network diagrams and lists of critical assets, such as database servers 

●​ Current baselines of expected network, system, and application activity 

●​ Cryptographic hashes of critical files2 to speed incident analysis, verification, and eradication 

Incident Mitigation Software: 

●​ Access to images of clean OS and application installations for restoration and recovery purposes  

Secure Systems, Networks, and Applications 
As a normal part of duties, the technology department will secure the networks and devices in 

accordance with reasonable best practices. Key practices include Risk Assessments, Host Security, 

Network Security, Malware Prevention, and User Awareness/Training. 

Detection & Analysis3 
As a normal part of duties, the technology department will enumerate various threat vectors and 

implement controls to detect a use of those vectors. [Tools include: Incident Detection/Prevention 

Systems, Security Information and Event Management (SIEM), Antivirus and Antispam Software, File 

Integrity Checking, Third Party Monitoring.] 

In order to assist in detection and analysis, the district will maintain logs from operating systems, 

services, applications, from endpoints and network devices [using a centralized log aggregation tool]. 

The technology department will maintain currency on new vulnerabilities and exploits through relevant 

information feeds. 

Key items to consider, per the Computer Security Incident Handling Guide:4 

-​ Profile Networks and Systems 

-​ Understand Normal Behaviors 

-​ Create a Log Retention Policy 

4 CSIHG, 3.2.4 

3 CSIHG, 3.2 

2 The National Software Reference Library (NSRL) Project maintains records of hashes of various files, including 
operating system, application, and graphic image files. The hashes can be downloaded from 
http://www.nsrl.nist.gov/. 
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-​ Perform Event Correlation 

-​ Keep All Host Clocks Synchronized 

-​ Maintain and Use a Knowledge Base of Information 

-​ Run Packet Sniffers to Collect Additional Data 

-​ Filter the Data 

-​ Seek Assistance from Others 

Incident Documentation 
Log and maintain records documenting incident response actions, findings, and other pertinent 

information. These records may be used as evidence in criminal or civil litigation, so all records must be 

accurate and maintained appropriately.  They may also become relevant should our insurance company 

inquire about any events or incidents. 

Incident Prioritization​ 
During this stage, the CTO will make an initial judgment as to the severity of the incident, using the 

severity levels prescribed above. When deciding, the following items will be considered: 

Functional Impact: How are the day-to-day operations of the school impacted? Are classes 

able to continue regularly, continue with some impact, or need to be canceled? 

Information Impact: Was information exfiltrated, changed, or deleted? Was information 

affected PII, HIPAA-related, or other categories of protected data? 

Recoverability: Are extra resources (i.e., money, equipment, personnel, overtime) required to 

recover? Is outside help required? Is this even recoverable? 

During analysis of a declared incident, the Incident Commander may change the declared severity level 

as more information is available. 

Incident Notification 
This is the stage in which internal and external notifications are made, as previously described. 

Containment, Eradication, & Recovery5 

Containment Strategy 

The precise method of containment varies based on the incident. Containment includes a range of 

activities between resetting a password to removing entire systems from the network. The Chief 

Technology Officer will identify incident types and develop incident response playbooks for each. Key 

criteria during development: 

-​ Damage/Theft/Loss of resources 

-​ Evidence Preservation 

-​ Service Availability 

-​ Time/Resources to Implement 

-​ Effectiveness 

-​ Duration 

5 CSIHG, 3.3 
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Evidence Collection and Handling 

Evidence is required to resolve an incident but may also be required for legal proceedings. Evidence 

should be collected, logged, and maintained in accordance with forensic standards. Chain of custody logs 

must be maintained.6 

Eradication  

Eradication, while not necessary for every type of incident, includes the removal of malware, 

disablement of compromised or illegitimate accounts, and the closure of any backdoors. It is important 

to identify all affected hosts and conduct appropriate actions on each. 

Recovery 

Recovery is the restoration of systems back to normal operations to include the additional steps to 

prevent reoccurrence of the incident. This may include restoration from backups, patching, changing 

settings to a more secure configuration, or implementing new policies/processes. 

Post-Incident Activity7 
After an incident, it is important to identify lessons learned and improve processes. 

After major, critical, and catastrophic incidents, The Chief Technology Officer will host a debrief with all 

those involved in the incident. During this debrief, the following questions will be answered, 

documented, and logged. The Chief Technology Officer will work with the Superintendent to implement 

changes as appropriate.  

●​ Exactly what happened, and at what times? 

●​ How well did staff and management perform in dealing with the incident? Were the 

documented procedures followed? Were they adequate? 

●​ What information was needed sooner? 

●​ Were any steps or actions taken that might have inhibited the recovery? 

●​ What would the staff and management do differently the next time a similar incident occurs? 

●​ How could information sharing with other organizations have been improved? 

●​ What corrective actions can prevent similar incidents in the future? 

●​ What precursors or indicators should be watched for in the future to detect similar incidents? 

●​ What additional tools or resources are needed to detect, analyze, and mitigate future incidents? 

As minor incidents do not warrant an organizational response, lessons learned will be documented with 

the incident report form as well.  The incident response plan and process shall be reviewed multiple 

times throughout the school year to focus on improving our security posture based upon a continued 

review of best practices and guidance, as well as the experiences of recent incidents, tabletop exercises, 

and in general, ongoing and scheduled regular review.  

7 CSIHG, 3.4 

6 See NIST SP 800-86, Guide to Integrating Forensic Techniques into Incident Response, for additional information 
on preserving evidence. 
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Appendix A: External Contact Information 
Law Enforcement 

Organization Notes Contact Info 
Federal Bureau of Investigation​  Mia Ray Langheim (School intelligence Officer) 

Maria_langheim@isp.state.il.us 
General office information 
1-800-CALL-FBI 
2111 W. Roosevelt Road 
Chicago, IL 60608 
chicago.fbi.gov 
1-312-421-6700 

Illinois State Police 
Division of Criminal Investigation 

 1-217-782-1320, Option 1 

Marengo Police Department  Chief Nathan Hayes 
nhayes@cityofmarengo.com 

1-815-568-7231 

CISA  CISA’s Incident Reporting System 
or through the agency’s 24/7 
Operations Center at 
report@cisa.gov or 
1-888-282-0870   

 

Insurance Provider 

Organization Notes Contact Info 
Collective Liability 

Insurance Cooperative 
(CLIC) Pool 

Contact a Member of the RPA Administration team as 
soon as your district is aware of a breach: 
https://www.clicpool.com/members/ 

clicteam@ajg.com 
Gallagher CLIC Team 

Michael McHugh – 1-630-285-4373 – 

Michael_McHugh@RPAdmin.com 

Byron Given – 1-630-694-5367 – 

Byron_Given@RPAdmin.com 

Tyler Mackenzie – 1-630-694-5165 – 

Tyler_Mackenzie@RPAdmin.com 

 

mailto:Maria_langheim@isp.state.il.us
https://www.fbi.gov/contact-us/field-offices/chicago
mailto:nhayes@cityofmarengo.com
https://www.cisa.gov/forms/report
mailto:eport@cisa.gov
https://www.clicpool.com/members/
mailto:clicteam@ajg.com
mailto:Michael_McHugh@RPAdmin.com
mailto:Byron_Given@RPAdmin.com
mailto:Tyler_Mackenzie@RPAdmin.com
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Eileen McWeeney – 1-630-285-3640 – 

Eileen_McWeeney@RPAdmin.com 

Amanda Clark – 1-630-285-3967 – 

Amanda_Clark@RPAdmin.com 

Kate Osterheld – 1-630-285-3848 – 

Kate_Osterheld@RPAdmin.com   

 
 

Internet Service Provider(s) 

Organization Notes Contact Info 
Illinois Century Network (ICN)  

 
Chicago Office 1-312-814-3648 
David Chesney (Area technician) 
Cell: 1-847-204-8875 

Comcast  Enterprise Support: 
1-888-812-2591 
ets@charter.com 

Everstream Circuit ID: EVM-ETHS-ON-26884 Chris Pochyly (rep) 
cpochyly@everstream.net 
 
NOC: 866-624-8624 
Support@everstream.com 

 

Vendors / X-as-a-Service Providers 

Organization Notes Contact Info 
Infinite Campus Student Information System rep - Carrie Abuyu Support: 1-888-461-2004 

Work:  1-800-437-7457 x227 
Email: cabuya@cicesp.com 
 

FMX  Building/Grounds Ticket System rep - Austin Jacobs 1-844-664-4400 (Main Office) 
O: 1-614-683-5002 (Austin) 
C: 1-614-915-7866 (Austin) 
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austin.jacobs@gofmx.com 

Google Google Accounts Adam Kent Thomas 
Account Manager 
1-385-715-6099 
akthomas@google.com 

Microsoft Azure (Microsoft365) Windows and Office  Must submit a support ticket 
online 

DUO Multi Factor Authentication Support:  1-855-386-2884 

Classlink IDP, rostering of applications helpdesk@classlink.com  
1-888-963-7550 ext#1 

Verkada Physical security 1-650-514-2500 
Niva Kinikini 
1-385-707-3307 

Panorama Student reporting Kyle Vigneault (he/him) 
Account Director 
Panorama Education 
M: 1-617-752-6662 
 

Meraki Wifi, Switching, connectivity 1 (415) 937-6671 

Crowdstrike/MS-ISAC Antivirus with Managed Detection and Response 
 

SOC@cisecurity.org 
1-866-787-4722 
 

 

Approved Managed Service Provider(s) 

Organization Notes Contact Info 
MS-ISAC/Crowdstrike Should be the primary point of contact, free 

assistance w/remediation services & our MDR 
provider. 

SOC@cisecurity.org 
1-866-787-4722 - 24x7 

Computer Discount Warehouse 
Government (CDWG) 

 Leigh Ann Wines 
Phone: 1-847-968-9766 

Sentinel Technologies Nicholas Hunt O: 1-630-786-8198​
C: 1-317-292-4965 
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Media/Communications  

Organization Notes Contact Info 
Northwest Herald  1-833-584-6397 

Daily Herald  1-847-427-4626 
onlineeditors@dailyherald.com 

Marengo Union Times  815-568-5400 

Infinite Campus (IC) student 
management system 

https://marengohsd154.infinitecampus.org/  

MCHS Website  https://www.mchs154.org/ 
https://thrillshare.com/  

 

Facebook Can be published via our website  

Twitter Can be published via our website  

 

Internal Stakeholders 

Organization Notes Contact Info 
MCHS D#154 School Board Mr. Todd Volkening 1-815-560-2432 

Teacher’s Union (MEA) Mrs. Anya Nelson (President 24-25 SY) 
Mr. Todd Price (Vice President 24-25 SY) 

 

Parent Teachers Association (PAC)   
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Appendix B: Standardized Reports/Forms 
 

Incident Handling Checklist8 
 

Action 
Completed 

(Initial and Date/Time) 
Detection and Analysis 

1 Determine whether an incident has occurred  

  1.1   Begin Documentation  
  1.2   Analyze the precursors and indicators  
  1.3   Look for correlating information  
  1.4   Perform research  

2 Declare an Incident  

  2.1   Determine the Severity of the incident based on: 
    Functional Impact: 
    Information Impact: 
    Recoverability: 

 

  2.2   Report the incident to the appropriate internal personnel and 
external organizations 

 

Containment, Eradication, and Recovery 

4 Acquire, preserve, secure, and document evidence  

5 Contain the incident  

6 Eradicate the incident  

  6.1   Identify and mitigate all vulnerabilities that were exploited  
  6.2   Remove malware, inappropriate materials, and other components  
  6.3   If more affected hosts are discovered, repeat steps 1.2-1.4. 

Update 2.1 as required. 
 

7 Recover from the incident  

  7.1   Return affected systems to an operationally ready state  
  7.2   Confirm that the affected systems are functioning normally  
  7.3   Implement additional monitoring, as necessary, to look for future 

related activity. 
 

Post-Incident Activity 

8 Create a follow-up report  

9 Hold a lessons-learned meeting (optional for minor incidents)  

 

 

8 Adapted from CSIHG, Table 3-5.  
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