
AR 6161.4 SECURITY OF INTERNET SYSTEM

Note: The following procedures governing use of the Internet system should be 
revised as necessary to reflect local district practice.

System security will be protected through the use of passwords. Failure to adequately 
protect or update passwords could result in unauthorized access to personal or district 
files. To protect the integrity of the system, the following guidelines shall be followed:

1. Employees and students shall not reveal their passwords to another individual 
with the exception of authorized technical support.

2. Users are not to use a computer that has been logged in under another 
student's or teacher's name.

3. Any user identified as a security risk or having a history of problems with other 
computer systems may be denied access to the network.

Note: The following language bans free email accounts. If your district already assigns 
a district account to students and staff, you may want to consider banning Internet-
based free accounts. Banning such email minimizes the ability of users to make 
anonymous threats from the district computer system. Additionally, free email usually 
serves no educational purpose.

4. When using the district's network, employees and students must use the email 
account that has been assigned by the district. Individuals shall not use or access 
any free Internet-based email service, such as Hotmail or Yahoo, when using the 
district network.

Safety

To the greatest extent possible, users of the network will be protected from harassment, 
intimidation or bullying, and from unwanted or unsolicited communication. Any network 
user who receives unwelcome communications shall immediately bring them to the 
attention of a teacher or administrator.

Network users shall not reveal personal addresses or telephone numbers to other users 
on the network.

Complaints

Written complaints regarding student and/or staff access to or use of specific resources 
available on the Internet will be received, reviewed and acted upon in accordance with 
the district's policy on challenged instructional materials.
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