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• IRT Overview

• SOW

• IRT Menu RVA/CC/CA/LDoE

• Report Overview

• Next Steps

• Performance

• Questions
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Innovative Readiness Training (IRT)
Overview

A Department of War (DoW) program intended to help community partners 
by leveraging military capability through readiness training:

• DoW funded 18 months prior to event
• DoW nonfunded 90 – 180 days prior to end of current fiscal year / event start
• Mission Essential, Collective, or Individual Task List  are matched to projects
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Innovative Readiness Training (IRT)
Overview
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Idaho Information Technology Services
• Idaho Community Application Owner

• Streamlines providing services to SLTT

• Part of Operation Cyber Idaho offerings

• Does not entitle ITS to review data

• Legal framework, alternate to MOU / MOA



Statement of Work (SOW)

Community Partner Application Owner
• Top level community partner
• Vets and prioritizes community projects
• Memorandum of agreement with IDNG

Statement of Work (SOW)
• Artifact for IRT  
• Joint Staff routing
• Data classification and retention
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IDARNG IRT Menu
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• Risk and Vulnerability Assessment (RVA): passive, active, harvest, focused on network 
mapping, finding vulnerabilities, and validating existing controls

• Cyber Consult (CC): impartial party review, tabletop exercises, collaboration

• Cyber Assistance (CA): direct assist to a community partner aligning with solider tasks, IE. 
Standing up a COUP site = TOC jump

• Limited Demonstration of Exploit (LDoE): Red vs Blue, capture the flag, validation of 
security tools and personnel.



Risk and Vulnerability Assessment
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Scheduled as a 5-day engagement on premises focusing on:
• Building trust with the partner
• Maneuverability
• Identifying vulnerabilities
• Remote access
• Network mapping
• Identifying attack surface
• Establish baseline
3 phase approach, Passive, Active, Harvest
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Cyber Consultation (CC)

Consists of a review of the organization’s BCP, DRP, IRP, and HWAM 
policies with the intent to provide validation of documented best business 
practices and/or recommendations to consider
• Army Best Practices
• Industry Best Practices
• Measured against “Ground Truth”
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Cyber Assistance (CA)

Consists of the IDNG assisting the organization, implement a cyber or 
technical best practice
• Technical Controls
• Network Segmentation
• Security Tool Integration
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Limited Demonstration of Exploit
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Capstone effort to aggregate passive, active, and broad artifacts to establish 
an LDOE on an approved asset
• Unique
• Crafted
• Cleared
• Rules of Engagement (ROE)



Report Overview

Report focuses on three areas of concern tailored to maturity of organization 
recommendations all reference NIST 800-53, 800-171, and CSF v2.0
• “Concern One”
• “Concern Two”
• “Concern Three”

Report Format
• Executive Summary in military memorandum format
• Appendix A RVA/LDoE
• Appendix B CVE
• Appendix C TCP
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RVA/LDoE Post Event Next Steps

Vulnerability consolidation (7 days post event)
• Complied list of CVEs

Data Analysis (30 days post event)
• Community Partner check-in
• Process Artifacts
• Generate trends

Report Production (60 days post event)
• Develop “So What” and recommendations
• Provide detailed question and answer session with technical staff
• Provide Executive Brief
• Provide final report to community partner
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Benefits

• Gives the agency understanding/validation of their security posture

• Establishes a list of remedial items for the agency to prioritize

• Creates a baseline for growth and scope for future engagements

• Enhances collaboration between State, Local, Tribal and Territorial (SLTT) agencies

• Builds trust between SLTT agencies and the IDARNG
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Fiscal Year 2023
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Fiscal Year 2024
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Fiscal Year 2025
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Idaho IRT Signup
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Idaho Army National Guard:CW2 Seth Gaskins seth.l.gaskins.mil@army.mil
Idaho Information Technology Services: Sam Montiel sam.montiel@its.idaho.gov


