
515.42R ​ ELECTRONIC ACCESS TO STUDENT INFORMATION  REGULATION  

The Duluth Public Schools uses a secure Internet site to enable electronic access to student 
information enhancing communication between our parents/guardians, students, teachers, principals, 
and administrators.  

Rights and Responsibilities  
 
This access is a free service offered to all parents/guardians and students of the Duluth Public Schools. Access 
to student information from the Internet is a privilege, not a right. Only after a child has been enrolled in the 
Duluth Public Schools will the parent/guardian and/or student be authorized to activate a student information 
web account. With this learning tool, parents/guardians, students, and staff must understand and practice 
proper and ethical use.  

Information Accuracy Responsibilities  

Information accuracy is the joint responsibility of schools, parents/guardians, and students. Each 
school will make every attempt to ensure information is accurate and complete. If a parent/guardian 
or student discovers any inaccurate information, they will notify their school.  

Access to Information or Information Accessibility  

Duluth Public Schools reserves the right to add, modify, or delete functions viewed via the Internet 
site at any time without notice, including the functions listed below:  

1.​ Attendance  
2.​ Class Schedule  
3.​ Report Cards  
4.​ Transcripts  
5.​ Student Demographics  
6.​ Course Requests  
7.​ Emergency Information  
8.​ Immunizations  
9.​ Work in Progress, test scores  

Students enrolled in grades six to twelve, the Adult Area Learning Center, and alternative programs 
may request a secure account. A student will only have access to his/her their student information.  

Electronic Web Access Agreement  

To obtain a student information system web account, each parent/guardian must complete and 
sign an Electronic Web Access Acceptable Use and Safety Policy Acceptance Form. After 
verification of information on the form, the school will follow the process outlined in this regulation 
to establish an account.  

If a parent/guardian is unable to visit the school, he/she they may download the Electronic Web 
Access Acceptable Use and Safety Policy Acceptance Form from the District web site. The parent 
must have the form certified by a notary public and mail the completed and signed form with the 
notary public seal to his/her their child's  school.  
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The school will file the completed form in one of the parent's/guardian’s children's Cumulative File 
and will be maintained in accordance with Minnesota State Law Regarding record retention.  

Use of the System  

Parents/Guardians and students are required to adhere to the following guidelines:  

1.​ Parents/Guardians and students will act in a responsible, ethical, and legal manner.  
2. ​ Parents/Guardians and students will not attempt to harm or destroy the school or District's 

data or networks.  
3. ​ Parents/Guardians and students will not attempt to access information or any account 

assigned to another user.  
4. ​ Parents/Guardians and students will not use this Internet site for any illegal activity, 

including violation of Federal and State Privacy laws. Anyone found to be in violation of these 
laws will be subject to civil and/or criminal  prosecution.  

5. ​ Parents/Guardians and students who identify a security problem within must notify the Duluth 
Public Schools Technology Department immediately, without demonstrating the problem to 
anyone else. 

6.​ Parents/Guardians and students will not share their password with anyone, including their 
own child(ren).  

7. ​ Parents/Guardians and students will not set their computer to automatically login to 
the Internet site.  

8. ​ Parents/Guardians and students identified as a security risk will be denied access to the 
site.  

Security Features  

1.​ Access is made available with a secure Internet site. Note: Account holder is responsible for 
not sharing their password and to properly protect or destroy any printed/electronic 
documentation generated from this site.  

2.​ Three unsuccessful login attempts will disable the user's account. The Technology Department 
will automatically enable a locked account after a predefined waiting period. The minimum wait 
period will be twenty (20) minutes and seventy five (75) minutes for the maximum wait 
period.  

3.​ The user will be automatically logged off if he/she they leaves the web browser open and 
inactive for a period of time.  

4.​ All attempts at logging into the system are recorded and monitored, and an audit trail is 
established.  

Initial Account Request and Setup  

For parents/guardians new to the District:  

1. ​ An Electronic Web Access Agreement can be completed when a 
parent/guardian enrolls a child/ren.   

2. ​ The parent/guardian only needs to complete one Electronic Web Access Agreement for 
all children in his/her their household.  

3.​ For security reasons each parent/guardian must sign the form in the presence of a school 
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secretary, principal, or teacher.  
4.​ If the parent/guardian cannot visit the school, a notary public must witness the parent signing 

the form and use his/her public seal with a current date.  
5.​ After the student is enrolled into the student information system, the parent/guardian 

requesting the account will be e-mailed or mailed an activation code and "PersonID”.  
a.​ The activation key is used by the parent/guardian to create a secure account.  
b. ​ The "PersonID" is used by the schools to verify a person requesting an account 

unlock.  
6.​ School will verify parent/guardian identification with an official government identification.  
7. ​ The school will file the completed form in one of the parent/guardian child's Cumulative File 

and it will be maintained in accordance with Minnesota State law regarding record 
retention.  

For parents/guardians with a child already enrolled in the Duluth Public Schools:  

1. ​ The parent/guardian only needs to complete one Electronic Web Access Agreement for 
all children in their household.  

2.​ For security reasons, each parent/guardian must sign the form in front of the school 
secretary, principal, or teacher.  

3. ​ The parent/guardian requesting the account will be given an activation code and 
"PersonID".  
a.​ The activation key is used by the parent/guardian to create a secure account.  
b.​ The "PersonID" is used by the schools to verify a person requesting an account 

unlock.  
4. ​ School will verify parent/guardian identification with an official government identification.  
5. ​ The school will file the completed form in one of the parent/guardian child's Cumulative File 

and it will be maintained in accordance with Minnesota State law regarding record 
retention.  

 
For students:  

1.​ Students from grades six through twelve can request their own account from their school.  
2. ​ A student requesting an account will be given an activation code and "PersonID".  

a. ​ The activation key is used by the student to create a secure account. 
b.​ The "PersonID" is used by the schools to verify a person requesting an account 

unlock.  
3. ​ Schools will verify the student identification.  

For schools:  

1. ​ The activation code will not be given to a parent/guardian or student without first verifying 
the identity of the requestor.  

2. ​ The Electronic Web Access Agreement signed by a parent/guardian will be maintained in 
only one child's Cumulative File for that parent.  

Forgotten User Name and/or Password  

If a Parent/Guardian or student has forgotten their user name and/or password, they can request help 
by calling the Technology Department at (218) 336-8754. The  requester will be asked a series of 
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random questions from the family/student data stored in the system to verify their identity. If the 
requester is unable to answer the questions, he/she they will be directed to go to the child's school to 
resolve the issue. In this case, the Technology Department will e-mail the child's school secretary and  
explain the problem.   

System Requirements  

The most current system requirements will be posted to the Duluth Public Schools website.  

Support  

Telephone support for issues concerning student information or procedures will be available between 
the hours of 9:00 am and 3:00 pm at the student’s school. The school will identify the caller using 
the PersonID. If the caller reaches voicemail system he/she they needs to leave their name, phone 
number, the best time to contact, and a brief description of the problem.  

 
Limitation of School District Liability  

The Duluth Public Schools will use reasonable measures to protect student information from 
unauthorized viewing. The District will not be responsible for financial obligations arising through 
unauthorized use of the District's system or Internet. The District does not promise any particular level 
or method of access to the Internet site for viewing student information. The District will not be 
responsible for actions taken by the parent/guardian or student that would cause compromise of their 
student information. The District reserves the right to limit or terminate the Internet site for viewing 
student information without notice. All parents/guardians and students of the District network by 
requesting an Internet site for viewing student information account consent to electronic monitoring 
and understand that this is a private network used as an educational tool by ISD 709 employees and  
students. Activity is electronically recorded.  

References:​ Duluth School District Policy 5085 (School Discipline Policy)MSBA/MASA Model 
Policy 506 (Student Discipline) 
Duluth School District Policy 3187 (Use Policy for Technology and Internet 
Access) MSBA/MASA Model Policy 524 (Internet Acceptable Use & Safety) 

Adopted: ​ ​ ​ 05-17-2005 ISD 709  
Revised:​ ​ ​ 06-12-2007 ISD 709  
Renumbered from 5060.4R:​ 05.02.2023 
Revised: 
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